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ABSTRACT

TraditionalDataMining andKnowledgeDiscovery algorithmsas-
sumefree accesgo data,eitherat a centralizedocationor in fed-
eratedform. Increasingly privagy and security concernsrestrict
this accessthusderailingdatamining projects. Whatis required
is distributed knowledge discovery that is sensitve to this prob-
lem. Thekey is to obtainvalid results while providing guarantees
on the non-disclosuref data. Supportvectormachineclassifica-
tion is one of the mostwidely usedclassificationmethodologies
in datamining and machinelearning. It is basedon solid theo-
retical foundationsand haswide practicalapplication. This paper
proposes privagy-preservingsolutionfor supportvectormachine
(SVM) classificationPP-SVMfor short. Our solutionconstructs
the global SVM classificationmodel from the datadistributed at
multiple parties,without disclosingthe dataof eachparty to oth-
ers. We assumethat datais horizontally partitioned— eachparty
collectsthe samefeaturesof informationfor differentdataobjects.
We quantify the securityand efficiengy of the proposedmethod,
andhighlight future challenges.
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DataMining hasmary applicationsin the real world. One of
the mostimportantandwidely found problemis thatof classifica-
tion. For example,fraud detectioncanbe posedasa classification
problem.Specifically take the caseof identifying fraudulentcredit
cardtransactionsBankscollecttransactionainformationfor credit
cardcustomersDue to the growing threatof identity theft, credit
cardloss, etc. identifying fraudulenttransactionsanleadto an-
nual savings of billions of dollars. Decidingwhethera particular
transactionss true or falseis a classificationproblem.Many such
problemsaboundn variousdiversedomains.

Currently classifiersrun locally or over datacollectedat a sin-
gle centrallocation (i.e., on a datawarehouse).The accurag of
a classifierusually improves with more training data. Data col-
lectedfrom differentsitesis especiallyuseful, sinceit providesa
betterestimationof the populationthanthe datacollectedat a sin-
gle site. However, privacy and securityconcerngestrictthe free
sharingof data. Thereare both legal and commercialreasongo
not sharedata. For e.g., HIPAA laws [13] requirethat medical
datanot be releasedvithout appropriateanorymization. Similar
constraintarisein mary applicationsEuropearCommunitylegal
restrictionsapplyto disclosureof ary individual data[8]. In com-
mercialterms,datais often a valuablebusinessasset. For exam-
ple, completemanugcturingprocessearetradesecretqalthough
individual techniquesmay be commonlyknown). Thus, it is in-
creasinglyimportantto enableprivag/-preservingdistributedmin-
ing of information. However, centralaccumulatiorof summaries
or obfuscateanodelsmightbeconsideredeasonablaslong asthe
original datais notrevealed.

SupportVectorMachine(SVM) is one of the mostactively de-
velopedclassificationmethodologyin datamining and machine
learning. It provides salientpropertiessuchasthe magin maxi-
mizationand nonlinearclassificationvia kerneltricks and proven
to be effective in mary real-world applicationg32, 4, 5].

We assumethe datais horizontally partitioned [16, 36]: each
party holds different dataobjectshaving the samefeatures. Nu-
merouspracticalproblemsfall underthis datamodel. For instance,
differentbankscollect datafor their customers.The featurescol-
lected,suchasage,genderbalance averagemonthly deposit,etc.
arethe samefor all banks.

We proposea privag/-preservingSVM classificationsolution,
PP-SVMfor short,which constructghe global SVM classification
modelfrom thedatadistributedatmultiple parties.Thedataof each
partyis keptprivate,while thefinal modelis constructectaninde-
pendensite. This independensite then performsclassificationof
new instances.This makesa lot of sensdn the horizontally parti-
tionedcontext — Considera clearinghousefor theprior consortium
of banks. The clearinghouseis an independengentity, unrelated



to ary of the banks. The classificationmodelis constuctedit the
clearinghousewhile preservinghhe privacy of the individual data
from eachof thebanks.Whenabankhasanew instancedt wantsto
classify it goesthrougha secureprotocolwith theclearinghouseto
classifyjust thisinstance.The clearinghouseearnsnothing. This
would allow all of the banksto leveragethe global datawithout
compromisingon privacy atall.

A PP-SVMsolutionfor linear kernelshasbeenproposedn [36].
However, it is not extendibleto nonlinearkernelsbecauséts so-
lution is basedon the optimization formulation of the proximal
SVM [10]. Ourapproachs new andspecificallydesignedor SVM
nonlinearkernels Our methodis currentlylimited to the nonlin-
earkernelswhosekernelmatrix canbe constructedrom the gram
matrix. However, mostpopularly usednonlinearkernelssuchas
polynomialor RBR kernelscanbecomputedrom thegrammatrix.
Our methodgeneratesthesameSVM classificatiormodelaswhen
the datais centralized.We quantify the securityandefficiengy of
our algorithm.

We alsoassumehat eachparty doesnot collude and doesfol-
low the proposedrotocolcorrectly While the assumptiorof non-
collusionis quite strict, it enablesan efficient algorithm. We later
discusghisissuein moredetail.

Our methodrunson datarepresentedby binary featurevectors
suchthata dataobjectz = (ey,...,en) ande; = 1 or 0. Binary
featurevectorhasbeena popularrepresentatiom mary learning
methodologiege.g.,Rulelearninglike k-DNF and CNF, decision
tree,SVM) andusedin a wide domainsof applicationge.g.,auto-
matic diagnosig18], classifyingWeb pagesandemails[35], min-
ing graphg34]). In ary casejt is possibleto transforma datasein
ary representatioto abinaryfeaturevectorrepresentatiorf-or our
experiments we usethe SPECTdatasefrom the UCI repository
[1]. The preprocessedinary featurerepresentatiomnf the dataset
is used.Indeed,this hasshavn a betterperformancen classifica-
tion thanthe original continuoudeaturerepresentatiofil].

Thekernelmatrixis thecentralstructurén aSVM. It containsall
the necessarynformationfor the learningalgorithmandfusesin-
formationaboutthe dataandthe kernel. As sud, the kernel matrix
playsa role as the intermediateprofile that doesnot discloseany
informationon local data but can geneate the global model. To
constructthe global SVM modelwithout disclosingthe data,our
methodsecurelycomputesthe kernel matrix from the distributed
data; The global SVM modelcanthenbe generatedrom the ker-
nel matrix. We assumehatknowledgeof thekernelmatrixis nec-
essaryto efficiently perform classification. Later, we do discuss
exactly whatinformationis leaked by the kernelmatrix itself, and
waysto circumwentthis restriction.

The kernelmatrix for polynomialor RBF kernelscanbe com-
putedfrom thegrammatrix whichis composeaf the dot products
of every datapair. Thus,we first securelycomputethe grammatrix
to constructthe kernelmatrix. The key challengehereis theissue
of scalability: To build the grammatrix, we needto computethe
dot productsof every datapair. Thus,the communicationcostis
key.

Wefirstoverview SVM (Section?) andpresenburmethod(Sec-
tion 3). We thenempirically shav the practicality of the overall
approachin Section4. Relatedwork is discussedn Section5.
We concludeour studyandpresentirectionsfor futureresearctin
Section6.

2. SVM OVERVIEW

Figure 1: The separating hyperplane that maximizesthe mar-
gin. (‘0 is a positive data point, i.e.f(‘o’) > 0, and ‘+' is a
negative data point, i.e.f(‘+') < 0.)

Notation

All vectorsare columnvectorsunlesstransposedo a row vector
by a prime superscript. The scalar(dot) productof two vectorsz
andy in an-dimensionakpaces denotedby x’y or z - y andthe
2-normof z is denotedvy ||z||. An m x n matrix.A representsn
datapointsin a n-dimensionalinput space.An m x m diagonal
matrix D containsthe correspondindabels(i.e., +1 or -1) of the
datapointsin A. (A classlabel D;;, or d; for short,corresponds
to the i-th datapoint ; in .4.) A columnvectorof onesof arbi-
trary dimensionis denotedby e. The identity matrix of arbitrary
dimensionis denotedby 7.

Overviav

To first overview thestandardSVM classificationconsiderlinear
binaryclassificatiortask,asdepictedn Figurel. Forthisproblem,
SVM findstheseparatingryperplandw-z = 0) thatmaximizeghe
maugin, denotingthe distancebetweerthe hyperplaneandclosest
datapoints(i.e., supportvectors).

Themaminis denotedy m asillustratedin Figurel. To max-
imize the magin while minimizing the error, the standardSVM
solutionis formulatedinto thefollowing primal program[32, 10]:

min Tw'w + ve'y 1)
w,y

st. D(Aw—ey)+y>e and y>0 2

which minimizesthe reciprocalof the mamin (i.e., w'w) andthe
error (i.e., ¢'y). Theslackvariabley is largerthanzerowhenthe
point is on the wrong side or within the magin area. The soft
maigin parameter is tunedto balancethe mamgin size and the
error Theweightvectorw andthebias~ will be computedy this
optimizationproblem.Theclassof anew dataz will bedetermined
by f(z) = w'z — ~, wherethe classis positiveif f(z) > 0,
otherwisenggative

Applying the Lagrangemultipliers on the primal problem,we
have thefollowing dual problem([32]:



min 10d'Qa —€'a 3)
o

st. 0<a;<vand Y, dia; =0, i=0,...,m (4)

whered;(i.e.,D;;) and «; arerespectiely the given classlabel
and the coeficient for datavector z;. The coeficientsa =<
a1, ...,y > areto be computedfrom this dual problem. An
m X m matrix Q is computedby the dot productof every data
pair suchthat Q,; = K(x;,xz;)did; where K (z;, x;) = i - x;
for linear SVM.

Oncea is learned,y canbe computedfrom Eq.(2) andw =
> aid;x;. Thesupportvectorsarethe datavectors{z; } suchthat
the correspondingoeficientsa; > 0. Theclassificatiorfunction
f(z) = w'z—vbecomes a;d;x;-z— for linearSVM. For non-
linearSVMs, f(z) = > a;d; K (z;, ) — v, wherewe canapplya
nonlinearkernelfor K (;, z), €.9., K (z:,2) = exp(— 12215
for RBFkernel, K (x;, x) = (1 + x; - x)P for polynomialkernel.

3. PRIVACY-PRESERVING SVM CLASSI-
FICATION

In our ervironment,the m datapointsin the matrix A areas-
sumedto be partitionedand distributed over multiple parties;the
correspondinglasslabelsin D arealsodistributedlik ewise.

To build theglobal SVM modelover thedistributeddatawithout
disclosingthedataof eachpartyto the otherswe secuely compute
the kernel matrix  whee K;; = K(z;,z;): First, to build an
SVM model,we needto solve the dual problemin Eq.(3)and(4),
which requiresthe m x m matrix Q@ = K(x;, z;)d;d; to solve
it. Sharingthe classlabelsD would reveal the size of eachclass
in eachparty However, it doesnot reveal ary informationon the
dataitself aslong asthe kernelmatrix X = K (s, x;) is secuely
computed Thus,we assumehatthe clasdabelsaresharedandwe
focusonthe securecomputatiorof the kernelmatrix.

To securelycomputehekernelmatrix, wecomputehegramma-
trix G secuelywhee G;; = x; - =;; Thenonlinearkernelmatrices
like polynomialor RBF canbe computedrom the grammatrix G,
asthedatavectorsappear®nly asdot productsn bothpolynomial
andRBF kernels:Polynomialkernel= (z;-z; +1)?, RBFkernel=

exp(—w) = exp(— g . Thus,the gram
matrix G is enoughto computethe kernelmatrix I for polynomial
andRBF kernels.

To securelycomputetheglobalgrammatrix G, we mustsecurely
computethedotproductover every datapair. Thisis possibleusing
a securedot productcomputatiormethod.However, mostexisting
securedot productcomputationmethods[6, 27, 14, 24] areinef-
ficient or insecureto be appliedfor computingthe gram matrix.
The oneexceptionis the methoddevelopedby Goethalsetal [12],
whichis fully secureandis actually suitablefor this work. (Sec-
tion 5 discusseghis issuein detail.) For now, we introducean
alternateefficient andsecureway to computethe grammatrix G.

Thekey ideais to usea secue setintersectioncardinality [30]
to securelycomputethe dot products: To usethe securesetinter-
sectioncardinality we revise the representationf a binaryfeature
vectorinto anorderedsetsuchthatthe elementsf the setarethe
indexesof ‘1’ in the original vector For example,supposevector
z1 =(1,0,1,1,0,0,0,1,0,1) andz2 = (0,0,0,1,0,0,0,1,1,0)
in a 10-dimensionakpace. Then, they will be representecsor-
deredsetsz] = {1, 3,4,8,10} andz, = {4,8,9} respectiely.
Nowthe dot productof two vectos become®quivalento the size
of the setintersectionbetweenthe two sets. Thatis, z1 - z2 =
|ziNx5| = 2. Onthis revisedrepresentationf data,we securely
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computethe set intersectioncardinality using commutatve one-
way hashfunction. Computingthe setintersectioncardinality us-
ing commutatve one-way hashfunctions hasbeenproven to be
securg30].

Thereis alsothe challengeof scalabilitywhenmultiple parties
(e.g., morethantwo parties)are involved: Unlike computingthe
intersectionof all partiespresentedn [30], we needto perform
theintersectiorbetweenrall pairs of the parties,becausehe gram
matrix containsthe dot productof every datapair. With k partic-
ipating parties,the communicationcostbecomesO(;,Ca ~ k?).
This is oneof the reasondor avoiding standarddot productcom-
putation.

In Section3.2, we presenta scalableand secureprotocol that
computeshe kernelmatrix in linear time, without disclosingary
data. We first discusscomputingthe setintersectioncardinality
securelyover two parties(Section3.1).

3.1 Secuely Computing the Sizeof Setinter-
sectionover Two Parties

Assumetwo partiesP; and P> hold setsS; andS: respectiely.
The problemis to securelycomputethe sizeof theintersectiorset,
|S1 N Sa|. Computingthe setintersectiorcardinalityover two par
ties usingcommutatve one-way hashfunction hasbeenprovento
be securg30].

Thekey ideabehindthemethodis simple: PartiesP; andP» en-
crypttheir setswith their own privatekeys E; and E; respectrely
usingthecommutatve one-way hashfunction,exchangehem,and
encryptthemagainwith the otherparty’s key. Both partiesP; and
P, will obtain E2(E1(S1)) and E1(E2(S2)). Due to the com-
mutative propertyof the one-way hashfunction, E»(E1(z1)) =
E1(E>(x2)) onlywhenz; = x2, wherez; andzs areelementsn
S1 andS, respectiely. To bemorespecific,3i, j; E2(E1(x1i)) =
E1(E>(z27))onlywhenzii = x2j, wherezqi and xoj arefea-
turesin vectorz: andxz. respectrely. Thus,it is possibleto com-
putethenumberof equivalentelementsvithoutdecryptingthesets.

It is possiblefor eachparty to have multiple setssinceeachset
represent®nedatavector For convenienceof explanation,how-
ever, we assumesachparty holdsonly oneset. It is straightforvard
to extendit for wheneachpartyhold multiple sets.

The formal definition of sucha hashfunction canbe foundin
[30,22].

DEFINITION 1. A commutativekeyed one way hash function
(CKHF) is a oneway hashfunctionhy,, parameterizecy a secet
key k, with thefollowing additional property:

1. commutativehashing- giventwo instancef a keyedhash
function h;, parameterizedwith 2 different keys k1 and k2
andaninputz, hy, (hg, (x)) = hiy (hi, (2)).

A commutatve public key encryptionschemesuchas Pohlig-
Hellmancanbe usedto generatea hashfunction satisfyingall our
requirementsThehashfunctionhy, is simply encryptionwith E;.

Figure 2 illustratesthe protocol to securelyexchangethe sets
betweenP; and P, encryptedby the keys of both parties. The
following is the descriptionof the protocol.

1. P, encryptsits setwith its privatekey (= 1 (S1)) andsends
it to Ps.

2. P, encryptsthereceved setandits own setwith its private
key (= E2(E1(S1)) and E»(S2) respectiely), saresa copy
of thesecondset(= E2(E1(S1))), andsendsbothsetsto P,
in thatorder



Figure 2: A protocolto exchangethe datasetssecutely between
two parties encrypted by the keysof both parties.

3. P, savesthe secondset (= E2(E1(S1))) andencryptsthe
first setwith its privatekey (= E1(E2(S2))), savesacopy of
it, andsendst to P>.

OncebothpartiesP; andP; obtainE»(E;(S1)) andE; (E2(S2)),
they cancomputethesetintersectiorcardinalitybetweerthemwith-
out decryptiondue to the commutatve property of the one-vay
hashfunction. The proof of the securityof this setintersectiorcar
dinality methodis presentedn [30]. The astutereademwill notice
thatthis methodis not fully secure- the numberof 1sin avector
is revealed. Thisis a tradeof madefor efficiengy. In generalthis
is not a big problem. However, whereeven this leakageis unac-
ceptablea completelysecuremethodsuchasthe oneby Goethals
etal.[12] shouldbeused.

3.2 Secue and ScalableProtocol for Multiple
Parties

Supposeve have k numberof participatingparties,Px, ..., Pk,
where P; is actuallythe independengentity which contritutesno
datato the process.P; is alsothe “initiator” of the protocol. The
other partiesactivate only on recevsing a messagdrom another
party Eachpassie party P; (2 < ¢ < k) hasa datasetS;. As
we discussedh theintroduction theinitiator is thethird party that
participatesn the protocolto receve the final modelwithout con-
tributing to trainingdata.

Unlike computingtheintersectiorof all partiespresentedh [30]
(i.e.,] N S;|), we needto computetheintersectiorbetweerell pair
of partiesexceptthe initiator (i.e., |S; N S;| for 2 < i < k and
2 < j < k), in orderto constructthe global gram matrix; The
grammatrix containghe dot productof every datapair.

A direct extensionfrom the two-party protocol requiresO (k?)
timesof communicationsbecausét hasto be donefor every pair
of parties.In this sectionwe present scalableandsecureprotocol
thatscaledinearly (= O(k)) for communicatiorcompleity.

The key ideais that the initiator (1) first collectsthe datasets
encryptedby all the parties’keys, (2) computeshe kernel matrix
throughthe grammatrix usingthe setintersectioncardinality and
Sincecomputationis only doneover encrypteddata,dataprivacy
is still protected.Notethatthe grammatrix actuallyrevealslinear
equationgif oneof the partiesdatais knowvn). However, sincethe
initiator doesnot contritute to the training data, it cannotobtain
ary linear equations. The initiator only seesthe dot productsof
unknawn variablesandthusnonlinearequationsvherethe number
of variabledss alwayslargerthanthe numberof equations Without
colluding with one of the parties,the initiator cannotlearn ary-
thing.

For convenienceof notation,

e wespecifyE; ;(S) for E;(E;(S)).
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Figure 3: First Round of the Protocol.

° EiNj(S) will denoteeitherEi(EiH(...(Ej,l(Ej(S))))) if
i < j,0r Bi(Bi1(..(Ej11(E;(S))))) if @ > j. Forin-
stance Ex_s~1,k,k—1(S) denotes
Er—3(Ex—2(--(E1(Ex(Er-1(5))))---)

e Wemark™ if S is“fully encrypted”j.e.,encrypteddy every
key from P, to P regardlessof the encryptionsequences.
ForinstanceEs. . (S) = Ej;.»(S) becausef thecommu-
tative propertyof the one-way hashfunction.

From the first two roundsof communicationsthe initiator P;
collectsthefully encryptediatasetérom all theotherparties.Then,
P, computeshe gram matrix using the setintersectioncardinal-
ity. Thisis donedirectly over the encrypteddatasets.E* (S;) =
E” (S;) onlywhenS; = S; regardlesof theencryptionsequence
dueto the commutatve propertyof the one-way hashfunction. P;
thencomputeghekernelmatrix from the grammatrix. Finally, P;
now computeghe global SVM model. This computatiordoesnot
requireeitherthe original datavectorsor the grammatrix. Neither
the kernel matrix nor the gram matrix is ever sentto ary of the
parties.Thus,they never learnanything.

Wenow completelydescribeeachroundof ourprotocol. Thefull
descriptionof the protocolfor theinitiator P; andall otherpassie
partiesP; is givenin Table1 and2 respectiely.

e ROUND 1 (illustratedin Figure 3): The first roundbegins
by theinitiator P; sendingan emptysetto its neighborPs.
Wheneer a party P; recevesasetSS from P;_1, it adds
its own datasetS; to SS andencryptsS.S with its own key
E;, andsendthe revised SS’ = E;({SS, S;}) to Pi+1 (or
to P if i = k.) At theendof thefirst round, P, will receve
from P asetSS = {E;NQ(SQ), EkNg(Sg), . Ek(Sk)}
suchthat S; encryptedby Ey. to E;. Notethatonly thefirst
elementn SS is fully encrypted.

Duringthefirst round,no datasets disclosedastheinitiator
andeachpassie partyreceve adataseencryptecdy atleast
one key unknavn to them. Note that, to prevent P; from
contributing to training set, P> mustrejectP;'s startrequest
if P; sendsanon-emptysetin thefirst round.

e ROUND 2 (illustratedin Figure4): P, removesthefirst ele-
mentE;, ., (S2) fromthe SS andsendsherestto P,. Once
aparty P; receivesthe SS from P;_1, it encryptsS'S with
E;, andsendghefirst elementE; ., ;.;.1(Si+1) to Py and
therestto P;+1. Notethatthefirst elementis now fully en-
crypted. P; will receie the fully encryptedS;+: from P;
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Figure 4: SecondRound of the Protocol.

where(2 < i < k — 1). At theendof the secondound, P;
will obtainevery datasefully encrypted.

During the secondround, no datasetis disclosed,as each
partyagainholdsadataseencryptedoy atleastonekey un-
known to it. Theinitiator is alsounableto gleanary infor-

mationfrom a datasesincethey areall fully encrypted.

e ROUND 3: P; now computesthe gram matrix from the
datasetdy performingthesetintersectiorcardinality It then
computeghekernelmatrixfrom thegrammatrix, andfinally
computegheglobal SVM modelfrom the kernelmatrix.

Assumingthat the participatingpartiesdo not colludewith the
initiator anddo follow the givenprotocol,theinitiator successfully
acquiregheglobalSVM modelwithoutdisclosingary information
onthe privatedataof ary party.

One could askwhy the kernel matrix is not sentto the partic-
ipating parties. The key problemis the fact thatif the kernelis
known, thenary party could easilyinfer the grammatrix from the
kernelmatrix. In fact,with alinear kernel the kernelmatrixis the
sameasthegrammatrix. Sincethegrammatrixis composeaf dot
products,and eachdot productinherentlyrevealsone equationin
thefeaturesetto a participant,eachparty couldtheninducelinear
equationdrom the kernelmatrix. Sincethe numberof datapoints
will typically bemuchlargerthanthenumberof featurestheequa-
tions canbe solved to easily reveal the original dataof the other
parties.

YuandVaidyahave [36] proposedsecuranethodfor SVM lin-
ear kernelsby utilizing the optimizationformulation of the prox-
imal SVM [10]. Our methodcomplementst for SVM nonlinear
kernels

3.3 Secuk Testing/Classificationof the SVM
Model

Initiator P,

Round1:
1. Sendanemptysetto P».

2. Waitto receve anew setSS from Py.
(SS will be {E;NQ (52), Ek~3(53), aeny Ek(Sk)} Note S5
is fully encrypted.)

Round2:

1. Take out thefirst elementE;, _,(S2) from the SS andsend
therestto P».

2. Waitto receve thefully encryptedS;+1 from P; where2 <
1 < k — 1. (Notethat,attheendof Round2, P, will acquire
all thedataset{ E” (S2), ..., E* (Sk)} fully encrypted.)

Round3:

1. Constructhegrammatrix by intersectinghe encryptedsets
to computetherequireddot products.

2. Constructhekernelmatrix from the grammatrix.

3. Constructheglobal SVM modelfrom the kernelmatrix.

Table 1: The protocolfor the initiator P;.



Party P;,2 <i <k

Round1:
1. ReceveasetSS from P;_1.

2. Add S; to SS andencryptSS with E; suchthattherevised
setSS’ = E;({SS, Si}).

3. SendSS’ to P, (orto P, if i = k)
Round2 (for P;,2 <i <k —1):

1. ReceveasetSS from P;_1.

2. EncryptSS with E;.

3. Remaove the first elementfrom SS. (The first element
{E; 2 1~i+1(S:)} will befully encrypted.)

4. When: < k — 1, sendthefirst elemento P, andtherestto
P;+1. Wheni = k — 1, sendthefirst elementto P;. (Note
that,wheni = k—1, theSS aftertakingoutthefirst element
will beempty andthus P, doesnot participatein Round2.)

Table 2: The protocolfor a passie party P;.

This sectiondiscussesiow to securelyperformtesting/ classifi-
cationusingthe SVM modelconstructedy our protocol. An SVM
modelis representetly thesupportvectorstheir coeficientsa and
thebias~y. After obtainingthekernelmatrixandtheclassabels,as
we discussedn Section2, the initiator cansolve the dual problem
in Eq.(3)and (4), without the individual datavectors,in orderto
learnthe coeficientsa. v canbe computedfrom «. The support
vectorsarethevectorswhosecoeficientsaregreaterthanzero.

However, thoughthe initiator hasaccesgo the supportvectors,
they arefully encryptedTheinitiator couldsimply inform thepas-
sive partieswhich of the datapointsit hasareactuallythe support
vectorsandthen get accesgo them. But this would violate our
constraintthat the initiator shouldlearn nothing aboutthe private
dataof ary party Thus,in orderto performtesting/classification,
we needto have aninteractie protocolbetweerall of the parties.

To performtestingsecurely eachpassie party needsto evalu-
atethe kernelfunctionson every pair of their testingdataandthe
supportvectors. A new instancecanbe treatedthe sameasatest
instance. To perform classificationof a new instance the kernel
function mustbe evaluatedfor eachpair of the new instanceand
supportvector

Suchkernelfunctionscanbe representedsanotherkernelma-
trix for testingsuchthat eachelementis the function outputfor a
pair of testingdatavectorand supportvector Thus,we canuse
the secureprotocolof computingthe kernelmatrix again: Suppose
eachparty P; holdsa testingset S;. The initiator P, startsthe
protocol by sendingan emptysetto P»; In the sameway asthe
protocolfor training, P1 will obtainthefully encryptedestingset
from eachpartyin two rounds.Thedescriptiongor thetwo rounds
are equivalentto thosefor training, i.e., Figures3 and4 and Ta-
ble 1 and?2, excepteachsetS; hereis atestingset. Then, P; can
computethetestingkernelmatricesfor eachparty, as P; holdsthe
fully encryptedsupportvectors.It cannow go aheadandevaluate
thekernelfunction.

Notethattheinitiator is prohibitedfrom contrituting to the test-
ing set. This is to againpreventit from obtainingary linearequa-

tions. Thus, P, mustreject P;’s startrequestf P; sendsa non-
emptysetin the first round. No testingdatanor linear equations
will bedisclosedo ary partythroughthis process.

4. EXPERIMENT AL RESULTS

In this sectionwe experimentallyverify thatour methodis scal-
ableto multiple partiesin termsof the communicatiorandcompu-
tationaltime. Theaccurag is equivalentto the casewherethedata
is centralized. We usedten linux machinesfor our experiments,
eachwith Pentium4 2Ghzprocessorand1 Gb memory

Implementation

We useSVM-JAVA [15] - our own SVM implementationwritten
in Java. SVM-JAVA is developedfor researchand educational
purposeandimplementshe SMO (SequentiaMinimal Optimiza-
tion) algorithmfor training SVM [23]. It currentlysupportdinear
andRBF kernels. Basedon the SVM-JAVA, we implementecbur
privagy-preservingSVM classificatiorsolutionusingJaza-RMI (Re-
moteMethodInvocation).

Datasets

We use the SPECT datasef{1] from the UCI machinelearning
repository The SPECTdatasetontains80 dataobjects(m = 80)

of 22 featuregn = 22) andeachobjectis representedsa binary
featurevector;It hasbeenshavn thatthe preprocessetinaryfea-
ture representationf the dataseperformsbetterthanthe original

continuousfeaturerepresentatioril]. The SPECTdatasets not
linearly separabl@andthuswe usedSVM RBF kernel(whichis the
mostpopularlyusednonlinearkernel)andit generatedhigh perfor

manceon crossvalidation. We alsoexperimentedn thetic-tac-toe
datasein the SMO packagdq11]. Thetic-tac-toedatasetontains
958dataobjectswith 27 features.

Result

To checkthe scalability of the PP-SVM on a increasingnumber
of participatingparties,we vary the numberof partiesfrom three
to ten. In eachcase we randomlysplit the 80 dataobjectsof the
SPECTamongheparticipatingparties.For example whensix par

ties participatedfour partieshave 13 dataobjectsandtwo parties
have 14 dataobjects.

COMM ——
COMP ——
25t TOTAL —+—

Figure 5: Training time on the SPECT dataset. X-axis: the
number of participating parties; Y-axis: running time (sec.);
COMM: communicationtime; TOTAL: total running time

Figure5 shaws thetrainingtime on the SPECTdatasefor each
numberof participatingparties. All the participatingpartieshave
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Figure 6: Training time on the tic-tac-toe dataset. X-axis: the
number of participating parties; Y-axis: running time (sec.);
COMM: communicationtime; TOTAL: total running time

thesameesultonthetrainingset: Theaccurag is 93.75%.andF1-
scoreis 0.9367. The communicatiortime andtotal training time

increasdinearly, asthe numberof participatingpartiesincreases.

The computationatime staysthe samebecausehe sizeof theker-
nel matrix at eachparty staysthe sameregardlesof the numberof
parties.All theresultsareaveragedovertenruns.

Figure6 shavsthetrainingtime onthetic-tac-toedatasetteach
numberof participatingparties.All the partiesalsohave the same
result: The accuray is 88.31%andF1 scoreis 0.9169. We seea
similar resultto that on the SPECTdataset:The communication
time andtotal training time increaseinearly while the computa-
tional time staysthe same.

Note thatthe accurag of our methodis exactly the sameasthe
accurag of SVM on centralizeddata. Thusour methodis suitable
for ary situationwhereusinga SVM would be advisable.

5. RELATED WORK

Secue dot productcomputation

A securedot productprotocol could be usedfor the computation
of the gram matrix. Several securedot productalgorithmshave
beenrecentlydeveloped[6, 27, 14]. However they areinefficient
or not proven secure.For instancethe communicatiorcostof the
methodsncreasesiramaticallyasthe numberof dataitemsateach
party increasesThe communicationcostbecomesO(m; * mz)
for two partieswherem; andms arethe numberof datafor the
two parties.Sincethey arenot proven secureparallelizingthe dot
productcomputationsnight causea securitybreach.

The dot productcomputationrmethodproposedn [24] is based
onthestochastiestimatesandthusproducesnaccurateesultses-
peciallywhenthedatasizeis notlargeenough(e.g.,< 1000). Our
medicaldatasetsn the experimenthave only 80 dataobjects. A
notableexceptionis the dot productprotocolproposedy Goethals
et al.[12] which is completelysecure. This canactually be used.

However, sincethis protocolrequireshomomorphiencryption(which

is typically moreinefficient), encryptionof every element(0 or 1)
in the vector anddecryptionto getthe final result,we believe our
alternatve is comparablejf not superior However, wherecom-
plete securityis desired- one shouldusethe dot productcompu-
tation proposecdy Goethalstal. asthe basicsub-protocofor the
PP-SVM computation.Our key goal hereis simply to shav that
privagy-preservingSVM is feasibleandpractical.

Privacy-preservingdataminingand SVM

Recently therehasbeensignificantinterestin the areaof Privagy-
PreservingData Mining. We briefly cover someof the relevant
work. Several solutionapproachesiave beensuggestedOneap-
proachis to perturbthe local data(by adding“noise”) beforethe
datamining processandmitigatetheimpactof the noisefrom the
dataminingresultsby usingreconstructionechnique$3, 2, 9, 25].
However, thereis somedebateaboutthesecuritypropertief such
algorithmg[17].

The alternatve approachof using cryptographictechniqueso
protectprivacy wasfirst addressedbr the constructiorof decision
trees[20, 21]. Our work follows the sameapproach.Prior work
hasalsoaddressedssociatiomule mining [31, 16], clustering[19,
28], andclassificatior{7, 29, 33].

Yu and Vaidya [36] develop a privagy preservinglinear SVM
classificationalgorithm. Sincetheir methodis basedon the op-
timization formulation of the proximal SVM [10], it is limited to
linear classification.Privacy preservingdatamining on vertically
partitioned datahasalsobeenlooked at[26]. Yu andVaidya[37]
proposea privagy preservingSVM on vertically partitioneddata
Thisis complementaryo our work. This paperproposes method
for SVM nonlinearkernelsandis applicableto only horizontally
partitioneddata

6. CONCLUSION

This papemproposes privag/-preservingsolutionfor SVM non-
linear classificationon horizontally partitioned data The global
SVM classificatiormodelis securelyconstructedrom thedatadis-
tributedat multiple parties. Our methodrunswith the datarepre-
sentedby binary featurevectorsand usesthe securesetintersec-
tion cardinalityto securelycomputehegrammatrix. Theindepen-
dentintermediatorcomputeghe kernelmatrix andthenthe global
SVM modelfrom the grammatrix. No datais disclosedo it. Our
protocolis secureand efficient: the communicationcostis linear
to the numberof participatingparties. Our key resulthasbeento
shaw thatprivacgy-preservingsupportvectormachineclassification
is feasibleandefficient. However, avenuedor futurework remain.
Thoughappropriatefor mary real life situations,the requirement
of anuntrustedntermediatoiseemsoverly restrictive. A key chal-
lengefor thefutureis to remore theneedof theintermediatorwhile
still efficiently constructinghe SVM.
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