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ABSTRACT
TraditionalDataMining andKnowledgeDiscovery algorithmsas-
sumefreeaccessto data,eitherat a centralizedlocationor in fed-
eratedform. Increasingly, privacy and securityconcernsrestrict
this access,thusderailingdatamining projects. What is required
is distributed knowledgediscovery that is sensitive to this prob-
lem. Thekey is to obtainvalid results,while providing guarantees
on the non-disclosureof data. Supportvectormachineclassifica-
tion is oneof the most widely usedclassificationmethodologies
in datamining and machinelearning. It is basedon solid theo-
retical foundationsandhaswide practicalapplication.This paper
proposesa privacy-preservingsolutionfor supportvectormachine
(SVM) classification,PP-SVMfor short. Our solutionconstructs
the global SVM classificationmodel from the datadistributedat
multiple parties,without disclosingthe dataof eachparty to oth-
ers. We assumethat datais horizontallypartitioned– eachparty
collectsthesamefeaturesof informationfor differentdataobjects.
We quantify the securityand efficiency of the proposedmethod,
andhighlight futurechallenges.

Categoriesand SubjectDescriptors
H.2.8[DatabaseManagement]: DatabaseApplications—Datamin-
ing; H.2.7 [DatabaseManagement]: DatabaseAdministration—
Security, integrity, andprotection; H.2.4[DatabaseManagement]:
Systems—Distributeddatabases

GeneralTerms
Security,Algorithms
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privacy-preservingdatamining,supportvectormachine

1. INTRODUCTION�
Portionsof this work weresupportedby a RutgersResearchRe-

sourcesCommitteegrant

Permissionto make digital or hardcopiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor profit or commercialadvantageandthatcopies
bearthisnoticeandthefull citationon thefirst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior specific
permissionand/ora fee.
SAC’06 April 23-27,2006,Dijon, France
Copyright 2006ACM 1-59593-108-2/06/0004...$5.00.

DataMining hasmany applicationsin the real world. Oneof
themostimportantandwidely foundproblemis thatof classifica-
tion. For example,frauddetectioncanbeposedasa classification
problem.Specifically, take thecaseof identifying fraudulentcredit
cardtransactions.Bankscollecttransactionalinformationfor credit
cardcustomers.Due to thegrowing threatof identity theft, credit
card loss,etc. identifying fraudulenttransactionscan leadto an-
nual savings of billions of dollars. Decidingwhethera particular
transactionsis trueor falseis a classificationproblem.Many such
problemsaboundin variousdiversedomains.

Currently, classifiersrun locally or over datacollectedat a sin-
gle centrallocation (i.e., on a datawarehouse).The accuracy of
a classifierusually improves with more training data. Data col-
lectedfrom differentsitesis especiallyuseful,sinceit providesa
betterestimationof thepopulationthanthedatacollectedat a sin-
gle site. However, privacy andsecurityconcernsrestrict the free
sharingof data. Thereareboth legal andcommercialreasonsto
not sharedata. For e.g., HIPAA laws [13] require that medical
datanot be releasedwithout appropriateanonymization. Similar
constraintsarisein many applications;EuropeanCommunitylegal
restrictionsapply to disclosureof any individual data[8]. In com-
mercial terms,datais often a valuablebusinessasset.For exam-
ple, completemanufacturingprocessesaretradesecrets(although
individual techniquesmay be commonlyknown). Thus, it is in-
creasinglyimportantto enableprivacy-preservingdistributedmin-
ing of information. However, centralaccumulationof summaries
or obfuscatedmodelsmightbeconsideredreasonableaslongasthe
originaldatais not revealed.

SupportVectorMachine(SVM) is oneof themostactively de-
velopedclassificationmethodologyin data mining and machine
learning. It provides salientpropertiessuchas the margin maxi-
mizationandnonlinearclassificationvia kernel tricks andproven
to beeffective in many real-world applications[32, 4, 5].

We assumethe datais horizontally partitioned [16, 36]: each
party holdsdifferent dataobjectshaving the samefeatures. Nu-
merouspracticalproblemsfall underthisdatamodel.For instance,
differentbankscollectdatafor their customers.The featurescol-
lected,suchasage,gender, balance,averagemonthlydeposit,etc.
arethesamefor all banks.

We proposea privacy-preservingSVM classificationsolution,
PP-SVMfor short,which constructstheglobalSVM classification
modelfrom thedatadistributedatmultipleparties.Thedataof each
partyis keptprivate,while thefinal modelis constructedataninde-
pendentsite. This independentsite thenperformsclassificationof
new instances.This makesa lot of sensein thehorizontallyparti-
tionedcontext – Consideraclearinghousefor theprior consortium
of banks. The clearinghouseis an independententity, unrelated



to any of the banks. Theclassificationmodel is constuctedat the
clearinghousewhile preservingthe privacy of the individual data
from eachof thebanks.Whenabankhasanew instanceit wantsto
classify, it goesthroughasecureprotocolwith theclearinghouseto
classifyjust this instance.Theclearinghouselearnsnothing.This
would allow all of the banksto leveragethe global datawithout
compromisingonprivacy at all.

A PP-SVMsolutionfor linear kernelshasbeenproposedin [36].
However, it is not extendibleto nonlinearkernelsbecauseits so-
lution is basedon the optimization formulation of the proximal
SVM [10]. Ourapproachis new andspecificallydesignedfor SVM
nonlinearkernels. Our methodis currently limited to the nonlin-
earkernelswhosekernelmatrix canbeconstructedfrom thegram
matrix. However, mostpopularlyusednonlinearkernelssuchas
polynomialor RBRkernelscanbecomputedfrom thegrammatrix.
Our methodgeneratesthesameSVM classificationmodelaswhen
the datais centralized.We quantify thesecurityandefficiency of
our algorithm.

We alsoassumethat eachparty doesnot colludeanddoesfol-
low theproposedprotocolcorrectly. While theassumptionof non-
collusionis quitestrict, it enablesanefficient algorithm. We later
discussthis issuein moredetail.

Our methodrunson datarepresentedby binary featurevectors
suchthat a dataobject �������	��

������
������ and ��� = 1 or 0. Binary
featurevectorhasbeena popularrepresentationin many learning
methodologies(e.g.,Rule learninglike � -DNF andCNF, decision
tree,SVM) andusedin a widedomainsof applications(e.g.,auto-
maticdiagnosis[18], classifyingWebpagesandemails[35], min-
ing graphs[34]). In any case,it is possibleto transformadatasetin
any representationto abinaryfeaturevectorrepresentation.For our
experiments,we usethe SPECTdatasetfrom the UCI repository
[1]. The preprocessedbinary featurerepresentationof thedataset
is used.Indeed,this hasshown a betterperformancein classifica-
tion thantheoriginal continuousfeaturerepresentation[1].

Thekernelmatrixis thecentralstructurein aSVM. It containsall
thenecessaryinformationfor the learningalgorithmandfusesin-
formationaboutthedataandthekernel.Assuch, thekernelmatrix
playsa role as the intermediateprofile that doesnot discloseany
informationon local data but can generate the global model. To
constructthe global SVM modelwithout disclosingthe data,our
methodsecurelycomputesthe kernel matrix from the distributed
data;TheglobalSVM modelcanthenbegeneratedfrom theker-
nel matrix. We assumethatknowledgeof thekernelmatrix is nec-
essaryto efficiently perform classification. Later, we do discuss
exactly what informationis leakedby thekernelmatrix itself, and
waysto circumventthis restriction.

The kernelmatrix for polynomialor RBF kernelscanbe com-
putedfrom thegrammatrixwhich is composedof thedotproducts
of everydatapair. Thus,wefirst securelycomputethegrammatrix
to constructthekernelmatrix. Thekey challengehereis theissue
of scalability: To build the grammatrix, we needto computethe
dot productsof every datapair. Thus,the communicationcost is
key.

Wefirst overview SVM (Section2) andpresentourmethod(Sec-
tion 3). We then empirically show the practicalityof the overall
approachin Section4. Relatedwork is discussedin Section5.
Weconcludeourstudyandpresentdirectionsfor futureresearchin
Section6.

2. SVM OVERVIEW

|f(x)| / ||w||

f(x) = w·x – γ = 0

f(x) > 1

f(x) < -1

m = 1 / ||w||
m

Figure 1: The separatinghyperplane that maximizesthe mar-
gin. (‘o’ is a positive data point, i.e. � ��� �������! , and ‘+’ is a
negative data point, i.e. � ���#" � �%$& .)

Notation
All vectorsarecolumnvectorsunlesstransposedto a row vector
by a primesuperscript� . Thescalar(dot) productof two vectors�
and ' in a ( -dimensionalspaceis denotedby �)� ' or ��* ' andthe
2-normof � is denotedby +�+ � +�+ . An ,.-/( matrix 0 represents,
datapoints in a ( -dimensionalinput space.An ,1-2, diagonal
matrix 3 containsthe correspondinglabels(i.e., +1 or -1) of the
datapoints in 0 . (A classlabel 3 �#� , or 4 � for short,corresponds
to the 5 -th datapoint � � in 0 .) A columnvectorof onesof arbi-
trary dimensionis denotedby � . The identity matrix of arbitrary
dimensionis denotedby 6 .

Overview
To first overview thestandardSVM classification,considera linear
binaryclassificationtask,asdepictedin Figure1. For thisproblem,
SVM findstheseparatinghyperplane(7 * ���8 ) thatmaximizesthe
margin, denotingthedistancebetweenthehyperplaneandclosest
datapoints(i.e., supportvectors).

Themargin is denotedby
�9 9 :;9 9 asillustratedin Figure1. To max-

imize the margin while minimizing the error, the standardSVM
solutionis formulatedinto thefollowing primal program[32, 10]:

<>=#?:;@ A �B 7 � 7 "DCE��� ' (1)

FE� GH� 3 � 0I7KJ �ELM�)" '2N � O ()4P'2N  (2)

which minimizesthe reciprocalof the margin (i.e., 7 � 7 ) andthe
error (i.e., � � ' ). Theslackvariable' is larger thanzerowhenthe
point is on the wrong side or within the margin area. The soft
margin parameterC is tunedto balancethe margin size and the
error. Theweightvector7 andthebiasL will becomputedby this
optimizationproblem.Theclassof anew data� will bedetermined
by � ���M�Q� 7 � � J L , wherethe classis positive if � ���M�R�� ,
otherwisenegative.

Applying the Lagrangemultipliers on the primal problem,we
have thefollowing dualproblem[32]:



</=�?S �BUT �WV T J � � T (3)

FE� G
�X ZY T �MYKC&O ()4 � 4 � T �;�8 )
 5 �8 )
H�����#
 , (4)

where 4 �W��[\�^]���
 3 �#��� and T � are respectively the given classlabel
and the coefficient for data vector � � . The coefficients T �I$
T �U

���#��
 T`_ � are to be computedfrom this dual problem. An,a-Q, matrix V is computedby the dot productof every data
pair suchthat V ��b �dce��� � 
�� b � 4 � 4 b wherece��� � 
W� b �I�f� � *H� b
for linearSVM.

Once T is learned,L can be computedfrom Eq.(2) and 7 �
T � 4 ���g� . Thesupportvectorsarethedatavectorsh �g�Wi suchthat

thecorrespondingcoefficients T � �P . Theclassificationfunction� ���g�%� 7 �#� J L becomes T � 4 ���g�W* � J L for linearSVM. Fornon-
linearSVMs, � ���M�j� T � 4 ��ce���g�W
W�M� J L , wherewecanapplya

nonlinearkernelfor ce��� � 
W�M� , e.g., ce��� � 
W�g�k�l�m�onp� J 9 9 qHr�spqt9 9 uv �
for RBF kernel,ce���g�W
��M�M�K��wx"��g�	*��M�Wy for polynomialkernel.

3. PRIVACY-PRESERVING SVM CLASSI-
FICATION

In our environment,the , datapoints in the matrix 0 areas-
sumedto be partitionedanddistributedover multiple parties;the
correspondingclasslabelsin 3 arealsodistributedlikewise.

To build theglobalSVM modelover thedistributeddatawithout
disclosingthedataof eachpartyto theothers,wesecurelycompute
the kernel matrix z where c��^b8�!ce���g�W
W�{b
� : First, to build an
SVM model,we needto solve thedualproblemin Eq.(3)and(4),
which requiresthe ,|-�, matrix V �}ce���g�W
W�{b
� 4 � 4 b to solve
it. Sharingthe classlabels 3 would reveal the sizeof eachclass
in eachparty. However, it doesnot revealany informationon the
dataitself aslong asthekernelmatrix z �~ce���g�W
��{bH� is securely
computed.Thus,weassumethattheclasslabelsareshared,andwe
focuson thesecurecomputationof thekernelmatrix.

Tosecurelycomputethekernelmatrix,wecomputethegramma-
trix � securely where � �^bx�e�g��*��{b ; Thenonlinearkernelmatrices
like polynomialor RBF canbecomputedfrom thegrammatrix � ,
asthedatavectorsappearsonly asdotproductsin bothpolynomial
andRBFkernels:Polynomialkernel= ���g�
*��{bo"2wt� y , RBFkernel=�E�	n	� J 9 9 q r s)qU�
9 9 uv �����m�onp� J q r�� q r s B q r�� qU�\��qU� � qU�v � . Thus,thegram
matrix � is enoughto computethekernelmatrix z for polynomial
andRBF kernels.

To securelycomputetheglobalgrammatrix � , wemustsecurely
computethedotproductovereverydatapair. This is possibleusing
a securedot productcomputationmethod.However, mostexisting
securedot productcomputationmethods[6, 27, 14, 24] are inef-
ficient or insecureto be appliedfor computingthe gram matrix.
Theoneexceptionis themethoddevelopedby Goethalset al [12],
which is fully secureandis actuallysuitablefor this work. (Sec-
tion 5 discussesthis issuein detail.) For now, we introducean
alternateefficient andsecureway to computethegrammatrix � .

Thekey ideais to usea secure setintersectioncardinality [30]
to securelycomputethedot products:To usethesecuresetinter-
sectioncardinality, we revisetherepresentationof a binaryfeature
vectorinto anorderedsetsuchthat theelementsof thesetarethe
indexesof ‘1’ in theoriginal vector. For example,supposevector�%�`�K��w�
� )

w�
Uw�
W p
� )
W p
Uw�
W p
Uw�� and� B �l�� )
� p
� )

w�
� )
W p
W )
Uw�

w�
� 	�
in a 10-dimensionalspace.Then, they will be representedasor-
deredsets� � � � h w�

��
W�p
U��

w� )i and � � B � h �)

��
���i respectively.
Nowthedot productof two vectors becomesequivalentto thesize
of the set intersectionbetweenthe two sets. That is, � � *�� B �+ �)� �U� �)� B + �X� . On this revisedrepresentationof data,we securely

computethe set intersectioncardinality using commutative one-
way hashfunction. Computingthesetintersectioncardinalityus-
ing commutative one-way hashfunctionshasbeenproven to be
secure[30].

Thereis alsothe challengeof scalabilitywhenmultiple parties
(e.g.,more thantwo parties)are involved: Unlike computingthe
intersectionof all partiespresentedin [30], we needto perform
the intersectionbetweenall pairs of theparties,becausethegram
matrix containsthedot productof every datapair. With � partic-
ipating parties,the communicationcostbecomes� ����� B�� � B � .
This is oneof the reasonsfor avoiding standarddot productcom-
putation.

In Section3.2, we presenta scalableand secureprotocol that
computesthe kernelmatrix in linear time, without disclosingany
data. We first discusscomputingthe set intersectioncardinality
securelyover two parties(Section3.1).

3.1 Securely Computing the Sizeof SetInter -
sectionover Two Parties

Assumetwo parties� � and� B hold sets� � and � B respectively.
Theproblemis to securelycomputethesizeof theintersectionset,+�� � � � B + . Computingthesetintersectioncardinalityover two par-
tiesusingcommutative one-way hashfunctionhasbeenprovento
besecure[30].

Thekey ideabehindthemethodis simple:Parties� � and� B en-
crypt their setswith theirown privatekeys � � and� B respectively
usingthecommutativeone-wayhashfunction,exchangethem,and
encryptthemagainwith theotherparty’s key. Both parties� � and� B will obtain � B � � �\� � ����� and � �\� � B � � B ��� . Due to the com-
mutative propertyof the one-way hashfunction, � B � � � ��� � ������ �\� � B ��� B ��� only when�%�`��� B , where��� and� B areelementsin� � and � B respectively. To bemorespecific,�E5 
W��� � B � � � ��� � 5 ���%�� �\� � B ��� B ������� (���'�7>  � ( ��� 5 �¡� B � , where �%� 5 and � B � are fea-
turesin vector ��� and � B respectively. Thus,it is possibleto com-
putethenumberof equivalentelementswithoutdecryptingthesets.

It is possiblefor eachparty to have multiple setssinceeachset
representsonedatavector. For convenienceof explanation,how-
ever, weassumeeachpartyholdsonly oneset.It is straightforward
to extendit for wheneachpartyhold multiplesets.

The formal definition of sucha hashfunction canbe found in
[30, 22].

DEFINITION 1. A commutativekeyed one way hash function
(CKHF) is a onewayhashfunction   � , parameterizedby a secret
key � , with thefollowingadditionalproperty:

1. commutativehashing- giventwo instancesof a keyedhash
function   � parameterizedwith 2 different keys � � and � B
andan input � ,   �
¢H�   � u ���M���M�   � u �   �H¢U���M��� .

A commutative public key encryptionschemesuchas Pohlig-
Hellmancanbeusedto generatea hashfunctionsatisfyingall our
requirements.Thehashfunction   � r is simplyencryptionwith � � .

Figure 2 illustratesthe protocol to securelyexchangethe sets
between� � and � B encryptedby the keys of both parties. The
following is thedescriptionof theprotocol.

1. � � encryptsits setwith its privatekey (= � ��� � ��� ) andsends
it to � B .

2. � B encryptsthe received setandits own setwith its private
key (= � B � � �\� � �\��� and � B � � B � respectively), savesa copy
of thesecondset(= � B � � � � � � ��� ), andsendsbothsetsto � �
in thatorder.
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Figure2: A protocol to exchangethe datasetssecurely between
two parties encryptedby the keysof both parties.

3. � � saves the secondset (= � B � � �\� � �\��� ) and encryptsthe
first setwith its privatekey (= � � � � B � � B ��� ), savesacopy of
it, andsendsit to � B .

Oncebothparties� � and� B obtain� B � � �\� � ����� and� �\� � B � � B ��� ,
they cancomputethesetintersectioncardinalitybetweenthemwith-
out decryptiondue to the commutative propertyof the one-way
hashfunction.Theproofof thesecurityof thissetintersectioncar-
dinality methodis presentedin [30]. Theastutereaderwill notice
that this methodis not fully secure– thenumberof w s in a vector
is revealed.This is a tradeoff madefor efficiency. In general,this
is not a big problem. However, whereeven this leakageis unac-
ceptable,a completelysecuremethodsuchastheoneby Goethals
et al.[12] shouldbeused.

3.2 Secure and ScalableProtocol for Multiple
Parties

Supposewe have � numberof participatingparties,� � 
U�#����
 � � ,
where � � is actually the independententity which contributesno
datato theprocess.� � is alsothe “initiator” of theprotocol. The
other partiesactivate only on receiving a messagefrom another
party. Eachpassive party � � ( �8Y 5 Y � ) hasa dataset� � . As
we discussedin theintroduction,theinitiator is thethird partythat
participatesin theprotocolto receive thefinal modelwithout con-
tributing to trainingdata.

Unlikecomputingtheintersectionof all partiespresentedin [30]
(i.e., + � � � + ), we needto computetheintersectionbetweenall pair
of partiesexcept the initiator (i.e., +�� � � � b + for �&Y 5 Y � and�²Y!�³Y � ), in order to constructthe global grammatrix; The
grammatrixcontainsthedotproductof every datapair.

A direct extensionfrom the two-partyprotocol requires� � � B �
timesof communications,becauseit hasto bedonefor every pair
of parties.In thissection,wepresentascalableandsecureprotocol
thatscaleslinearly (= � � � � ) for communicationcomplexity.

The key idea is that the initiator (1) first collects the datasets
encryptedby all the parties’keys, (2) computesthe kernel matrix
throughthegrammatrix usingthesetintersectioncardinality, and
Sincecomputationis only doneover encrypteddata,dataprivacy
is still protected.Notethat thegrammatrix actuallyrevealslinear
equations(if oneof thepartiesdatais known). However, sincethe
initiator doesnot contribute to the training data,it cannotobtain
any linear equations.The initiator only seesthe dot productsof
unknown variablesandthusnonlinearequationswherethenumber
of variablesis alwayslargerthanthenumberof equations.Without
colluding with one of the parties,the initiator cannotlearn any-
thing.

For convenienceof notation,

´ we specify� � @ bH� � � for � ��� � bH� � ��� .

µ`¶

µM·
¸�¹

µ;º¸�»�¼�½¿¾	¼�À\¹

µMÁ µMÁÂ¶¸�»oÃªÄÅ¼\½¿¾	¼�À�Æ
»oÃªÄÅÇ\½¿¾	Ç�À�Æ

…»	ÃªÄ�½�¾)ÃxÄÈÀ\¹

¸�»oÉ�ÃÊ¼\½¿¾o¼�À�Æ
»	ÃIÇ\½¿¾	Ç�À�Æ

…»	ÃÈ½¿¾)Ã�À\¹

µgË ¸�»�Ç�Ì ¼\½¿¾	¼�À�Æ
»�Ç\½¿¾oÇ�À\¹

Figure3: First Round of the Protocol.

´ � � ÍMb � � � will denoteeither� � � � � � � �������^� � b s � � � b � � ��������� if5 $¡� , or � ��� � � s �\�������^� � b � ��� � b
� � ��������� if 5 �X� . For in-
stance,� � s)Î Í¥� @ � @ � s ��� � � denotes� � spÎ � � � s B �������^� � ��� � �E� � � s � � � �����������#�^���

´ We mark
�

if � is “fully encrypted”,i.e.,encryptedby every
key from � B to � � regardlessof the encryptionsequences.
For instance,� � B Í � � � �`� � � � Í B � � � becauseof thecommu-
tative propertyof theone-way hashfunction.

From the first two roundsof communications,the initiator � �
collectsthefully encrypteddatasetsfromall theotherparties.Then,� � computesthe grammatrix using the set intersectioncardinal-
ity. This is donedirectly over theencrypteddatasets.� � Ï Ï Ï � � ���Ð�� � Ï Ï Ï � � b � only when � � � � b regardlessof theencryptionsequence
dueto thecommutative propertyof theone-way hashfunction. � �
thencomputesthekernelmatrix from thegrammatrix. Finally, � �
now computestheglobalSVM model. This computationdoesnot
requireeithertheoriginal datavectorsor thegrammatrix. Neither
the kernel matrix nor the gram matrix is ever sent to any of the
parties.Thus,they never learnanything.

Wenow completelydescribeeachroundof ourprotocol.Thefull
descriptionof theprotocolfor theinitiator � � andall otherpassive
parties� � is givenin Table1 and2 respectively.

´ ROUND 1 (illustratedin Figure3): The first roundbegins
by the initiator � � sendingan emptysetto its neighbor� B .
Whenever a party � � receivesa set �j� from � � s � , it adds
its own dataset� � to �j� andencrypts�j� with its own key� � , andsendthe revised �j� � � � � � ht�j� 
 � � it� to � � � � (or
to � � if 5 � � .) At theendof thefirst round,� � will receive
from � � a set �j� � h\� � � Í B � � B ��
 � � Í Î � � Î ��
U�#����
 � �m� � �t��i
suchthat � � encryptedby � � to � � . Notethatonly thefirst
elementin �j� is fully encrypted.

During thefirst round,nodatasetis disclosed,astheinitiator
andeachpassive partyreceiveadatasetencryptedby at least
one key unknown to them. Note that, to prevent � � from
contributing to trainingset,� B mustreject� � ’s startrequest
if � � sendsa non-emptysetin thefirst round.

´ ROUND 2 (illustratedin Figure4): � � removesthefirst ele-
ment� � � Í B � � B � from the �%� andsendstherestto � B . Once
a party � � receivesthe �j� from � � s � , it encrypts�j� with� � , andsendsthefirst element� �� Í B @ � Í%� � � � � � � �\� to � � and
therestto � � � � . Notethat thefirst elementis now fully en-
crypted. � � will receive the fully encrypted� � � � from � �
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Figure4: SecondRound of the Protocol.

where ���ÅY 5 Y ��J w�� . At theendof thesecondround,� �
will obtaineverydatasetfully encrypted.

During the secondround, no datasetis disclosed,as each
partyagainholdsa datasetencryptedby at leastonekey un-
known to it. The initiator is alsounableto gleanany infor-
mationfrom a datasetsincethey areall fully encrypted.

´ ROUND 3: � � now computesthe gram matrix from the
datasetsby performingthesetintersectioncardinality. It then
computesthekernelmatrixfrom thegrammatrix,andfinally
computestheglobalSVM modelfrom thekernelmatrix.

Assumingthat the participatingpartiesdo not colludewith the
initiator anddo follow thegivenprotocol,theinitiator successfully
acquirestheglobalSVM modelwithoutdisclosingany information
on theprivatedataof any party.

Onecould askwhy the kernelmatrix is not sentto the partic-
ipating parties. The key problemis the fact that if the kernel is
known, thenany partycouldeasilyinfer thegrammatrix from the
kernelmatrix. In fact,with a linear kernel, thekernelmatrix is the
sameasthegrammatrix. Sincethegrammatrix is composedof dot
products,andeachdot productinherentlyrevealsoneequationin
thefeaturesetto a participant,eachpartycould theninducelinear
equationsfrom thekernelmatrix. Sincethenumberof datapoints
will typically bemuchlargerthanthenumberof features,theequa-
tions canbe solved to easily reveal the original dataof the other
parties.

Yu andVaidyahave [36] proposedasecuremethodfor SVM lin-
ear kernelsby utilizing the optimizationformulationof the prox-
imal SVM [10]. Our methodcomplementsit for SVM nonlinear
kernels.

3.3 Secure Testing/Classificationof the SVM
Model

Initiator � �
Round1:

1. Sendanemptysetto � B .
2. Wait to receive a new set �j� from � � .

( �%� will be h�� � � Í B � � B ��
 � � Í Î � � Î ��

������
 � � � � � ��i . Note � B
is fully encrypted.)

Round2:

1. Take out thefirst element� � � Í B � � B � from the �j� andsend
therestto � B .

2. Wait to receive thefully encrypted� � � � from � � where �ÅY5 Y �¥J w . (Notethat,at theendof Round2, � � will acquire
all thedatasetsh\� � Ï Ï Ï � � B ��
U�#����
 � � Ï Ï Ï � � � ��i fully encrypted.)

Round3:

1. Constructthegrammatrix by intersectingtheencryptedsets
to computetherequireddot products.

2. Constructthekernelmatrix from thegrammatrix.

3. ConstructtheglobalSVM modelfrom thekernelmatrix.

Table1: The protocol for the initiator � � .



Party � � , �IY 5 Y �
Round1:

1. Receive a set �j� from � � s � .
2. Add � � to �j� andencrypt �j� with � � suchthattherevised

set �%� � � � � � h��j� 
 � � it� .
3. Send�j� � to � � � � (or to � � if 5 � � )

Round2 (for � � , ��Y 5 Y �ÐJ w ):
1. Receive a set �j� from � � s � .
2. Encrypt �j� with � � .
3. Remove the first element from �j� . (The first elementh\� �� Í B @ � Íj� � � � � � ��i will befully encrypted.)

4. When 5 $ ��J w , sendthefirst elementto � � andtherestto� � � � . When 5 � �IJ w , sendthefirst elementto � � . (Note
that,when5 � �{J w , the �j� aftertakingoutthefirst element
will beempty, andthus� � doesnotparticipatein Round2.)

Table 2: The protocol for a passive party � � .

This sectiondiscusseshow to securelyperformtesting/ classifi-
cationusingtheSVM modelconstructedby ourprotocol.An SVM
modelis representedby thesupportvectors,theircoefficientsT and
thebiasL . After obtainingthekernelmatrixandtheclasslabels,as
we discussedin Section2, the initiator cansolve thedualproblem
in Eq.(3)and(4), without the individual datavectors,in order to
learnthecoefficients T . L canbecomputedfrom T . Thesupport
vectorsarethevectorswhosecoefficientsaregreaterthanzero.

However, thoughthe initiator hasaccessto thesupportvectors,
they arefully encrypted.Theinitiator couldsimply inform thepas-
sive partieswhich of thedatapointsit hasareactuallythesupport
vectorsand then get accessto them. But this would violate our
constraintthat the initiator shouldlearnnothingaboutthe private
dataof any party. Thus,in orderto performtesting/classification,
we needto have aninteractive protocolbetweenall of theparties.

To performtestingsecurely, eachpassive party needsto evalu-
atethekernelfunctionson every pair of their testingdataandthe
supportvectors.A new instancecanbe treatedthesameasa test
instance. To performclassificationof a new instance,the kernel
function mustbe evaluatedfor eachpair of the new instanceand
supportvector.

Suchkernelfunctionscanberepresentedasanotherkernelma-
trix for testingsuchthat eachelementis the functionoutputfor a
pair of testingdatavectorandsupportvector. Thus,we canuse
thesecureprotocolof computingthekernelmatrixagain:Suppose
eachparty � � holds a testingset � � . The initiator � � startsthe
protocolby sendingan emptyset to � B ; In the sameway as the
protocolfor training, � � will obtainthefully encryptedtestingset
from eachpartyin two rounds.Thedescriptionsfor thetwo rounds
areequivalent to thosefor training, i.e., Figures3 and4 andTa-
ble 1 and2, excepteachset � � hereis a testingset. Then, � � can
computethetestingkernelmatricesfor eachparty, as � � holdsthe
fully encryptedsupportvectors.It cannow go aheadandevaluate
thekernelfunction.

Notethattheinitiator is prohibitedfrom contributing to thetest-
ing set. This is to againprevent it from obtainingany linearequa-

tions. Thus, � B mustreject � � ’s start requestif � � sendsa non-
emptyset in the first round. No testingdatanor linear equations
will bedisclosedto any partythroughthisprocess.

4. EXPERIMENT AL RESULTS
In thissection,weexperimentallyverify thatourmethodis scal-

ableto multiple partiesin termsof thecommunicationandcompu-
tationaltime. Theaccuracy is equivalentto thecasewherethedata
is centralized. We usedten linux machinesfor our experiments,
eachwith Pentium4 2Ghzprocessorsand1 Gbmemory.

Implementation
We useSVM-JAVA [15] - our own SVM implementationwritten
in Java. SVM-JAVA is developedfor researchand educational
purposeandimplementstheSMO (SequentialMinimal Optimiza-
tion) algorithmfor trainingSVM [23]. It currentlysupportslinear
andRBF kernels.Basedon theSVM-JAVA, we implementedour
privacy-preservingSVM classificationsolutionusingJava-RMI (Re-
moteMethodInvocation).

Datasets
We use the SPECTdataset[1] from the UCI machinelearning
repository. TheSPECTdatasetcontains80 dataobjects(, �f�\ )
of 22 features(( �è��� ) andeachobjectis representedasa binary
featurevector;It hasbeenshown thatthepreprocessedbinaryfea-
ture representationof thedatasetperformsbetterthantheoriginal
continuousfeaturerepresentation[1]. The SPECTdatasetis not
linearlyseparableandthusweusedSVM RBFkernel(whichis the
mostpopularlyusednonlinearkernel)andit generatedhighperfor-
manceoncrossvalidation.Wealsoexperimentedonthetic-tac-toe
datasetin theSMO package[11]. The tic-tac-toedatasetcontains
958dataobjectswith 27 features.

Result
To checkthe scalabilityof the PP-SVM on a increasingnumber
of participatingparties,we vary the numberof partiesfrom three
to ten. In eachcase,we randomlysplit the80 dataobjectsof the
SPECTamongtheparticipatingparties.Forexample,whensix par-
tiesparticipated,four partieshave 13 dataobjectsandtwo parties
have 14 dataobjects.
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Figure 5: Training time on the SPECT dataset. X-axis: the
number of participating parties; Y-axis: running time (sec.);
COMM: communication time; TOTAL: total running time

Figure5 shows thetrainingtime on theSPECTdatasetfor each
numberof participatingparties. All the participatingpartieshave
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Figure 6: Training time on the tic-tac-toe dataset. X-axis: the
number of participating parties; Y-axis: running time (sec.);
COMM: communication time; TOTAL: total running time

thesameresultonthetrainingset:Theaccuracy is 93.75%,andF1-
scoreis 0.9367. The communicationtime andtotal training time
increaselinearly, asthe numberof participatingpartiesincreases.
Thecomputationaltimestaysthesamebecausethesizeof theker-
nelmatrix ateachpartystaysthesameregardlessof thenumberof
parties.All theresultsareaveragedover tenruns.

Figure6 showsthetrainingtimeonthetic-tac-toedatasetateach
numberof participatingparties.All thepartiesalsohave thesame
result: The accuracy is 88.31%andF1 scoreis 0.9169. We seea
similar result to that on the SPECTdataset:The communication
time and total training time increaselinearly while the computa-
tional time staysthesame.

Note that theaccuracy of our methodis exactly thesameasthe
accuracy of SVM on centralizeddata.Thusour methodis suitable
for any situationwhereusinga SVM would beadvisable.

5. RELATED WORK

Securedot productcomputation
A securedot productprotocolcould be usedfor the computation
of the gram matrix. Several securedot productalgorithmshave
beenrecentlydeveloped[6, 27, 14]. However they areinefficient
or not provensecure.For instance,thecommunicationcostof the
methodsincreasesdramaticallyasthenumberof dataitemsateach
party increases;The communicationcost becomes� � , �ªé , B �
for two partieswhere , � and , B are the numberof datafor the
two parties.Sincethey arenot provensecure,parallelizingthedot
productcomputationsmight causea securitybreach.

Thedot productcomputationmethodproposedin [24] is based
on thestochasticestimatesandthusproducesinaccurateresultses-
peciallywhenthedatasizeis not largeenough(e.g., $³w\ t � ). Our
medicaldatasetsin the experimenthave only 80 dataobjects. A
notableexceptionis thedotproductprotocolproposedby Goethals
et al.[12] which is completelysecure.This canactuallybe used.
However, sincethisprotocolrequireshomomorphicencryption(which
is typically moreinefficient), encryptionof every element( or w )
in thevector, anddecryptionto get thefinal result,we believe our
alternative is comparable,if not superior. However, wherecom-
pletesecurityis desired– oneshouldusethe dot productcompu-
tationproposedby Goethalset al. asthebasicsub-protocolfor the
PP-SVMcomputation.Our key goal hereis simply to show that
privacy-preservingSVM is feasibleandpractical.

Privacy-preservingdataminingandSVM
Recently, therehasbeensignificantinterestin theareaof Privacy-
PreservingData Mining. We briefly cover someof the relevant
work. Several solutionapproacheshave beensuggested.Oneap-
proachis to perturbthe local data(by adding“noise”) beforethe
datamining process,andmitigatetheimpactof thenoisefrom the
dataminingresultsby usingreconstructiontechniques[3, 2, 9, 25].
However, thereis somedebateaboutthesecuritypropertiesof such
algorithms[17].

The alternative approachof using cryptographictechniquesto
protectprivacy wasfirst addressedfor theconstructionof decision
trees[20, 21]. Our work follows the sameapproach.Prior work
hasalsoaddressedassociationrulemining [31, 16], clustering[19,
28], andclassification[7, 29,33].

Yu and Vaidya [36] develop a privacy preservinglinear SVM
classificationalgorithm. Sincetheir methodis basedon the op-
timization formulationof the proximal SVM [10], it is limited to
linear classification.Privacy preservingdatamining on vertically
partitioneddatahasalsobeenlooked at[26]. Yu andVaidya[37]
proposea privacy preservingSVM on vertically partitioneddata.
This is complementaryto our work. This paperproposesa method
for SVM nonlinearkernelsandis applicableto only horizontally
partitioneddata.

6. CONCLUSION
Thispaperproposesaprivacy-preservingsolutionfor SVM non-

linear classificationon horizontallypartitioneddata. The global
SVM classificationmodelis securelyconstructedfrom thedatadis-
tributedat multiple parties.Our methodrunswith the datarepre-
sentedby binary featurevectorsandusesthe secureset intersec-
tion cardinalityto securelycomputethegrammatrix. Theindepen-
dentintermediatorcomputesthekernelmatrix andthentheglobal
SVM modelfrom thegrammatrix. No datais disclosedto it. Our
protocol is secureandefficient: the communicationcost is linear
to thenumberof participatingparties.Our key resulthasbeento
show thatprivacy-preservingsupportvectormachineclassification
is feasibleandefficient. However, avenuesfor futurework remain.
Thoughappropriatefor many real life situations,the requirement
of anuntrustedintermediatorseemsoverly restrictive. A key chal-
lengefor thefutureis to removetheneedof theintermediator, while
still efficiently constructingtheSVM.
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