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ABSTRACT

Devising a complete and correct set of roles has been rec-
ognized as one of the most important and challenging tasks
in implementing role based accesscontrol. A key problem
related to this is the notion of goodness - when is a set of
roles good? Recently , the role mining problem (RMP) has
beende�ned as the problem of discovering an optimal set of
roles from existing user permissions. Several di�eren t objec-
tiv esfor optimalit y have beenproposed. However, oneprob-
lem with thesede�nitions is that often organizations already
have a deployed set of roles and wish to optimize this set.
Even if an optimal set of roles is discovered, if this is widely
di�eren t, it is impossible to simply throw out the deployed
roles and start using the new onesas this may disrupt orga-
nizational processesand separation of duty constraints that
are de�ned on roles. Essentially , what is missing is taking
role migration cost into account when de�ning optimalit y,
which would allow us to comeup with the best suited set of
roles.

In this paper, we de�ne a fundamentally di�eren t Role
Mining Problem that takes the problem of deployed roles
into account. We de�ne the Minimal Perturbation RMP
as the problem of discovering an optimal set of roles from
existing user permissions that are similar to the currently
deployed roles. In order to do this, we discuss the concept
of similarit y of roles and propose suitable de�nitions. So-
lutions also need to be parameterized to set relativ e weight
of similarit y and minimalit y to �nd the optimal set. We
propose a heuristic solution based on the previously devel-
oped FastMiner algorithm that meets these requirements.
We demonstrate the e�ectiv enessof the algorithm through
our experimental results.
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1. INTRODUCTION

Role-based accesscontrol (RBA C), due to its abilit y to
model a wide range of accesscontrol requirements, has been
widely deployed in most commercial software including op-
erating systems,databasesystems,enterprise resourceplan-
ning systems,work
o w systems,etc. As a result of its com-
mercial success,it has becomea standard to implementing
accesscontrol in many of today's organizations. Moreover,
the concept of a \role" being a commonly understood no-
tion, RBA C has been easily adopted by organizations. Es-
sentially , roles represent organizational agents that perform
certain job functions within the organization. Users, in turn,
are assignedappropriate roles basedon their responsibilities
and quali�cations [12, 5]. As a result, RBA C simpli�es se-
curit y administration as users' security con�guration need
not be changed when usersleave or join the organization. A
role, can be viewed as a set of permissions.

In order to deploy RBA C, an organization must �rst iden-
tify a complete and correct set of roles, and assign users
and permissions to these roles. This process,known as role
engineering [2], has been identi�ed as one of the costliest
components in realizing RBA C [6].

There are two basic approaches towards role engineering:
top-down and bottom-up. Under the top-down approach,
roles are de�ned by carefully analyzing and decomposing
businessprocessesinto smaller units in a functionally inde-
pendent manner. These functional units are then associated
with permissions on information systems. In other words,
this approach begins with de�ning a particular job function
and then creating a role for this job function by associat-
ing neededpermissions. Often, this is a cooperative process



where various authorities from di�eren t disciplines under-
stand the semantics of business processesof one another
and then incorporate them in the form of roles. Since there
are often dozensof businessprocesses,tens of thousands of
users and millions of authorizations, this is a rather di�-
cult task. Therefore, relying solely on a top-down approach
in most casesis not viable, although some casestudies [13]
indicate that it has been done successfullyby some organi-
zations (though at a high cost).

In contrast, the bottom-up approach utilizes the existing
permission assignments to formulate roles. Starting from
the existing permissions before RBA C is implemented, the
bottom-up approach aggregatesthese into roles. It may also
be advantageous to use a mixture of the top-down and the
bottom-up approaches to conduct role engineering. While
the top-down model is lik ely to ignore the existing permis-
sions, a bottom-up model may not consider business func-
tions of an organization [7]. However, the bottom-up ap-
proach has the advantage of automating the role engineering
process. Role mining can be used as a tool, in conjunction
with a top-down approach, to identify potential or candidate
roles which can then be examined to determine if they are
appropriate given existing functions and businessprocesses.

There havebeenseveral attempts to proposegood bottom-
up techniques to �nding roles [8, 14, 19]. However, an inher-
ent problem with all of the above approaches is that there is
no formal notion of goodness/interestingness of a role. Re-
cently , [18] has formally de�ned the role mining problem,
and has analyzed its theoretical bounds. Assuming that
one can represent the user permissions as a binary matrix,
informally , [18] de�nes the basic role mining problem (basic-
RMP) as follows: Given a m � n binary matrix A repre-
senting the user-permission assignments (UPA), decompose
A into two matrices B and C, where B is a m � k ma-
trix representing the user-role assignment (UA) and C is
a k � n matrix representing the role-permission association
(PA), such that k is minimal.

Minimalit y is a good notion, sinceit allows oneto formally
de�ne the problem. Without semantics (i.e., human expert
knowledge), minimalit y serves as a best approximation for
realizing good descriptive roles. [18] shows that the decision
version of the basic-RMP is NP-complete by reducing the
known NP-complete set basis problem to this. An optimal
set of roles is desirable since it minimizes the administrativ e
burden by reducing the number of roles.

However, adopting this minimal set of roles su�ers from
the following limitations. First, since this processdoes not
consider job functions or any semantics, the discovered set
of roles may not accurately represent the organization's re-
quirements. Therefore, such a role discovery process can
only serve asa guideline to security administrators to launch
RBA C. Second,this role mining processcompletely ignores
the existing set of roles. This probably is acceptable if an
organization is at a preliminary stage, or it is at a stage of
completely revamping of its processes. However, this ap-
proach of rede�ning roles from scratch is not permissible for
organizations that have an RBA C in place. This is because,
if the organization has spent considerablee�ort in role engi-
neering (perhapsusing the top-down approach), thesee�orts
are simply a waste. Moreover, changesto the role set may
result in drastic changesto the way in which organizations
conduct their businesses.This may causedisruptions to the
proper functioning of the organizations. These disruptions

may be in the form of changes to the organizational pro-
cessesand separation of duty constraints that are de�ned
on roles. Furthermore, there may be some previously de-
�ned roles that cannot be changedor removed due to certain
functional restrictions.

Therefore, although one would lik e to use an optimal set
of roles, migrating to this new set of roles from existing set
of roles (called deployed roles or D ROLE S) should cause
as lessdisruption as possible. In this paper, we proposean
approach that identi�es a set of roles (ROLE S) that are as
close as possible to both D ROLE S and the optimal set of
roles. We denote this problem as the minimal perturbation
RMP and usea similarit y metric basedon Jaccard coe�cien t
to formalize this problem.

Essentially , the solution to the minimal perturbation RMP
provides a formal means to combine both top-down and
bottom-up role engineering approaches. Additionally , even
if RBA C is in place, since it evolves over time, it gives a
formal way to measure the goodness of the current RBA C
assignments.

As a simple example, consider the hypothetical organiza-
tion shown in Figure 1 consisting of 16 users and 12 per-
missions. 1(a) shows the organization UPA. The UPA
can be completely described by the following 8 roles, i.e.,
the optimal set of roles are: ff 1; 3; 9g, f 11; 3; 8g, f 3; 8; 9g,
f 4; 5; 8g, f 10; 5; 7g, f 1; 10g, f 2g, f 3; 4gg. Assume that the
deployed roles (shown in Figure 1(b)) consist of each permis-
sion in its own role; i.e., there are 12 deployed roles. Hence
D ROLE S = ff 1g, f 2g, f 3g, f 4g, f 5g, f 6g, f 7g, f 8g, f 9g,
f 10g, f 11g, f 12gg. The minimal perturbation RMP also
has a weight parameter that allows us to select how close
the generated roles should be to the deployed set of roles.
With the weight set to 0, the following 9 roles are gener-
ated by our algorithm: ff 1; 3; 8; 11g, f 1; 3; 9g, f 1; 10g, f 2; 3g,
f 3; 4g, f 3; 5; 7; 8; 10; 11g, f 3; 8; 9g, f 4; 5; 8g, f 5; 7; 10gg. With
the weight set to 0:2, the following 10 roles are generated:
ff 1g, f 1; 3; 8; 11g, f 2; 3g, f 3; 4g, f 3; 8; 9g, f 3; 8; 9; 11g, f 3; 9g,
f 4; 5; 8g, f 5; 7; 10g, f 10gg. Finally , with the weight set to
1, the following 11 roles are generated: ff 1g, f 1; 3; 8; 11g,
f 2; 3g, f 3g, f 3; 8; 9; 11g, f 3; 9g, f 4g, f 5g, f 5; 7; 10g, f 8g,
f 10gg. We can see that though the number of roles is in-
creasing, the roles generated are getting closer to the set of
deployed roles. Figure 1(c) shows the roles generated with
the weight set to 0:2 along with the correspondence to the
original set of deployed roles. In general, by appropriately
tuning the weight parameter, our algorithm allows one to
come up with a suitable set of roles in between the set of
optimal roles and deployed roles.

The rest of this paper is organized as follows. In Section
2, we review the RBA C model and some preliminary de�-
nitions employed in the paper. In Section 3, we de�ne our
minimal perturbation RMP and discuss the results about
their complexity. In Section 4, we present the algorithm to
arriving at minimal perturbation RMP from the given set
of deployed roles and present our experimental results that
demonstrate the usefulnessof the similarit y metric in arriv-
ing at optimal with minimal perturbation with respect to the
deployed set of roles. In Section 5, we discussthe rationale
behind employing the minimal perturbation RMP. Section
6 discussesthe related work in this area. Finally , Section 7
provides conclusionsand the future work to be done in this
direction.
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Figure 1: Hyp othetical Organization

2. PRELIMIN ARIES

In this section, we review the basic RBA C model, the
formal role mining problem identi�ed in [18] and the Jaccard
Coe�cien t.

2.1 Role BasedAccessControl Model

We adopt the NIST standard of the Role Based Access
Control (RBA C) model [5]. For the sake of simplicit y, we
do not consider sessions,role hierarchies or separation of
duties constraints in this paper. In other words, we restrict
ourselves to RBA C0 without considering sessions.

Definition 1 (RBA C) .

� U; ROLE S;OPS, and OB J are the set of users, roles,
operations, and objects.

� UA � U � ROLE S, a many-to-many mapping user-
to-role assignment relation.

� PRMS (the set of permissions) � f (op;obj) jop 2 OPSV
obj 2 OB J g

� PA � ROLE S � PRM S, a many-to-many mapping
of role-to-permission assignments.1

� UPA � U � PRM S, a many-to-many mapping of
user-to-permission assignments.

� assigned users(R) = f u 2 Uj(u; R) 2 UAg, the map-
ping of role R onto a set of users.

� assigned permissions (R) = f p 2 PRM Sj(p;R) 2
PAg, the mapping of role R onto a set of permissions.

1Note that in the original NIST standard [5], PA wasde�ned
as PA � PRM S � ROLE S, a many-to-many mapping of
permission-to-role assignments.



2.2 The BasicRole Mining Problem

Given m users, n permissions and k roles (i.e., jUj = m,
jPRM Sj = n, jROLE Sj = k), the user-to-role mapping
(UA) can be represented as an m � k boolean matrix where
a 1 in cell f ij g indicates the assignment of role j to user
i . Similarly , the role-to-permission mapping (PA) can be
represented as an k � n boolean matrix where a 1 in cell f ij g
indicates the assignment of permission j to role i . Finally ,
the user-to-permission mapping (UPA) can be represented
as an m � n boolean matrix where a 1 in cell f ij g indicates
the assignment of permission j to user i .

In the following, we present the formal de�nition of the
basic-RMP [18].

Definition 2 (R ole Mining Pr oblem (RMP)) . Given
a set of users U, a set of permissions PRM S, and a user-
permission assignment UPA, �nd a set of roles, ROLE S,
a user-to-role assignment UA, and a role-to-permission as-
signment PA consistent2 with UPA and minimizing the num-
ber of roles, k.

Given the user-permission matrix, the above basic-RMP
asks us to �nd a user-to-role assignment UA and a role-to-
permission assignment PA such that UA and PA describe
UPA while minimizing the number of roles. Put another
way, it asks us what is the minim um number of roles nec-
essary to fully describe the given data (and what are those
roles, and the corresponding user assignments)?

For example, considering the UPA shown in �gure 2(a),
the solution to the basic-RMP is nothing but the UA and
PA with minim um number of roles as shown in �gure 2(b).

2.3 JaccardCoef�cient

The Jaccard coe�cien t is a well known statistic used for
comparing the similarit y and diversity of samplesets. Specif-
ically, the Jaccard's coe�cien t (measure of similarit y) and
the Jaccard's distance (measure of dissimilarit y) are mea-
surements of asymmetric information on binary (and non-
binary) variables. For non-binary data, Jaccard's coe�cien t
can be computed as follows:

Given two sets A and B , the Jaccard Coe�cien t J CAB =
j A \ B j
j A [ B j .

For example, let A = f a; b;c;d; eg and B = f a; d; e; f ; gg.
Then A \ B = f a; d; eg and A [ B = f a; b;c;d; e; f ; gg. There-
fore, J CAB = 3

7 = 0.429.
While the above Jaccard coe�cien t computes the simi-

larit y between two sets, the dissimilarit y between two sets,
called the Jaccard distance J D AB = 1� J CAB . In the above
example, J D AB = 4

7 = 0.571.

3. MINIMAL PERTURBATION RMP

In this section, we formalize the notion of minimal per-
turbation RMP by �rst de�ning the similarit y / distance
betweenpairs of roles and pairs of sets of roles. Since a role

2 In [18], it was de�ned as 0-consistent becauseit de�nes ad-
ditional variations of the RMP, such as the � -approx RMP
and MinNoise RMP. Although these variations are also ap-
plicable to the minimal perturbation RMP, in this paper,
we limit our attention to the simple minimal perturbation
RMP problem.

is nothing but a set of permissions, we can use the Jaccard
coe�cien t to measure similarit y / distance. The similarit y
and distance between a pair of roles can be formulated as
follows.

Definition 3 (R ole-R ole Similarity / Dist ance) .
For any two rolesR1 and R2 , let P1 = assigned permissions
(R1) and P2 = assigned permissions (R2), denote the set
of permissions assigned to R1 and R2 , respectively. Let
n i = jP1

T
P2 j, and nu = jP1

S
P2 j). We de�ne similar-

ity between R1 and R2 as sim (R1 ; R2) = n i =nu , and the
distance between them as d(R1 ; R2) = 1 � sim (R1 ; R2).

For example, consider two roles R1 = f p1 ; p2 ; p3g and
R2 = f p2 ; p4 ; p5g. Since there is only one permission com-
mon to both R1 and R2 (i.e., p2) and �v e permissions in
total, sim (R1 ; R2) = 1=5 = 0:2. Correspondingly, the dis-
tance d(R1 ; R2) = 1 � sim (R1 ; R2) = 1 � 0:2 = 0:8.

The abovede�nition hasmany favorable properties. When
two roles are identical, their similarit y is computed to be
1. When two roles have mutually exclusive permission sets,
their similarit y is 0. In general, the similarit y (and distance)
is a value between0 and 1. Wecan alsoeasily extend the def-
inition to measuredistance between two sets of roles. First,
we de�ne the similarit y/distance betweena role and a set of
roles.

Definition 4 (R ole-R OLES Similarity/Dist ance) .
Given a role R1 and a set of roles SR1 , we de�ne the sim-
ilarity between R1 and SR1 as fol lows: sim (R1 ; SR1) =
maxR 2 2 S R 1 sim (R1 ; R2) and the distance d(R1 ; SR1) = 1 �
sim (R1 ; SR1).

In this de�nition, the similarit y is computed as the max-
imum similarit y between the role and any role in the other
set. We choosethis as an e�ectiv e measuresince if an iden-
tical role is found in the other set, the similarit y reported is
1. Similarly , if no role is found with even one overlapping
permission, the similarit y reported is 0. For example, con-
sider the role R1 = f p1 ; p2 ; p3g and the set of roles SR1 =
ff p4 ; p5g; f p3 ; p6g; f p1 ; p2 ; p4 ; p7gg. In this case the simi-
larit y would be computed as follows: sim (R1 ; f p4 ; p5g) =
0=5 = 0. Similarly , sim (R1 ; f p3 ; p6g) = 1=4 = 0:25. Fi-
nally, sim (R1 ; f p1 ; p2 ; p4 ; p7g) = 2=5 = 0:4. Since the max
similarit y is 0:4, sim (R1 ; SR1) = 0:4. While we choose the
maximum similarit y, we could easily follow another way of
aggregation such as computing the average instead of the
maximum, etc., if the situation warrants it. For now, we
think that this is a suitable general purp osemeasure.

Measuring the similarit y / distance between sets of roles
is a signi�can tly more complex task. It is unclear whether a
single role should correspond to only one other role or to a
set of roles. Similarly , it is not clear if a role can be involved
in more than one matching (i.e., oncea role is picked as part
of a suitable match, can it be considered for matching with
another role(s)?).

If we restrict matchesto single roles, an easyway to de�ne
this would be by extending the earlier Role � Role metric.
Thus, we could simply de�ne the similarit y as the number
of identical roles divided by the number of total roles. The
following de�nition formalizes this.

Definition 5 (R OLES-R OLES Similarity/Dist ance) .
Given two sets of roles SR1 and SR2 , we de�ne the simi-
larity between SR1 and SR2 as fol lows: Let n i = jSj where
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(S = f (u; v)g; such that u 2 SR1 ; v 2 SR2 and sim (u; v) =
1). Thus n i = jSR1

T
SR2 j. Also, let nu = jSR1

S
SR2 j.

We de�ne sim (SR1 ; SR2) = n i =nu and d(SR1 ; SR2) =
1 � sim (SR1 ; SR2).

For example, consider two sets of roles SR1 = ff p1 ; p2g,
f p2 ; p4g, f p3 ; p4 ; p5gg, and SR2 = ff p2 ; p4g; f p3 ; p4 ; p6gg. In
this case,only one role in SR1 is identical to a role in SR2

(the role f p2 ; p4g). Therefore, according to the earlier def-
inition, the similarit y would be calculated as 1=4 = 0:25.
While this is permissible for identical roles, it completely dis-
regards the similarit y between roles. For example, the roles
f p3 ; p4 ; p5g and f p3 ; p4 ; p6g di�er only in one permission but
still do not contribute to the overall similarit y. In general,
this could be worse, especially with larger roles which may
not be identical but are very similar. Instead, we would lik e
to have a de�nition of similarit y that takes non-identical
role-role similarit y into account as well.

To do this, we extend our similarit y/distance measureby
using the prior de�ned similarit y measure between a role
and a set of roles. Instead of counting identical roles, we
take the maximum similarit y each role has with the other
set of roles, and average across all of the roles. If there is
an identical role in the earlier set, the earlier de�ned simi-
larit y metric will also give 1 as desired. The advantage is
that this also works for non-identical roles. To capture this,
we now provide an alternativ e de�nition for the ROLES-
ROLES similarit y/distance, which is as follows:

Definition 6. (Granular ROLES-ROLES Similarity / Dis-
tance). Given two sets of roles SR1 and SR2 , we de�ne the
similarity between SR1 and SR2 as fol lows: if the sizes of
the two sets are not equal, without loss of generality, as-
sume that SR1 is the smaller set. Then, sim (SR1 ; SR2) =
avgR 2 S R 1

sim (R; SR2).

For example, consider two sets of roles SR1 = ff p1 ; p2g,
f p3 ; p4gg and SR2 = ff p1 ; p2g, f p3 ; p5gg. The similarit y be-
tween the four possible pairs are: sim (f p1 ; p2g; f p1 ; p2g) =
2=2 = 1, sim (f p1 ; p2g; f p3 ; p5g) = 0=4 = 0, sim (f p3 ; p4g,
f p1 ; p2g) = 0=4 = 0, and sim (f p3 ; p4g; f p3 ; p5g) = 1=3 =
0:33. Therefore, sim (SR1 ; SR2) = (1 + 0:33)=2 = 0:665. In
our algorithm presented in the next section, we employ this
granular ROLES-ROLES similarit y measurerather than the
prior ROLES-ROLES similarit y measure.

The similarit y measurede�ned above is still quite straight-
forward. In general, we may wish to de�ne similarit y be-
tween sets of roles in a much more sophisticated fashion.
For example, we may want to count the average similarit y,
while eliminating the outliers (or while tolerating a certain
number of low similarit y roles, etc.). For now we do not
bother about this. Also note that both of the above mea-
sures still assume that a role can only be mapped to one
other role. In general this is not true. For example, let one
set has the role f p1 ; p2 ; p3g and the other set has the roles
ff p1g, f p2 ; p3gg. While our similarit y measureswill give a
scoreof 0:33 and 0:66 respectively for the two roles, it should
be clear that taken together, the sets of roles are quite simi-
lar. However, this is also signi�can tly more complex and we
leave considerations of this sort to future work.

Now that we know how to measuresimilarit y, we still need
to �nd a way to incorporate it into the role selection. Thus,
given two di�eren t objectiv es,we would lik e to de�ne a way
to combine the two objectiv es so as to minimize a single
global function. For the Basic RMP, we minimize the num-
ber of roles. Now, we would lik e to additionally minimize the
distance between identi�ed roles and deployed roles. Many
ways of combining the two objectiv esare possible. An addi-
tional problem here is that the similarit y/distance is a num-
ber between 0 and 1 while the number of roles is between
0 and min (m; n) where m is the number of users and n is
the number of permissions. An easyway to resolve this is to
use a linear combination of the two. We would also lik e to
weigh the relativ e contribution of the two factors. Therefore
we de�ne our combination function as follows:

Definition 7 (Combina tion Function) . Given some
number of roles k, and a distance score d between two sets
of roles, we de�ne a combination function CF (k; d) = (1 �
w)k + wkd where w is a user de�ned weighting coe�cient
for the similarity.

In the above de�nition, the distance is multiplied by k to
bring both numbers into a comparable range. With all of
the prior de�nitions in place, we can now de�ne the Minimal
Perturbation RMP as follows:

Definition 8 (Minimal Per turba tion RMP). Given
a set of users U, a set of permissions PRM S, a user -
permission assignment UPA, and a deployed set of roles



D ROLE S, �nd a set of roles ROLE S, a user-to-role as-
signment UA, and a role-to-permission assignment PA con-
sistent with UPA such that it minimizes the combination
function of the number of roles and the distance between
ROLE S and D ROLE S (i.e., minimizing CF (jROLE Sj,
d(ROLE S;D ROLE S)) ).

An interesting aside is that in all of the above distance
/ similarit y de�nitions, we assumethat all permissions are
given equal weight. However, in real situations this may not
be the case. However, our de�nitions can be easily extended
to include permission weighting by changing the basic Role-
Role de�nition to include it. Permission weights could be set
by the user or even automatically identi�ed from the UPA
according to somestrategy.

Also, while we have de�ned the Minimal Perturbation
RMP in terms of the Basic RMP, the same idea applies to
all of the variants { � -approx RMP and the MinNoise RMP
{ proposed in [18]. All these problems can be extended to
include the concept of deployed roles in a similar manner to
these variants.

3.1 Complexity

The Minimal Perturbation RMP is an NP-hard problem.
This follows from the observation that the Basic RMP is a
special caseof the Minimal Perturbation RMP (with w1 = 1
and w2 = 0). Since the Basic RMP is known to be NP-hard
[18], the Minimal Perturbation RMP is also NP-hard.

4. ALGORITHM

We now present a heuristic algorithm to �nd a set of roles
satisfying the minimal perturbation RMP objectiv e. The
algorithm proceedsin two independent phases. In the �rst
phase,we generatea set of candidate roles. This is currently
done using the FastMiner algorithm developed by Vaidya et
al. [19]. FastMiner generatescandidate roles simply by in-
tersecting all unique user pairs. In general, any technique
can be used to generate the candidate roles. In the second
phase,we select the �nal roles from among thesecandidates.
For this selection, we follow a greedy strategy. Essentially ,
the best candidate role is selectedfrom the remaining candi-
date roles until the original UPA can be completely recon-
stituted. Thus, in each iteration, for every remaining can-
didate role we compute the uncovered area of that role as
well as the similarit y of that role to the deployed roles. The
uncovered area of a role can be easily computed by �nding
the number of 1s in M (UPA) that are not already covered
by any of the roles in ROLE S. The similarit y of the role
to D ROLE S is computed as in De�nition 4, by �nding the
maximum similarit y to any of the roles in D ROLE S. The
weighted scoreis then calculated by taking the area, similar-
it y, and weight into consideration. One more optimization
is possible to improve e�ciency . If the set of roles is sorted
in descending order by the area of the roles, the length of
each iteration can be reduced. When a new candidate role
is considered, if the total area of that role is less than the
currently seenmaximum score,we know that it is impossible
for that role to be the best (since the similarit y, and weight
are bounded between 0 and 1, the total area gives the up-
per bound on the maximum score from that role). Indeed,
since the roles are sorted, we know that none of the roles
following this can be the best role either. Therefore, we im-

Algorithm 1 Minimal Perturbation
RM P(UPA; D ROLE S)
Require: User-Permission assignment, UPA
Require: Initial set of deployed roles, D ROLE S
Require: Weight factor for similarit y, w 2 [0; 1]
1: Create a candidate set of roles, CROLE S, using the

FastMiner [19] algorithm f Create candidate set of rolesg
2: Sort CROLE S according to the area of each role
3: ROLE S  �
4: while UPA is not covered do
5: B estRole  �
6: B estScore  0
7: for each role C in CROLE S do
8: if area(C) < BestScore then
9: Exit the FOR loop f Since max. similarit y can be

1, we have already found the best possible roleg
10: end if
11: carea  Uncovered Ar ea(C; UPA; ROLE S)

f compute uncovered area of candidate roleg
12: Compute csim  Simil ar ity (C; D ROLE S)
13: Score  (1 � w) � carea+ w � carea � csim
14: if Score > B estScore then
15: B estScore  Score
16: B estRole  C
17: end if
18: end for
19: ROLE S  ROLE S

S
C f Add C to the set of roles,

ROLE Sg
20: Remove C from CROLE S
21: end while
22: Return ROLE S

mediately stop the iteration and use the best role found so
far. This can signi�can tly help in reducing the overall time.
Algorithm 1 gives the details.

Example 1. We now brie
y go through a small exam-
ple that helps to demonstrate the working of the algorithm.
We use the samehypothetical organization described in the
intro duction in Figure 1, along with set of deployed roles
shown in Figure 1(b). We go through the run of the al-
gorithm when run with a weight for similarit y of 0:2. In
this case, 10 roles are found with a �nal similarit y of 0:45
as computed according to De�nition 6 (Algorithm 3). Since
it would be quite tedious to show all of the 10 iterations
(one role is picked in each iteration), we instead just show a
few of the iterations. Figure 3(a) shows the very �rst iter-
ation where the role f p5 ; p7 ; p10g is chosen as the role with
the best score (maxim um uncovered area and similarit y).

Algorithm 2 Similarit y(C, DROLES)
M axSim  0
for each role R 2 D ROLE S do

n i  jC
T

Rj f number of common permissionsg
nu  jC

S
Rj f total number of unique permissionsg

sim  n i =nu

if sim > M axSim then
M axSim  sim

end if
end for
Return M axSim



Algorithm 3 Similarit y(CR OLES, DROLES)
M axSim  0
Av gSim  0
M axSimS et  0
Counter  0
for each role c 2 CROLE S do

for each role d 2 D ROLE S do
n i  jc

T
dj f number of common permissionsg

nu  jc
S

dj f total number of unique permissionsg
sim  n i =nu

if sim > M axSim then
M axSim  sim

end if
end for
Av gSim  Av gSim + M axSim
increaseCounter by 1
M axSim  0

end for
Av gSim  Av gSim=C ounter
Return Av gSim

Algorithm 4 Uncovered Ar ea(C; UPA; ROLE S)
UC  0
for each user u 2 assigned users(C) do

for each permission p 2 assigned permissions (C) do
Mark each cell (u, p) as uncovered

end for
end for
for each role R 2 ROLE S do

for each user u 2 R do
for each permission p 2 R do

Mark each cell (u, p) of R as covered
end for

end for
end for
Let UC be the number of cells marked as uncovered
Return UC

Figure 3(b) shows the �fth iteration when the role f p1g is
picked. Finally , Figure 3(c) shows the �nal iteration when
the role f p11 g is picked and the remaining uncovered area
at that point drops to 0 which terminates the algorithm.

4.1 Computational Complexity

The computational complexity of the algorithm depends
on two factors: the complexity of the candidate generation
phase and the complexity of the candidate selection phase.
Since the FastMiner algorithm usespairwise intersection of
unique users to generate candidate roles, it requires O(n2)
time, where n is the number of users. Since at most n roles
are necessaryto describe the UPA (each user is in a role
by itself ), at most n iterations are required for candidate
selection. Thus in the absolute worst case,the overall cost is
O(n3 ) which is still signi�can tly better than the exponential
worst caseof tiling. However, in practice, due to the sorting
and quick termination strategy, the algorithm takesan order
of magnitude lesstime.

4.2 Experimental Evaluation

To check the e�ect of weight on the results, we ran some
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Figure 5: Similarit y vs. weigh t

experiments. Figure 4 shows the number of roles as a func-
tion of the weight. Figure 5 shows the similarit y of the roles
generated to the deployed roles as a function of the weight.
In these experiments, the number of users was set to 200
and the number of permissions was set to 400.

5. DISCUSSION

As mentioned earlier, the goal of the Minimal Perturba-
tion RMP is to discover a set of roles that are minimal and
are as similar as possibleto the set of deployed roles. By as-
signing weights to both, it enablesorganizations to set their
own priorities on the relativ e importance of future mainte-
nance vs. the cost of changing over. In other words, by
tuning the weight, one can tune the trade-o� between the
maintenance cost and the change over cost.

However, this doesnot provide a complete solution to role
migration. Essentially , once a set of roles is discovered, how
doesan organization move from its current set of roles to the
new set of roles? In one sensethis is trivial. Since the algo-
rithm returns UA aswell asPA, in terms of operationalizing
the new set of roles, we already know what roles need to be



p0 p1 p2 p3 p4 p5 p6 p7 p8 p9 p10 p11

u0 0 1 1 1 0 0 0 0 0 1 0 0

u1 0 0 1 1 1 1 0 1 0 0 1 0

u2 0 1 0 0 1 1 0 0 1 0 1 0

u3 0 0 0 1 0 1 0 1 1 1 1 0

u4 0 1 0 0 0 1 0 1 0 0 1 0

u5 0 1 0 1 0 0 0 0 1 1 0 1

u6 0 0 0 1 0 1 0 1 1 1 1 1

u7 0 0 0 1 1 1 0 0 1 0 0 0

u8 0 0 0 1 0 0 0 0 1 1 0 0

u9 0 1 0 0 0 0 0 0 0 0 1 0

u10 0 0 0 0 1 1 0 0 1 0 0 0

u11 0 0 0 1 1 0 0 0 0 0 0 0

u12 0 1 0 0 1 1 0 1 1 0 1 0

u13 0 1 0 1 0 1 0 1 1 0 1 1

u14 0 0 1 1 1 0 0 0 1 1 0 0

u15 0 0 0 1 1 0 0 0 0 0 0 0

Uncovered Area = 53

(a) Iteration 1

p0 p1 p2 p3 p4 p5 p6 p7 p8 p9 p10 p11

u0 0 1 1 1 0 0 0 0 0 1 0 0

u1 0 0 1 1 1 1 0 1 0 0 1 0

u2 0 1 0 0 1 1 0 0 1 0 1 0

u3 0 0 0 1 0 1 0 1 1 1 1 0

u4 0 1 0 0 0 1 0 1 0 0 1 0

u5 0 1 0 1 0 0 0 0 1 1 0 1u5 0 1 0 1 0 0 0 0 1 1 0 1

u6 0 0 0 1 0 1 0 1 1 1 1 1

u7 0 0 0 1 1 1 0 0 1 0 0 0

u8 0 0 0 1 0 0 0 0 1 1 0 0

u9 0 1 0 0 0 0 0 0 0 0 1 0

u10 0 0 0 0 1 1 0 0 1 0 0 0u10 0 0 0 0 1 1 0 0 1 0 0 0

u11 0 0 0 1 1 0 0 0 0 0 0 0

u12 0 1 0 0 1 1 0 1 1 0 1 0

u13 0 1 0 1 0 1 0 1 1 0 1 1

u14 0 0 1 1 1 0 0 0 1 1 0 0

u15 0 0 0 1 1 0 0 0 0 0 0 0

Uncovered Area = 12

(b) Iteration 5

p0 p1 p2 p3 p4 p5 p6 p7 p8 p9 p10 p11

u0 0 1 1 1 0 0 0 0 0 1 0 0

u1 0 0 1 1 1 1 0 1 0 0 1 0

u2 0 1 0 0 1 1 0 0 1 0 1 0

u3 0 0 0 1 0 1 0 1 1 1 1 0

u4 0 1 0 0 0 1 0 1 0 0 1 0

u5 0 1 0 1 0 0 0 0 1 1 0 1u5 0 1 0 1 0 0 0 0 1 1 0 1

u6 0 0 0 1 0 1 0 1 1 1 1 1

u7 0 0 0 1 1 1 0 0 1 0 0 0

u8 0 0 0 1 0 0 0 0 1 1 0 0

u9 0 1 0 0 0 0 0 0 0 0 1 0

u10 0 0 0 0 1 1 0 0 1 0 0 0u10 0 0 0 0 1 1 0 0 1 0 0 0

u11 0 0 0 1 1 0 0 0 0 0 0 0

u12 0 1 0 0 1 1 0 1 1 0 1 0

u13 0 1 0 1 0 1 0 1 1 0 1 1

u14 0 0 1 1 1 0 0 0 1 1 0 0

u15 0 0 0 1 1 0 0 0 0 0 0 0

Uncovered Area = 0

(c) Iteration 10

Figure 3: Minimal Perturbation RMP Iterations

assigned to each user, etc. However, this ignores the fact
that RBA C is composedof much more than roles. Since we
limit our attention to RB AC 0 [5] in this paper, we do not
consider role hierarchies and separation of duty constraints.
It is unclear what such constraints and hierarchies will be
in the new set of roles. This represents a large investment
- such information is critical for easeof deployment. Ide-
ally, what we would lik e is a small set of similar roles, along
with a mapping from the old roles to the new roles. In addi-
tion, it is not clear what are the e�ects of role migration on
the existing separation of duty constraints. Therefore, one
must consider this aspect into account while minimizing the
perturbation.

6. RELATED WORK

A number of approaches have been proposed in the liter-
ature to accomplish the task of role engineering, which can
be categorized into three approaches: top-down, bottom-up,
and hybrid. While the top-down approach de�nes roles by
examining the businessprocesses,the bottom-up approach
typically aggregatesexisting permissions to come up with
roles.

Coyne [2] is the �rst to describe the role engineeringprob-
lem, and to present the concepts of the top-down approach.
A top-down approach to determine the neededpermissions
of roles using usecaseshas beenproposedby Fernandezand
Hawkins [4]. A GUI interface has beendeveloped by Brooks
[1] to migrating to a role-basedenvironment. Later, Roeckle
et al. [11] present a process-oriented approach, which ana-
lyzes businessprocessesto deduce roles and accesspermis-
sions on systems are assignedto the roles. Shin et al. [16]
present a system-centric approach that examines backward
and forward information 
o ws and employs UML to conduct
a top-down engineeringof roles. Thomsen et al. [17] propose
a bottom-up approach, which derives permissions from ob-
jects and their methods and then derive roles derived from
these permissions. Neumann and Strembeck [10] consider
usagescenariosas a semantic unit for deriving permissions,
which are then aggregatedinto roles. Epstein and Sandhu [3]
proposeto use UML for facilitating role engineering, where

roles can be de�ned in either a top-down or a bottom-up
manner. Kern et al. [7], propose a life-cycle approach, an
iterativ e-incremental process,that considersdi�eren t stages
of the role life-cycle including role analysis, role design, role
management, and role maintenance.

Kuhlmann, Shohat, and Schmipf [8] present another bot-
tom - up approach, which employs a clustering technique
similar to the k-means clustering. As such, it is required to
�rst pre-de�ne the number of clusters. In [14], Schlegelmilch
and Ste�ens proposean agglomerative clustering based ap-
proach to role mining (called ORCA), which discovers roles
by merging permissions appropriately . However, in ORCA,
the order in which permissions are merged determines the
outcome of roles. Moreover, it does not allow overlapping
roles (i.e., a user cannot play multiple roles), which is a sig-
ni�can t drawback. More recently , Vaidya et al. [19] propose
an approach basedon subsetenumeration, called RoleMiner,
which eliminates the above limitations.

An inherent problem with all of the above approaches is
that there is no formal notion of goodness/interestingnessof
a role. All of the algorithms above present heuristic ways
to �nd a set of candidate roles. While o�ering justi�cations
for the identi�ed roles, there is no integrativ e view of the
entire set of roles. For insightful bottom-up analysis, we
need to de�ne interestingness metrics for roles. [19] takes
a �rst step towards this by ordering candidate roles on the
basis of their support (i.e., roles that are more prevalent are
ordered higher). However, this metric still is quite ad-hoc
and preliminary . Also, while one may come up with inter-
estingnessmetrics for a role by itself, this does not directly
lead to the notion of a good collection of roles. Indeed, there
is no formal de�nition of what is a good collection of roles.
De�ning this is critical for the security administrator to gain
con�dence and be able to fully utilize the output of any role
mining algorithm beyond a piece-meal fashion.

Recently , [18] has formally de�ned the role mining prob-
lem, and hasanalyzed its theoretical bounds. Assuming that
one can represent the user permissions as a binary matrix,
informally , [18] has de�ned the basic role mining problem
(basic-RMP). It has proposedseveral variants of the basic-
RMP, including the min-noise RMP, � -approximate RMP



and edge-RMP, that map to the di�eren t decomposition cri-
teria mentioned above. Essentially , the solution to basic
RMP gives optimal set of roles that characterize the exist-
ing permissions of users. While � -approximate RMP allows
a limited amount of inexactness,which may result in far less
number of roles by capturing almost all the existing permis-
sions, min-noise RMP allows the security administrators to
specify the number of roles yet derive the best possible set
of roles. All these variants have signi�cance in solving the
role engineering problem and help the security administra-
tors to pick and choose the one that perfectly suits to the
organizational needs. [9] presents a uni�ed framework for
modeling the basic RMP and its variants using binary inte-
ger programming. Such modeling helps in directly adopting
the huge body of heuristic solutions and tools developed for
binary integer programming.

However, thesesolutions are entirely bottom-up approaches
to role engineering. On the other hand, the minim um per-
turbation RMP proposedin this paper is a role engineering
approach that provides a means to formally combine the
bottom-up and top-down approaches. It also helps organi-
zations to adopt a set of roles that are close to the optimal
set of roles with minim um disruption to the existing set of
roles.

Our approach for minimal perturbation RMP relies on
computing the similarit y or distance between two roles as
well as between two sets of roles using Jaccard Coe�cien t.
In [15], four typesof relationships betweentwo roles, namely,
contain, overlap, equivalent and not related, have beeniden-
ti�ed. These relationships can be determined by examining
the permissions contained in role and the semantic equiv-
alences of these permissions. Our approach to computing
similarit y can be enhanced by considering such semantics
among permissions.

7. CONCLUSIONS

In this paper, we have formally de�ned the problem of
migrating closer to the optimal set of roles from the cur-
rently deployed roles with as little disruptions as possible.
We denote this as the minimal perturbation RMP. Assume
the currently deployed roles are devised using a top-down
approach and the optimal set of roles using the bottom-up
approach. The minimal perturbation RMP provides a for-
mal meansto combine the roles derived from the bottom-up
and top-down approaches. Moreover, this approach helps
organizations to migrate to a new set of optimal roles with-
out having to disrupt much of their processes.Additionally ,
this provides a formal meansof merging their respective roles
when two or more organizations merge. This relies on ex-
amining the similarit y between pairs of roles and pairs of
sets of roles. We also provide a means to add weight that
speci�es how close one wants to the optimal set versus the
deployed set of roles.

Since this is an NP-hard problem, we provide a heuristic
algorithm that has O(n3) complexity. However, due to the
sophisticated pruning strategy employed in our implementa-
tion, for many practical data sets, it takes signi�can tly less
time. Our experimental results indicate that the minimal
perturbation RMP is a good way of balancing the deployed
roles versus the optimal roles.

It is important to note that, in many cases, while mi-
grating to a new set of roles, one should be able to specify

the desired set of unchanged parameters. These could in-
clude certain user-assignments, certain roles or certain role-
permissionassignments. Weplan to include a di�eren t weight
metric to emphasize certain parameters to be unchanged
while migrating. Additionally , our minimal perturbation
RMP only �nds the new set of roles, but does not pro-
vide a mapping between exiting set of roles to the new set.
This would involve, in addition to discovering the similar-
it y/distance, �nding out containment amongst roles. Addi-
tionally , there could be some currently speci�ed separation
of duty constraints. So the role migration processshould
be as less disruptiv e as possible with respect to these con-
straints.
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