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ABSTRACT

Vaidya, JaideepShrikant. Ph.D., Purdue University, August, 2004. Privacy Pre-
serving Data Mining over Vertically Partitioned Data. Major Professor: Chris
Clifton.

The goal of data mining is to extract or \mine" knowledgefrom large amounts

of data. However, data is often collectedby several di�erent sites. Privacy, legaland

commercialconcernsrestrict centralized accessto this data. Theoretical results from

the areaof securemultipart y computation in cryptography prove that assumingthe

existenceof trapdoor permutations, one may provide secureprotocols for any two-

party computation aswell as for any multipart y computation with honestmajorit y.

However, the generalmethods are far too ine�cien t and impractical for computing

complex functions on inputs consistingof large setsof data. What remainsopen is

to comeup with a set of techniquesto achieve this e�cien tly within a quanti�able

security framework. The distributed data model consideredis the heterogeneous

databasescenariowith di�erent featuresof the sameset of data being collectedby

di�erent sites. This thesis arguesthat it is indeed possibleto have e�cient and

practical techniques for useful privacy-preservingmining of knowledge from large

amounts of data. The dissertation presents several privacy preservingdata mining

algorithms operating over vertically partitioned data. The set of underlying tech-

niquessolving independent sub-problemsare alsopresented. Together,theseenable

the secure\mining" of knowledge.
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1 INTR ODUCTION

It is possibleto e�cien tly extract or \mine" knowledgefrom large amounts of verti-

cally partitioned data within quanti�able security restrictions. KnowledgeDiscovery

in Databases(KDD) is the term usedto denotethe processof extracting knowledge

from large quantities of data. The KDD processassumesthat all the data is eas-

ily accessibleat a central location or through centralized accessmechanisms such

as federateddatabasesand virtual warehouses.Moreover, advancesin information

technology and the ubiquity of networked computershave made personalinforma-

tion much more available. Privacy advocates have been challenging attempts to

bring more and more information into integrated collections. Attempts to combine

data have even resulted in public protest, witness Japan's creation of a national

registry containing information previously held by the prefectures[87]. Data min-

ing in particular has comeunder siege,such as the introduction of U.S. SenateBill

188, the \Data-Mining Moratorium Act of 2003" [35]. While aimed speci�cally at

the Total Information Awarenessprogram [88], the bill as introducedwould forbid

data-mining (including research and development) by the entire U.S. Department of

Defense,except for searches of public information or searches basedon particular

suspicionof an individual. In addition, all U.S. government agencieswould be re-

quired to report to congresson how their data-mining activities protect individual

privacy.

The irony is that data mining results rarely violate privacy. The objective of

data mining is to generalizeacrosspopulations, rather than reveal information about

individuals. The hitch is that data mining works by evaluating individual data that

is subject to privacy concerns.Thus, the true problem is not data mining, but the

way data mining is done.
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However, the concernamongprivacy advocatesis well founded,asbringing data

together to support data mining makesmisuseeasier.Much of this information has

already been collected, however it is held by various organizations. Separationof

control and individual safeguardsprevent correlation of this information, providing

acceptableprivacy in practice. However, this separationalsomakesit di�cult to use

the information for purposesthat would bene�t society, such as identifying criminal

activit y. Proposalsto share information acrossagencies,most recently to combat

terrorism, would eliminate the safeguardsimposedby separationof the information.

Imagine the following scenario. A law enforcement agencywants to cluster in-

dividuals basedon their �nancial transactions, and study the di�erences between

the clustersand known money laundering operations. Knowing the di�erences and

similarities betweennormal individuals and known money laundererswould enable

better direction of investigations. Currently, an individual's �nancial transactions

may be divided betweenbanks, credit card companies,tax collection agencies,etc.

Each of these(presumably) has e�ective controls governing releaseof the informa-

tion. Thesecontrols are not perfect, but violating them (either technologically or

through insider misuse) reveals only a subset of an individual's �nancial records.

The law enforcement agencycould promise to provide e�ective controls, but now

overcomingthem givesaccessto an individual's entire �nancial history. This raises

justi�able concernsamongprivacy advocates.

Similarly, application of data mining in other domainsis also increasing.Recent

emphasison bioinformatics and in the medical domain try to leveragethe power of

data mining in �nding interesting patterns, diseasecauses,e�ectivenessof drugsand

so on. In the healthcaredomain, especially with patient databases,legal issuesare

prominent obstaclesin jointly utilizing information.

Privacy and data mining can coexist. The problemwith the abovescenariois not

the data mining results, but how they are obtained. If the results could be obtained

without sharing information between the data sources,and the results were truly

summary and could not be usedto deduceprivate information, there would be no
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loss of privacy through data mining. While obtaining globally meaningful results

without sharing information may seemimpossible,it can be done.

The goal of this dissertation is to develop and evaluate new algorithms to e�-

ciently solve several typesof distributed computationsover largedata setsin a secure

manner.

Chapter 2 provides an overview of the state of the art in privacy, security and

data mining. Chapters 3, 4, and 5 constitute the main work in the thesis. Chapter

3 describes the solutions developed for someof the major data mining problems.

Chapter 4 presents solutions for the underlying secureprimitiv es used in the work

of the prior chapter. The essential focus of this thesis/dissertation? has been to

proposee�cien t solutionsfor several data mining problemsand to prove them secure.

Chapter 5 servesto experimentally validate the claimsof e�ciency aswell asto place

them in context. Chapter 6 summarizesthe thesis.

Apart from original work, several protocolsdeveloped by others are alsousedin

support of the work here. The Appendix provides a brief listing of theseprotocols

for completeness.
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2 STATE OF THE ART IN PRIVACY, SECURITY AND DATA MINING

This chapter provides the background material required to give an appropriate per-

spective for the work done in this thesis. The chapter beginswith a short summa-

rization of prevalent data mining algorithms. Section2.2 covers the state of the art

in distributed data mining and alsogivessomedetail on the di�erent data partition-

ing models. Section 2.3 provides an overview of SecureMultipart y Computation,

the theoretical framework we usefor proof of security. The �nal sectionpresents the

contemporary work donewithin Privacy PreservingData Mining.

2.1 State of the Art in Data Mining Techniques

Data Mining is the analysisof (often large) observational data sets to �nd un-

suspected relationships and to summarize the data in novel ways that are both

understandableand useful to the owner [44]. There are many di�erent data mining

functionalities. A brief de�nition of each of thesefunctionalities is now presented.

The de�nitions are directly collated from [43]. Data characterization is the sum-

marization of the generalcharacteristics or featuresof a target classof data. Data

Discrimination , on the other hand, is a comparisonof the generalfeaturesof target

classdata objectswith the generalfeaturesof objects from oneor a setof contrasting

classes.Association analysis is the discovery of association rules showing attribute-

value conditions that occur frequently together in a given set of data. Classi�cation

is the processof �nding a set of models (or functions) that describe and distinguish

data classesor concepts,for the purposeof beingableto usethe model to predict the

classof objects whoseclasslabel is unknown. The derived model can be represented

in various forms, such as classi�cation rules, decision trees, mathematical formulae,

or neural networks. Unlike classi�cation and prediction, which analyzeclass-labeled
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data objects, clustering analyzesdata objectswithout consultinga known classlabel.

Outlier Analysis attempts to �nd outliers or anomaliesin data. A detailed discus-

sion of thesevarious functionalities can be found in [43]. Even an overview of the

representativ e algorithms developed for knowledgediscovery is beyond the scope of

this dissertation. The interestedpersonis directed to the many books which amply

cover this in detail [29,43,44].

2.2 Distributed Data Mining

In contrast to the centralized model, the Distributed Data Mining (DDM) model

assumesthat the data sourcesare distributed acrossmultiple sites. Algorithms

developed within this �eld addressthe problem of e�cien tly getting the mining

results from all the data acrossthesedistributed sources.Sincethe primary (if not

only) focus is on e�ciency , most of the algorithms developed to date do not take

security consideration into account. However, they are still useful in framing the

context of the thesis.

A simple approach to data mining over multiple sourcesthat will not sharedata

is to run existing data mining tools at each site independently and combine the

results [17,18,75]. However, this will often fail to give globally valid results. Issues

that causea disparity betweenlocal and global results include:

� Valuesfor a singleentit y may besplit acrosssources.Data mining at individual

siteswill be unable to detect cross-sitecorrelations.

� The sameitem may be duplicated at di�erent sites,and will be over-weighted

in the results.

� Data at a singlesite is likely to be from a homogeneouspopulation. Important

geographicor demographicdistinctions between that population and others

cannot be seenon a singlesite.
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Cheung et al. proposeda method for horizontally partitioned data [21]. Dis-

tributed classi�cation has also beenaddressed.A meta-learningapproach has been

developed that usesclassi�ers trained at di�erent sites to develop a global classi-

�er [17,18,75]. This could protect the individual entities, but it remainsto be shown

that the individual classi�ers do not discloseprivate information. Recent work has

addressedclassi�cation using BayesianNetworks in vertically partitioned data [20],

and situations where the distribution is itself interesting with respect to what is

learned [90]. Shenoy et al. [85] proposean e�cien t algorithm for vertically mining

association rules.

Data mining algorithms that partition the data into subsetshave beendeveloped

[82]. Although the goal of parallelizing data mining algorithms is performance,the

communication cost betweennodesis an issue.Parallel data mining algorithms may

alsoserve asa starting point [51,93]. However, noneof this work directly addresses

privacy concerns.

With distributed data, the way the data is distributed also plays an important

role in de�ning the problem. Data could be partitioned into many parts either

vertically or horizontally.

2.2.1 Vertical Partitioning

Vertical partitioning (a.k.a. heterogeneousdistribution) of data implies that

though di�erent sitesgather information about the sameset of entities, they collect

di�erent feature sets. For example,�nancial transaction information is collectedby

banks, while the IRS collectstax information for everyone. An illustrativ e example

of vertical partitioning and the kind of useful knowledgewe can hope to extract is

given in Figure 2.1. The �gure describestwo databases,onecontains medicalrecords

of peoplewhile another contains cell phone information for the sameset of people.

Mining the joint global databasemight reveal information like \Cell phoneswith

Li/Ion batteries lead to brain tumors in diabetics."
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Medical Records

DiabeticNo TumorPTR

Non-DiabeticNo TumorCAC

DiabeticBrain TumorRPJ

Cell Phone Data

NiCd3650PTR

nonenoneCAC

Li/Ion5210RPJ

Global Database View

CAC doesn’t have a cell phoneRPJ has diabetes

Cell Phones with Li/Ion batteries lead to brain 
tumors in diabetics

BatteryModelDiabetes?Brain Tumor?TID

Figure 2.1. Vertically partitioned database

Unlessotherwisestated, the model assumedis as follows: There are k parties,

P0; : : : ; Pk� 1. There are a total of n transactionsfor whom information is collected.

Party Pi collects information about mi attributes, such that m =
P k� 1

i=0 mi is the

total number of attributes/features. This thesis only considersprivacy-preserving

data mining in the caseof vertical partitioning of data. For the sake of completeness,

the following sectiongivessomedetail on horizontal partitioning of data.

2.2.2 Horizontal Partitioning

In horizontal partitioning (a.k.a. homogeneousdistribution), di�erent sites col-

lect the sameset of information, but about di�erent entities. An exampleof that

would be grocery shoppingdata collectedby di�erent supermarkets (also known as

market-basket data in the data mining literature). Figure 2.2 illustrates horizon-

tal partitioning and shows the credit card databasesof two di�erent (local) credit

unions. Taken together, one may �nd that fraudulent customersoften have similar

transaction histories, etc.
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Bank A (Credit Card)

Global Database View

47906

98052

<20

<5

<$1000

$5000

Active

Passive

RPJ

CAC

ZIP#TransactionsCreditStatusTID

Bank B (Credit Card)

85732

47907

<20

>100

$10000

>$50000

Passive

Active

ABC

XYZ

Figure 2.2. Horizontally partitioned database

These di�erent partitionings posedi�erent problems, leading to di�erent algo-

rithms for privacy-preservingdata mining.

2.3 State of the Art in SecureMultipart y Computation

Considera set of parties who do not trust each other, nor the channelsby which

they communicate. Still, the parties wish to correctly computesomecommonfunc-

tion of their local inputs, while keepingtheir local data asprivate aspossible.This,

in a nutshell, is the problem of SecureMultipart y Computation (SMC). It is clear

that the problem we wish to solve, privacy-preservingdata mining, is a special case

of the securemulti-part y computation problem.

Before proposing algorithms that preserve privacy, it is important to de�ne the

notion of privacy. The framework of securemultipart y computation providesa solid
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theoretical underpinning for privacy. The key notion is to show that a protocol re-

vealsnothing exceptthe results. This is doneby showing how everything seenduring

the protocol canbesimulated from knowing the input and the output of the protocol.

Yao �rst postulated the two-party comparisonproblem (Yao's Millionaire Protocol)

and developed a provably securesolution [92]. This was extended to multipart y

computations (for any computablefunctionality) by Goldreich et al. [40] and to the

malicious model of computation by Ben-Or et al. [11]. Overall, a framework was

developed for securemultipart y computation. Goldreich [39] shows that computing

a function privately is equivalent to computing it securely.

We now cover someof the di�erent modelsof computation in SMC.

2.3.1 Trusted Third Party Model

The gold standard for security is the assumption that we have a trusted third

party to whom we can give all data. The third party performs the computation

and delivers only the results { except for the third party, it is clear that nobody

learnsanything not inferable from its own input and the results. The goal of secure

protocolsis to reach this samelevel of privacy preservation, without the (potentially

insoluble) problem of �nding a third party that everyone trusts.

2.3.2 Semi-honestModel

The Semi-honestmodel is alsoknown in the literature as the honest-but-curious

model. A semi-honestparty follows the rules of the protocol using its correct input,

but after the protocol is free to usewhatever it seesduring executionof the protocol

to compromisesecurity / privacy.
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Two party computation

A formal de�nition of private two party computation in the semi-honestmodel is

given below. Computing a function privately is equivalent to computing it securely.

The formal proof of this can be found in [39].

De�nition 2.3.1 (privacy w.r.t. semi-honestbehavior) [39]:

Let f : f 0; 1g� � f 0; 1g� 7�! f 0; 1g� � f 0; 1g� be a probabilistic, polynomial-

time functionality, where f 1 (x; y)(respectively, f 2 (x; y) denotesthe �rst (respectively,

second) elementof f (x; y)). Let � be two-party protocol for computing f .

Let the view of the �rst (respectively, second) party during an execution of �

on (x; y), view�
1 (x; y) (respectively, view�

2 (x; y)) be (x; r 1; m1; : : : ; mt ) (respectively,

(y; r2; m1; : : : ; mt )) where r 1 represent the outcome of the �rst (respectively, r 2 sec-

ond) party's internal coin tosses,and mi representsthe i th messageit has received.

The output of the �rst (respectively, second) party during an execution of � on

(x; y) is denoted output�1 (x; y) (respectively, output�2 (x; y)) and is implicit in the

party's view of the execution.

� privately computesf if there exist probabilistic polynomial time algorithms S1

and S2 suchthat

f (S1 (x; f 1 (x; y)) ; f 2 (x; y))gx;y 2f 0;1g� � C
n�

view�
1 (x; y) ; output�2 (x; y)

�o

x;y 2f 0;1g�

f (f 1 (x; y) ; S2 (x; f 1 (x; y)))gx;y 2f 0;1g� � C
n�

output�1 (x; y) ; view�
2 (x; y)

�o

x;y 2f 0;1g�

where � C denotescomputational indistinguishability.

Priv acy by Simulation The above de�nition says that a computation is secure

if the view of each party during the execution of the protocol can be e�ectively

simulated given the input and the output of that party. Thus, in all of our proofs

of security, we only needto show the existenceof a simulator for each party that

satis�es the above equations.

This doesnot quite guarantee that private information is protected. Whatever

information can be deducedfrom the �nal result obviously cannot be kept private.
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For example,considera securesum functionality which simply outputs the sum of

the local input of the participants. With two parties, the output reveals the input

of the other party. This is an artifact of the functionality itself, not of the processof

computing it. Thus, this breach of privacy cannot be avoided as long as computing

the result is deemednecessary. The key to the de�nition of privacy is that nothing

is learnedbeyond what is inherent in the result.

A key result we useis the composition theorem. We state it for the semi-honest

model. A detailed discussionof this theorem, as well as the proof, can be found

in [39].

Theorem 2.3.1 (Composition Theorem for the semi-honestmodel): Supposethat g

is privately reducible to f and that there exists a protocol for privately computing f.

Then there existsa protocol for privately computing g.

Pr oof. Refer to [39].

In summary, a truly securemulti-part y protocol shouldnot reveal more informa-

tion to a particular party than the information that can be induced by looking at

that party's input and the �nal output.

Multipart y computation

The above de�nitions are easilyextendedto more than two parties.. Details can

be found in [39].

2.3.3 Malicious Model

In the malicious model, no restrictions are placed on any of the participants.

Thus any party is completely free to indulge in whatever actions it pleases.

Similar de�nitions of privacy/security exist for both two-party and multi-part y

computation in this model. The key result of Goldreich is valid even in the caseof

maliciousadversaries.Details can be found in [39].
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In general,it is quite di�cult to develope�cient protocolsthat arestill valid un-

der the maliciousmodel. However, the semi-honestmodel doesnot provide su�cien t

protection for many application. As an intermediate step, it is possibleto develop

protocols valid under a weakenedmalicious model { for example,still assumingno

collusion betweenparties, no guaranteeson the results if a party is malicious, but

a guarantee that there is no disclosureto a malicious party beyond that the party

could achieve in the trusted third party model. Other such modelsare alsopossible

requiring successively stricter conditions.

Despite all of such models, it is still possiblefor parties to actually modify their

inputs to the protocol to beginwith. Sincethis problem existseven with the trusted

third party model itself, it is not addressedby cryptography. Other models are

neededto addressthis problem. We discussonesuch notion below, which shouldbe

usedin conjunction with cryptographic approaches.

2.3.4 Other (Partial) Models { Incentive Compatibilit y

While the semi-honestand malicious models have been well researched in the

cryptographic community, other models outside the purview of cryptography are

possible.One exampleis the interesting economicnotion of incentive compatibilit y.

A protocol is incentive compatible if it can be shown that a cheating party is either

caught or else su�ers an economicloss. Under the rational model of economics,

this would serve to ensurethat parties do not have any advantage by cheating. Of

course,in an irrational model (for example{ in the caseof a monopoly where one

party is willing to su�er lossesto ensurethe loss/elimination of another party), this

would not work. Incentive compatibilit y can be used with methods presented in

this dissertation to ensurethat completedata mining applications provide adequate

privacy protection.
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2.4 State of the Art in Privacy PreservingData Mining Algorithms

The solutions proposedin this thesis rely mostly on cryptographic techniques.

However, other techniqueshave also beenusedwith somesuccess.We now give a

brief overview of other techniques as well as note other solutions that have been

developed independent of this thesis.

2.4.1 Data Perturbation Techniques

The basic idea of data perturbation is to alter the data so that real individual

data valuescannotberecovered,while preservingthe utilit y of the data for statistical

summaries. Sincethe data doesn't re
ect the real valuesof private data, even if a

data item is linked to an individual that individual's privacy is not violated. (It

is important that such data setsare known to be perturbed, so anyone attempting

to misusethe data knows the data cannot be trusted.) This approach has been

brought to a high art by the U.S.CensusBureauwith the Public UseMicrodata sets.

A primary perturbation technique used is data swapping: exchanging data values

betweenrecordsin ways that preserve certain statistics, but destroy real values[64].

An alternative is randomization: Adding noiseto data to prevent discovery of the

real values.Sincethe data no longerre
ects real-world values,it cannotbe(mis)used

to violate individual privacy. The challengeis obtaining valid data mining results

from the perturbed data.

In [7], Agrawal and Srikant presented the �rst solution to this problem. Given

the distribution of the noiseadded to the data, and the randomizeddata set, they

wereable to reconstruct the distribution (but not actual data values)of the data set.

This enableda data mining algorithm to construct a much more accuratedecision

tree than mining the randomizeddata alone,approaching the accuracyof a decision

tree constructedon the real data.

Other methodsfor distribution reconstructionhavealsobeendeveloped. Agrawal

and Aggarwal [2] developed an approach basedon Expectation Maximization that
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also gave a better de�nition of privacy, and an improved algorithm. Ev�mievski

et al. [33] applied a similar technique to mine association rules. Rizvi and Haritsa

[80] consider the casewhere di�erent item values (0 and 1) have di�ering privacy

requirements. Polat and Du [74]proposea technique for doing collaborative �ltering

usingrandomizedperturbation techniques. Solutionsfor other data mining tasksare

certainly feasible. While one will not get the exact samedata mining results post-

randomization as pre-randomization, the results have been experimentally shown

to be accurate enough in the caseof both classi�cation [7] and association rule

mining [33].

One concern with randomization approaches it that the very techniques that

allow us to reconstruct distributions also give information about the original data

values. For example,considerthe caseof perturbing age. It is clear from the general

distribution of agethat there are no driversunder 16. Assumethat it is known that

randomization was done by adding noiserandomly chosenfrom the range [-15,15].

Though the reconstructed distribution does not appear to tell us the age of any

individual { a driver who is 40 yearsold is equally likely to have their agegiven as

anything from 25 to 55 { but what about an individual whoseage is shown as 1

in the noisy data? We know (from the reconstructeddistribution) that no drivers

are under the age of 16 { so the driver whoseage is given as 1 in the noisy data

must be 16 years old! Work has been done to quantify the privacy provided by

randomization techniques; they must be used carefully to ensurethat the desired

privacy is really achieved. Kargupta et al. [52] formally analyze the security of

randomization techniquesand show that in many casesit falls short of the desired

minimum. Ev�mievski et al. [32] show how to limit privacy breaches while using

randomization for privacy preservingdata mining.
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2.4.2 SecureMultipart y Computation BasedSolutions

There have been some cryptography based algorithms as well. Lindell and

Pinkas[59] �rst introduceda securemulti-part y computation techniquefor classi�ca-

tion using the ID3 algorithm, over horizontally partitioned data. Du and Zhan [28]

propose a cryptographic protocol for making the ID3 algorithm privacy preserv-

ing over vertically partitioned data. Lin and Clifton [58] proposea secureway for

clustering using the EM algorithm [25] over horizontally partitioned data. Kantar-

cioglu and Clifton describe protocols for privacy preservingdistributed data mining

of association rules on horizontally partitioned data [48,50], privately computing

distributed top-k queries[49]. Kantarcioglu and Vaidya [47] present an architecture

for privacy preservingmining of client information. Agrawal et al. [3] present a tech-

nique for computing set intersection, union, and equi-joins for two parties. Clifton

et al. provide a good overview of tools for privacy preservingdistributed data min-

ing [22], while Clifton and Marks [23] present an early position paper on the privacy

implications of data mining.

2.5 Other Work

There has beensomeother work that doesnot properly fall into either the per-

turbation or cryptographic categories.Atallah et. al [8] explore the disclosurelim-

itation of sensitive rules. Saygin et al. [83] present a way of using special values,

known as \unknowns", to prevent the discovery of association rules. Oliveira and

Zaiane [69{72] develop several di�erent methods for association rule mining, clus-

tering and accesscontrol for privacy preservingdata mining. There has also been

extensive work done in statistical databases.This work is outside the scope of this

thesis,however, Adam and Wortmann [1] provide a good starting point. There has

also been extensive work in cryptography creating building blocks, which is also

outside the scope of this thesis. Many examplescan be found in [26].
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3 PROBLEMS ADDRESSED

This chapter coversthe variousdata mining problemssolved in this thesis. Solutions

to the primitiv esusedare presented in the following chapter.

3.1 Two-party Association Rule Mining

This sectionpresents a way to mine association rules from vertically partitioned

data. This sectionpresents an algorithm for two parties while the following section

presents a generalsolution for multiple parties. Informally, the problem is to mine

association rulesacrosstwo heterogeneousdata sets. Onedatabaseis designatedthe

primary, and is the initiator of the protocol. The other databaseis the responder.

There is a join key present in both databases.The remaining attributes are present

in one databaseor the other, but not both. The goal is to �nd association rules

involving attributes other than the join key.

3.1.1 Problem De�nition

The association rule mining problem can be formally stated as follows [4]: Let

I = f i1; i2; � � � ; im g be a set of literals, called items. Let D be a set of transactions,

where each transaction T is a set of items such that T � I . Associated with

each transaction is a unique identi�er, called its TID . We say that a transaction

T contains X , a set of some items in I , if X � T. An association rule is an

implication of the form, X ) Y, whereX � I , Y � I , and X \ Y = � . The rule

X ) Y holds in the transaction set D with con�dence c if c% of transactions in D

that contain X also contain Y. The rule X ) Y has support s in the transaction

set D if s%of transactions in D contain X [ Y .
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Within this framework, we considermining boolean association rules. The ab-

senceor presenceof an attribute is represented asa 0 or 1. Transactionsare strings

of 0 and 1; the databasecan be represented as a matrix of f 0,1g.

3.1.2 Algorithm

The algorithm is basedon the classicApriori algorithm of Agrawal andSrikant [5].

The key issueis computing the support of an itemset. To �nd out if a particular

itemset is frequent, we count the number of records where the values for all the

attributes in the itemset are 1. This translates into a simplemathematical problem,

given the following de�nitions:

Let the total number of attributes be l + m, whereA hasl attributes A1 through

A l , and B hasthe remaining m attributes B1 through Bm . Transactions/recordsare

a sequenceof l + m 1sor 0s. Let k be the support threshold required, and n be the

total number of transaction/records.

Let ~X and ~Y represent columnsin the database,i.e., x i = 1 i� row i hasvalue 1

for attribute X . The scalar (or dot) product of two cardinality n vectors ~X and ~Y

is de�ned as

~X � ~Y =
nX

i =1

x i � yi

Determining if the two-itemsethX Yi is frequent thus reducesto testing if ~X � ~Y � k.

In Section4.3wepresent an e�cien t way to computescalarproduct ~X � ~Y without

either side disclosing its vector. First we will show how to generalizethe above

protocol from two-itemsetsto generalassociation rules without sharing information

other than through scalarproduct computation.

The generalizationof this protocol to a w-itemset is straightforward. AssumeA

has p attributes a1 : : : ap and B has q attributes b1 : : : bq, and we want to compute

the frequencyof the w = p+ q-itemset ha1; : : : ; ap; b1; : : : ; bqi . Each item in ~X (~Y) is

composedof the product of the corresponding individual elements, i.e., x i =
Q p

j =1 aj

and yi =
Q q

j =1 bj . This computes ~X and ~Y without sharing information between
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A and B. The scalar product protocol then securelycomputesthe frequencyof the

entire w-itemset.

For example,supposewe want to compute if a particular 5-itemset is frequent,

with A having 2 of the attributes, and B having the remaining 3 attributes. I.e., A

and B want to know if the itemset l = hAa; Ab; Ba; Bb; Bci is frequent. A createsa

new vector ~X of cardinality n where ~X = ~Aa � ~Ab (component multiplication) and

B createsa new vector ~Y of cardinality n where ~Y = ~Ba � ~Bb � ~Bc. Now the scalar

product of ~X and ~Y provides the (in)frequency of the itemset.

The completealgorithm to �nd frequent itemsetsis:

1. L1 = f large 1-itemsetsg

2. for (k=2; L k� 1 6= � ; k++) do begin

3. Ck = apriori-gen(L k� 1);

4. for all candidatesc 2 Ck do begin

5. if all the attributes in c are entirely at A or B

6. that party independently calculatesc:count

7. else

8. let A have l of the attributes and B have the remaining m attributes

9. construct ~X on A's sideand ~Y on B's sidewhere ~X =
Q l

i =1
~A i and ~Y =

Q m
i=1

~B i

10. computec:count= ~X � ~Y =
P n

i=1 x i � yi

11. endif

12. L k = L k [ cjc:count � minsup

13. end

14. end

15. Answer = [ kL k

In step 3, the function apriori-gen takes the set of large itemsetsL k� 1 found in

the (k � 1)th passas an argument and generatesthe set of candidate itemsetsCk .

This is done by generating a superset of possiblecandidate itemsets and pruning

this set. [5] discussesthe function in detail.
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Given the counts and frequent itemsets, we can compute all association rules

with support � minsup.

Only the steps1, 3, 10 and 12 require sharing information. Sincethe �nal result

[ kL k is known to both parties, steps1, 3 and 12revealno extra information to either

party. Section4.3 shows how to computestep 10 without revealing information.

3.1.3 Security Analysis

For a completesecurity analysisof the process,we must �rst analyzethe security

of the component scalarproduct protocol, and then analyzethe security of the entire

association rule mining algorithm.

The security of the scalarproduct protocol is basedon the inabilit y of either side

to solve k equations in more than k unknowns. More details are given in Section

4.3.4.

Therefore, the disclosurerisk in this method is basedon the number of data

values that the other party might know from some external source. The scalar

product protocol is usedoncefor every candidate item set. Multiple w-itemsets in

the candidate set may be split as 1, w � 1 on each side. Consider two possible

candidate setsA1; B1; B2; B5 and A1; B2; B3. If A usesnew/di�eren t equationsfor

each candidate set, it imperils the security of A1. However, B can reusethe values

sent the �rst time. The equationssent by B canbe reusedfor the samecombinations

of B i , only a new sum must be sent. This revealsan additional equation, limiting

the number of times B can run the protocol.

3.1.4 Computation and Communication Analysis

The overall computation and communication analysis for the entire association

rule mining algorithm hinges on the computation and communication cost of the

scalar product protocol. The computation cost of the scalar product protocol is

O(n2) arithmetic operations, which is extremely low. There is no communication
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cost for any itemset wholly contained on either side. For every itemset split between

the 2 parties, we engagein the scalarproduct protocol once. As noted earlier, values

that have already beensent can be reused.The entire algorithm extendsthe apriori

algorithm. Essentially we provide a meansof determining if a candidate itemset is

frequent. The communication cost can be expressedin terms of the i/o cost of the

apriori algorithm, in fact a constant multiple of the i/o costof the apriori algorithm.

3.2 Three or More Party Association Rule Mining

An association rule is a simpleprobabilistic statement about the co-occurrenceof

certain events in a database,and is particularly applicableto sparsetransaction data

sets. The generalideaof �nding association rulesoriginated in applicationsinvolving

\mark et-basket data". Thesedata are usually recordedin a databasesuch that each

observation consistsof an actual basket of items (such as grocery items), and the

variablesindicate whether or not a particular item waspurchased.Association rules

were invented as a way to �nd simple patterns in such data in a relatively e�cien t

computational manner.

We now formally de�ne the association rule mining problem for heterogeneous

distribution of data over multiple parties.

3.2.1 Problem De�nition

Let there be k (> 2) parties P1; P2; : : : ; Pk . The databaseis vertically partitioned

between the k parties. The association rule mining problem has already beenfor-

mally stated in Section3.1.1. The goal is to �nd association rulesover the attributes

acrossall of the parties.
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3.2.2 Algorithm

A transactiondatabasecanberepresented in several ways. Oneis to describe it as

a m� n booleanmatrix, wherem represents the number of items/attributes/features

and n represents the number of transactions. A 1 denotesthe presenceof an item

in the transaction, a 0 represents its absence.

A secondrepresentation is the transaction identi�er (TID) list approach. Every

attribute/feature hasa transaction identi�er (TID) list associated with it. This TID-

list contains the identi�ers of transactionsthat contain the attribute. This is a more

compact representation in practice, as most transactions are sparse(contain few

items). It also lends itself well to secureprocessingwith our sizeof set intersection

protocol.

A clearerexplanation of theserepresentations is given by the following example.

Considera databasehaving ten transactionsTI D1; TI D2; : : : ; TI D10, and three at-

tributes A, B , and C. The �gure 3.1 illustrates the boolean matrix view and the

TI D-list view of the database.The �gure alsogivesthe TI D-list of all combinations

of attributes. It is clear that a transaction supports an itemset (set of attributes) if

and only if its TID is present in the TI D-list for all the attributes in the itemset.

To �nd the number of transactions that support a given itemset we needonly �nd

the cardinality of the intersectionset of the TI D-lists of theseattributes.

Sections4.1 and 4.2 present an e�cien t way to compute the cardinality of the

intersection set without disclosing the items in that set. We now show how to

generalizetheseprotocolsfrom a k-itemsetwhereeach party hasoneof the attributes

to generalassociation rules. This generalizationsharesno information other than

through computing the sizeof the set intersections.

We �rst show how this can be generalizedto the casewherea singleparty con-

tributes fewer or more than one attribute to the itemset. A party that has none

of the attributes doesnot participate in the protocol. This reveals that it doesnot

have the attribute, but which attribute is at which site is presumedto be public.
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It is the transactions, and which attributes are in which transaction, that must be

kept private. If a party contributes more than oneattribute, it locally computesthe

intersectionbeforeparticipating in the protocol.

For example,supposewe want to compute if a particular 5-itemset is frequent,

with

� P1 having 2 of the attributes, A11; A13,

� P2 having 2 of the attributes, A22; A23, and

� P3 having the remaining 1 attribute, A31.

P1, P2 and P3 want to know if the itemset l = hA11; A13; A22; A23; A31i is frequent.

P1 locally generatesthe set S1 = S11 \ S13, P2 locally generatesthe set S2 = S22 \ S23

and P3 generatesthe set S3 = S31. jS1 \ S2 \ S3j is the frequencyof the itemset.

The full procedurefor computing frequent itemsets is given in Algorithm 1. In

step 4, the function apriori-gen takes the set of large itemsets L k� 1 found in the

(k � 1)th passasan argument and generatesthe set of candidate itemsetsCk . This

is done by generating a superset of possiblecandidate itemsets and pruning this

set. [5] discussesthe function in detail. Given the counts and frequent itemsets,we

can computeall association rules with support � minsup.

Two-itemsetsposea special problem, as the set intersectionprotocolsonly work

for three or more parties. Assuming we have at least three parties overall, we can

use one as an \un trusted third party" to compute the size of 2-itemsets. This is

analogousto the leaf actions of Protocol 18 (Section 4.2): the two parties exchange

keys,hash their items with both keys,and sendthe hashedsetsto the third party.

The third party reports the sizeof the set if it is greaterthan the threshold. The same

argument as in the proof of Protocol 18 demonstratesthe security of this approach.
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1: L1 = f large 1-itemsetsg

2: for (k = 2;L k� 1 6= ; ; k + +) do

3: L k = ;

4: Ck = apriori-gen(L k� 1);

5: for all candidatesc 2 Ck do

6: if all the attributes in c are entirely at any oneparty Pl then

7: party Pl independently calculatesc:count

8: else

9: let P1 have l1 of the attributes, . . . , Pk have lk attributes (
P k

i=1 l i = jcj)

10: construct S1 on P1's side, . . . , Sk on Pk 's side,

11: whereSi = Si 1 \ : : : \ Sil i ; 1 � i � k

12: computec:count= j \ j =1 ::k Sj j using Protocol 17 or 18

13: end if

14: L k = L k [ cjc:count � minsup

15: end for

16: end for

17: Answer = [ kL k

Algorithm 1: Privacy PreservingAssociation Rule Mining Algorithm
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3.2.3 Proof of Correctness

Candidate itemsetsaregeneratedby a straightforward application of the Apriori-

gen procedure. For the proof of correctnessof that procedurerefer to [6]. As long

as the input to the procedureis correct, the Ck setsare generatedcorrectly.

We show by induction that the L j sets are generatedcorrectly. For the basis

step with j = 1, L 1 is correctly generateddirectly from the data. Assumethat L k� 1

hasbeencorrectly generated.HenceCk is generatedcorrectly from L k� 1. Assuming

that step 12 computesthe count correctly, L k is correctly computed.

The critical step is computing c:count, step 12. The correctnessof Protocols

17 and 18 is given in section 4.1 and section 4.2. Thus, the entire association rule

mining algorithm givescorrect results.

3.2.4 Computation and Communication Analysis

The communication analysiscritically dependson the number of times step 12 is

called. For each call to step 12, we incur the cost of the set intersection algorithm.

If we let r be the maximum sizeof a frequent itemset (i.e., no frequent r + 1-itemsets

are found), and let Ci ; (i = 1: : : r ) represent the number of candidate itemsets at

each round, the total communication using Protocol 18 is:

P r
i =1 Ci � (3k � 4) messages

P r
i =1 Ci � 2(k � 1) � (m � hashed item size+ k log2(k) � hashkey size) bits

Surprisingly, a much more e�cien t association rule mining can be constructed

usingProtocol 17. The goalof association rule mining is to �nd all frequent itemsets.

If we useProtocol 17 to immediately �nd the sizeof j \ i =1 ::k Sk j, each party alsohas

enoughinformation to �nd the intersectionsizes,or support, of all smaller itemsets

that do not include its own items. The \
a w" in Protocol 17 becomesa bene�t.

Each party compute all frequent itemsetsbasedon the hashedsetsreceived in the

initial intersection stage. If any of the frequent itemsets involve its neighbor's set,

the corresponding hashedsetsare forwarded to its neighbor. This gives every site
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complete information, but still prevents probing. The new association rule mining

algorithm can be de�ned as follows:

Call Protocol 17, with each attribute treated as a di�erent site (even if both are

at the samesite.)

Perform local association rule mining on the TSj to determine frequent itemsets

not involving onesown attributes

if Any frequent itemsetsinvolve onesleft or right neighbor then

Sendthe support of thoseitemsetsto the neighbor

end if

Sincethe only action carried out involvescalling the set intersectionprotocol, the

security analysisof this algorithm is completely reducible to the security of the set

intersectionprotocol. The onecaveat is that each site learnsthe support of itemsets

in which it doesnot participate, even if they are below the support threshold. This

is lesssecurethan Algorithm 1, but still doesnot reveal individual itemsetsor allow

probing.

Sinceonly one call to the set intersection algorithm takes place, the communi-

cation analysis is straightforward. Note that all the attributes that are frequent

1-itemsetsare sent for intersection. No local intersection is carried out. The com-

munication cost is therefore
k � (2k � 2) = O(k2) messages

K � (2K � 2) � m � encrypted item size= O(K 2m) bits

k rounds
whereK is the number of frequent attributes rather than the number of sites.

It is important to note that this communication cost is dependent entirely upon

the number of attributes, rather, a constant times the size of the database. It

is independent of the number of iterations of the Apriori [5] algorithm. This is

likely to lead to hugecost savings in extremely high dimensional,high transactional

databases.
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The computational complexity canbeeasilyde�ned in termsof the computational

complexity of the underlying sizeof set intersectionalgorithm. Since,the sizeof set

intersectionalgorithm is only calledonce,the overheadin computational complexity

beyond that of Apriori is exactly the costof a singleinvocation of the set intersection

algorithm. This cost can be found in section4.1.3and section4.2.3.

3.2.5 Security Analysis

Only steps1, 12 and 14 require exchanging information. Sincethe �nal result

[ kL k is known to both parties, steps 1 and 14 reveal no additional information.

In Sections4.1 and 4.2, we show how to compute step 12 revealing only limited

information.

Theorem 3.2.1 Algorithm 1 privately computesthe association rules presentin the

databasewithout revealing any information other than the support of all the possible

itemsets.

Pr oof. We use the basic idea of proof by simulation described in Section 2.3.

The key idea is to show that everything seenin the protocol can be simulated by

knowing just the input and the output. The security of the protocol is basedupon

the security of steps1, 12 and 14. The �nal result [ kL k is known to both parties,

so steps1 and 14 can be simulated directly from the result.

Step 12 consistsof an invocation of a protocol to compute the sizeof set inter-

section(Protocol 17 or 18). The security discussionof thoseprotocolscan be found

in Sections4.1.4and 4.2.4. By appropriately setting the parameterr to minsupport

causesthe protocol to abort if the itemset is not supported, so we only learn the

support of supported itemsets. Apart from giving the �nal count, Protocols17 and

18 also reveal the sizesof some(or all) subsetsof the itemset being tested (further

details can be found in Sections4.1.4and 4.2.4). However, a candidatek-itemset is

only generatedif all its subsetsarefrequent. The result [ kL k of Algorithm 1 includes

all frequent subsets.If we also include the support of the supported itemsetsin the
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result, as is commonly done in association rule mining, the size of these frequent

subsetsis also known. These sizescan be provided as input to the simulator to

prove the security of Protocols17 and 18.

Now, we use the composition theorem 2.3.1 to prove the overall security of the

algorithm. Treating Protocols17 and 18 asf , sincetheir security is proven, we show

that the association rule computation, g, is computedprivately.

This demonstratesthat the association rule mining algorithm (Algorithm 1) is

fully secureunder the SecureMultipart y Computation de�nitions.

3.3 k-meansClustering

Cluster Analysis is the problem of decomposing or partitioning a (usually mul-

tivariate) data set into groups so that the points in one group are similar to each

other and are asdi�erent aspossiblefrom the points in other groups[44]. There are

many situations whereclustering can lead to the discovery of important knowledge

but privacy/security reasonsrestrict the sharing of data.

Imagine the following scenario.A law enforcement agencywants to cluster indi-

viduals basedon their �nancial transactions,and study the di�erences betweenthe

clustersand known moneylaunderingoperations. Knowing the di�erencesand simi-

larities betweennormal individuals and known moneylaundererswould enablebetter

direction of investigations. Currently, an individual's �nancial transactionsmay be

divided between banks, credit card companies,tax collection agencies,etc. Each

of these (presumably) has e�ective controls governing releaseof the information.

Thesecontrols are not perfect, but violating them (either technologically or through

insider misuse) reveals only a subsetof an individual's �nancial records. The law

enforcement agencycould promiseto provide e�ective controls, but now overcoming

them gives accessto an individual's entire �nancial history. This raisesjusti�able

concernsamongprivacy advocates. What is required is a privacy preservingway of

doing clustering.
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Wefocuson k-meansclustering[29,38]which is a simpletechniqueto group items

into k clusters. k-meansclusteringis an iterativ ealgorithm, which starts o� with ran-

dom clustercenters. A singleiteration assignsall objects to the closestclustersbased

on their distancesfrom the cluster meansand then recomputesthe cluster means.

Iterations are repeateduntil the algorithm convergesto a set of stable clusters. The

basick-meansclustering algorithm is given below:

Initialize the k means� 1 : : : � k to 0.

Arbitrarily selectk starting points � 0
1 : : : � 0

k

rep eat

Assign � 0
1 : : : � 0

k to � 1 : : : � k respectively

for all points i do

Assignpoint i to cluster j if distanced(i; � j ) is the minimum over all j .

end for

Calculate new means� 0
1 : : : � 0

k .

until the di�erence between� 1 : : : � k and � 0
1 : : : � 0

k is acceptablylow.

The resultscomein two forms: Assignment of entities to clusters,and the cluster

centers themselves. We assumethat the cluster centers � i are semiprivate infor-

mation, i.e., each site can learn only the components of � that correspond to the

attributes it holds. Thus,all information about a site'sattributes (not just individual

values) is kept private; if sharing the � is desired,an evaluation of privacy/secrecy

concernscan be performedafter the valuesare known.

At �rst glance,this might appear simple { each site can simply run the k-means

algorithm on its own data. This would preserve completeprivacy. Figure 3.2 shows

why this will not work. Assumewe want to perform 2-meansclustering on the data

in the �gure. From y's point of view (looking solely at the vertical axis), it appears

that there aretwo clusterscentered at about 2 and 5.5. However in two dimensionsit

is clear that the di�erence in the horizontal axis dominates. The clustersareactually

\left" and \righ t", with both having a mean in the y dimension of about 3. The

problem is exacerbatedby higher dimensionality.
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Figure 3.2. Two dimensionalproblem that cannot be decomposed
into two one-dimensionalproblems

3.3.1 Basic Approach

Given a mapping of points to clusters, each site can independently compute

the components of � i corresponding to its attributes. Assigning points to clusters,

speci�cally computing which clustergivesthe minimum d(i; � j ), requirescooperation

betweenthe sites. We show how to privately compute this in Section3.3.2. Brie
y ,

the idea is that site A generatesa (di�eren t) vector (of length k) for every site

(including itself) such that the vector sum of all the site vectors is ~0. Each site

adds its local di�erences jpoint � � i j to its vector. At the sametime, the vector is

permuted in an order known only to A. Each site (except a single holdout) sends

their permuted vector to site B . Site B sumsthe received vectors, then the holdout

site and B perform a seriesof secureadditions and comparisonsto �nd the minimum
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i without learning distances.B now asksA the real index corresponding to i , giving

the proper cluster for the point.

The secondproblem is knowing when to quit, i.e., when the di�erence between

� and � 0 is small enough;we show how to privately compute this in Algorithm 3.

This makesuseof securesum and securecomparison,described on Page36.

3.3.2 Algorithm

First, we formally de�ne the problem. Let r be the number of parties, each

having di�erent attributes for the same set of entities. n is the number of the

common entities. The parties wish to cluster their joint data using the k-means

algorithm. Let k be the number of clustersrequired.

The �nal result of the k-meansclustering algorithm is the value/position of the

meansof the k clusters, with each side only knowing the meanscorresponding to

their own attributes, and the �nal assignment of entities to clusters. Let each cluster

meanbe represented as � i ; i = 1; : : : ; k. Let � ij represent the projection of the mean

of cluster i on party j . Thus, the �nal result for party j is

� the �nal value/position of � ij ; i = 1: : : k

� cluster assignments: clust i for all points (i = 1; : : : ; n)

The k-meansalgorithm also requiresan initial assignment (approximation) for

the values/positionsof the k means.This is an important issue,asthe choiceof initial

points determinesthe �nal solution. Research has led to mechanismsproducing a

good initial assignment [15]. Their technique usesclassick-meansclustering done

over multiple subsamplesof the data, followed by clustering the results to get the

initial points. For simplicity, we assumethat the k meansare selectedarbitrarily .

Sincethe underlying operations in [15] involve k-meansclustering, it is possibleto

extend our algorithm to search for and start o� with good initial means.

Thus, for i = 1: : : k, every party selectsits share � 0
ij of any given mean. This

value is local to each party and is unknown to the other parties.
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The basic algorithm directly follows the standard k-meansalgorithm. The ap-

proximations to the true meansare iterativ ely re�ned until the improvement in one

iteration is below a threshold. At each iteration, every point is assignedto the proper

cluster, i.e., we securely�nd the cluster with the minimum distancefor each point

(this is described in Section3.3.2.) Oncethesemappingsare known, the local com-

ponents of each cluster mean can be computed locally. We then use Algorithm 3

(checkThr eshold) to test termination: was the improvement to the mean approxi-

mation in that iteration below a threshold? This is shown formally in Algorithm 2.

The checkThr eshold algorithm (Algorithm 3) is straightforward, except that

to maintain security (and practicality) all arithmetic must be modn. This results

in a non-obvious threshold evaluation at the end, consistingof a secureaddition /

comparison.Intervals arecomparedrather than the actual numbers. SinceTh < n=2

and the domain of � D < n=2, if the result of m � Th0 is positive, it will be lessthan

n=2, and if it is negative, due to the modulo operation, it will be greater than n=2.

Thus, m � Th0 > Th0 � m(modn) if and only if m < Th0, and the correct result is

returned.

SecurelyFinding the ClosestCluster

This algorithm is usedasa subroutine in the k-meansclusteringalgorithm to pri-

vately �nd the cluster which is closestto the given point, i.e., which cluster should

a point be assignedto. Thus, the algorithm is invoked for every single data point

in each iteration. Each party has as its input the component of the distancecorre-

sponding to each of the k clusters. This is equivalent to having a matrix of distances

of dimensionk � r . For commondistancemetrics; such as Euclidean, Manhattan,

or any other Minkowski; this translates to �nding the cluster wherethe sum of the

local distancesis the minimum amongall the clusters.
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Require: r parties, k clusters,n points.

1: for all sites j = 1: : : r do

2: for all clustersi = 1: : : k do

3: initialize � 0
ij arbitrarily

4: end for

5: end for

6: rep eat

7: for all j = 1: : : r do

8: for i = 1: : : k do

9: � ij  � 0
ij

10: Cluster[i ] = ;

11: end for

12: end for

13: for g = 1: : : n do

14: for all j = 1: : : r do

15: f Compute the distancevector ~X j (to each cluster) for point g.g

16: for i = 1: : : k do

17: x ij = jdatagj � D � ij j

18: end for

19: end for

20: Each site puts g into Cluster[closest cluster] f closest cluster is Algorithm

4g

21: end for

22: for all j = 1: : : r do

23: for i = 1: : : k do

24: � 0
ij  meanof j 's attributes for points in Cluster[i ]

25: end for

26: end for

27: until checkThr eshold f Algorithm 3g

Algorithm 2: Privacy Preservingk-meansclustering
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Require: Th is a threshold for termination, Random number generatorrand pro-

ducesvalues uniformly distributed over 0::n � 1 spanning (at least) twice the

domain of the distancefunction � D .

1: for all j = 1: : : r do

2: dj  0

3: for i = 1: : : k do

4: dj  dj + j� 0
ij � D � ij j

5: end for

6: end for

7: f Securelycompute if
P

dj � Th.g

8: At P1: m = rand()

9: for j=1 . . . r-1 do

10: Pi sendsm + dj (mod n) to Pj +1

11: end for

12: At Pr : m = m + dr

13: At P1: Th0 = Th + r

14: P1 and Pr return secure add and compare(m � Th0 (mod n) > Th0 � m

(mod n)) f Securecomparisonis described on Page36.g

Algorithm 3: checkThreshold: Find out if the newmeansare su�cien tly closeto old

means
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The problem is formally de�ned as follows. Consider r parties P1; : : : ; Pr , each

with their own k-element vector ~X i :

P1 has ~X 1 =

2

6
6
6
6
6
6
6
6
4

x11

x21

...

xk1

3

7
7
7
7
7
7
7
7
5

; P2 has

2

6
6
6
6
6
6
6
6
4

x12

x22

...

xk2

3

7
7
7
7
7
7
7
7
5

; : : : ; Pr has

2

6
6
6
6
6
6
6
6
4

x1r

x2r

...

xkr

3

7
7
7
7
7
7
7
7
5

:

The goal is to compute the index l that represents the row with the minimum sum.

Formally, �nd

argmin
i =1 ::k

(
X

j =1 ::r

x ij )

For use in k-meansclustering, x ij = j� ij � point j j, or site Pj 's component of the

distancebetweena point and the cluster i with mean� i .

The security of the algorithm is basedon three key ideas.

1. Disguisethe site components of the distancewith random valuesthat cancel

out when combined.

2. Comparedistancesso only the comparisonresult is learned; no party knows

the distancesbeing compared.

3. Permute the order of clustersso the real meaningof the comparisonresults is

unknown.

The algorithm also requiresthree non-colluding sites. Theseparties may be among

the parties holding data, but could be external as well. They needonly know the

number of sites r and the number of clustersk. Assumingthey do not collude with

each other, they learn nothing from the algorithm. For simplicity of presentation, we

will assumethe non-colludingsitesareP1, P2, and Pr amongthe data holders. Using

external sites, instead of participating sites P1, P2 and Pr , to be the non-colluding

sites, is trivial.

The algorithm proceedsas follows. Site P1 generatesa length k random vector

~Vi for each site i , such that
P r

i =1
~Vi = ~0. P1 also choosesa permutation � of 1::k.
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P1 then engageseach site Pi in the permutation algorithm [27] (seeSectionA.1.1)

to generatethe sum of the vector ~Vi and Pi 's distances ~X i . The resulting vector is

known only to Pi , and is permuted by � known only to P1, i.e., Pi has � ( ~Vi + ~X i ),

but doesnot know � or ~Vi . P1 and P3 : : : Pr � 1 sendtheir vectors to Pr .

Sites P2 and Pr now engagein a seriesof secureaddition / comparisonsto �nd

the (permuted) index of the minimum distance. Speci�cally, they want to �nd if
P r

i =1 x l i + vl i <
P r

i =1 xmi + vmi . Since 8l;
P r

i =1 vl i = 0, the result is
P r

i =1 x l i <
P r

i =1 xmi , showing which cluster(l or m) is closestto the point. Pr hasall components

of the sum except ~X 2 + ~V2. For each comparison,we usea securecircuit evaluation

(seePage36) that calculatesa2 + ar < b2 + br , without disclosinganything but the

comparisonresult. After k � 1 such comparisons,keepingthe minimum each time,

the minimum cluster is known.

P2 and Pr now know the minimum cluster in the permutation � . They do not

know the real cluster it correspondsto (or the cluster that correspondsto any of the

others items in the comparisons.) For this, they send the minimum i back to site

P1. P1 broadcaststhe result � � 1(i ), the proper cluster for the point.

The full algorithm is given in Algorithm 4. Several optimizations are possible,

we discussthesewhen analyzing the complexity of the algorithm in Section3.3.5.

SectionA.1.1 describes the permutation algorithm. We now describe the secure

addition comparison,which builds a circuit that hastwo inputs from each party, sums

the �rst input of both parties and the secondinput of both parties, and returns the

result of comparing the two sums. This (simple) circuit is evaluated securelyusing

the generic algorithm described on Page 36. We then prove the security of the

method. A graphical depiction of stages1 and 2 is given in Figures3.3 and 3.4.

SecureComparison

We simply usethe genericcircuit basedevaluation approach for the addition and

comparisonfunction. The function is �rst represented asa combinatorial circuit, and
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Require: r parties, each with a length k vector ~X of distances. Three of these

parties (trusted not to collude) are labeledP1, P2, and Pr .

1: f Stage1: BetweenP1 and all other partiesg

2: P1 generatesr random vectors ~Vi summing to ~0 (seeAlgorithm 5).

3: P1 generatesa random permutation � over k elements

4: for all i = 2: : : r do

5: ~Ti (at Pi ) = add and permute( ~Vi ; � (at P1); ~X i (at Pi )) f This is the permuta-

tion algorithm described in SectionA.1.1g

6: end for

7: P1 computes ~T1 = � ( ~X 1 + ~V1)

8:

9: f Stage2: Betweenall but P2 and Pr g

10: for all i = 1; 3: : : r � 1 do

11: Pi sends~Ti to Pr

12: end for

13: Pr computes~Y = ~T1 +
P r

i =3
~Ti

14:

15: f Stage3: Involvesonly P2 and Pr g

16: minimal  1

17: for j=2..k do

18: if secure add and compare(Yj + T2j < Yminimal + T2minimal ) then

19: minimal  j

20: end if

21: end for

22:

23: f Stage4: BetweenPr (or P2) and P1g

24: Party Pr sendsminimal to P1

25: P1 broadcaststhe result � � 1(minimal )

Algorithm 4: closest cluster: Find minimum distancecluster
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Require: Random number generatorrand producing valuesuniformly distributed

over 0::n � 1 spanning(at least) the domain of the distancefunction � D .

Ensure: The sum of the resulting vectors is ~0.

1: for all i = 1 . . . k do

2: PartSumi  0

3: for j = 2 . . . r do

4: Vij  r and()

5: PartSumi  PartSumi + Vij (mod n)

6: end for

7: Vi 1  � PartSumi (mod n)

8: end for

Algorithm 5: genRandom:Generatesa (somewhat)random matrix Vk� r

r r(E (X  + R  ))p

E (X ), Er r r
Ri , p

r

P2

Pr

P1

X 2

X r

E (X ), E2 2 2

2 2 2(E (X  + R  ))p

Figure 3.3. Closestcluster { stage1
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then the parties run a short protocol for every gate in the circuit. Every participant

gets (randomly selected)sharesof the input wires and the output wires for every

gate. Sincedetermining which sharegoesto which party is donerandomly, a party's

own share tells it nothing. Upon completion, the parties exchange their shares,

enablingeach to compute the �nal result.

While impractical for large inputs and many parties, for a limited number of

simple two-party operations, such as the secure add and compare function usedin

Algorithms 3 and 4, the complexity is reasonable.For two parties, the messagecost

is O(cir cuit size), and the number of rounds is constant. We can add and compare

numbers with O(m = log(number of entities )) bits using an O(m) sizecircuit.

3.3.3 Security Discussion

Closest Cluster Computation Algorithm 4 returns the index of the closest

cluster (i.e., the row with the minimum row sum). To prove this algorithm is privacy

preserving,we must show that each party canconstruct a polynomial time simulator

for the view that it sees,given only its own input and this closestcluster index.

Theorem 3.3.1 Algorithm 4 privately computesthe index of the row with the min-

imum row sum, revealing only this result assumingparties do not collude to expose

other information.

Pr oof. The simulator is constructedin stages,corresponding to the stagesof the

algorithm.

Stage 1: The only communication occurring in this stageoccurs in the r � 1

calls to the Permutation Algorithm. Thus, we simply needto apply the composition

theorem stated in Theorem 2.3.1, with g being the closestcluster computation al-

gorithm and f being the permutation algorithm. What remainsis to show that we

can simulate the result Ti . The simulator for P1 is exactly the algorithm usedby P1,

without sendingany data. For the remaining sites, since the vi are unknown and
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chosenfrom a uniform distribution on (0::n � 1), vi + x i will also form a uniform

distribution on (0::n � 1). Each Pi ; i = 2: : : r can simulate the vector ~Ti by selecting

valuesrandomly from a uniform distribution on (0::n � 1). This is indistinguishable

from what it seesin the algorithm.

Stage 2: All the partiesother than P2 andPr sendtheir permuted result vectors

to the receiver. Sinceonly Pr seesnew information, we needonly concernourselves

with simulating what it sees.The received vectors can be simulated by Pr exactly

as they were simulated by the Pi in Stage1. The vector ~Y is equal to the actual

distancesminus ~T2. However, since ~T2 consistsof valuesuniformly distributed over

(0::n � 1), ~Y is e�ectively distances� v, and is thus alsouniformly distributed over

(0::n � 1). However, we cannot simulate it by generatingrandom values,aswe must

preserve the relationship ~Y = ~T1 +
P r

j =3 Tj (mod n). Fortunately, the sum of the

simulator-generated ~Ti will give a vector ~Y that both meets this constraint and is

uniformly distributed over (0::n � 1), giving a view that is indistinguishablefrom the

real algorithm.

Stage 3: Here P2 and Pr engagein a seriesof comparisons.Again, we usethe

composition theorem. Each comparisonis secure,sowe needonly show that we can

simulate the sequenceof comparisonresults.

The simulator uniformly choosesa random ordering of the k clusters from the

k! possibleorderings. We regard this as the distance-wiseordering of the clusters

relative to the point. This ordering is usedto choosethe appropriate result, � or

> , for each comparison. E�ectiv ely, the simulator runs steps17-21,but makes the

comparisonslocally basedon the random ordering. The probability of any given

ordering is 1=k!, the sameasthe probability of any given ordering achieved after the

permutation � in the actual view. Therefore, the probability of any given sequence

of comparisonresults is the sameunder the ordering as under the view seenin the

actual algorithm.
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Note that all of the possible2(k� 1) sequencesare not equally likely, e.g., the

sequenceof all > s corresponds to only one ordering, while the sequenceof all � s

corresponds to (k � 1)! orderings. However, selectingrandom total orderings gen-

eratessequencesmatching the (non-uniform) probability distribution of the actual

sequencesof comparisons.

Stage 4: Pr (or P2) sendsthe index i to P1. Since the true index i t is the

�nal result known to all the parties, and P1 decidesupon the permutation � , the

simulator generates� (i t ) = i as the messageit receives.

The �nal result i t is sent to all parties. Sincethis is the �nal result, obviously all

the parties can simulate it.

Sincethis simulator is alsolinear in the sizeof the input, and we have proven the

permutation algorithm to be secure,application of the composition theorem proves

that Algorithm 4 preservesprivacy.

Stopping Criterion Beforeanalyzing the security of the entire k-meansalgo-

rithm, we prove the security of the threshold checking Algorithm 3.

Theorem 3.3.2 Algorithm 3 determinesif
P

j� 0
ij � D � ij j < Thj, revealing nothing

except the truth of this statement.

Pr oof. Steps10 and 14 are the only stepsof Algorithm 3 requiring communica-

tion, sothe simulator runs the algorithm to this point. In step10,party P1 �rst sends

m + d1 (mod n) wherem is the random number known to P1. Each of the parties

Pj ; j = 2: : : r receive a messagem +
P i

j =1 dj from their left neighbor. Sincem is

chosenfrom a uniform distribution on (0 : : : n � 1), and all arithmetic is mod n, this

sumforms a uniform distribution on (0 : : : n � 1) and canbe simulated by generating

a random number over that distribution:

Pr
h
VI EW Algorithm 3 Step 10

j = x
i

= Pr

2

4m +
jX

i =1

di = x

3

5
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= Pr

2

4m = x �
jX

i =1

di

3

5

=
1
n

= Pr [Simul ator j = x]

The secure add and compare algorithm gives only the �nal result: m � Th0

(mod n) > Th0� m (mod n) =
P r

j =1 dj � Th. Step 14 is easilysimulated knowing

that result.

This simulator runs in the O(k) time required by the Algorithm, and is thus

polynomial. Applying the composition theorem with Algorithm 3 as f and taking

g to be the secure add and compare algorithm, along with the other facts given

above, provesthat Algorithm 3 is secure.

Overall k-means algorithm We now analyze the security of the entire k-

meansalgorithm. In every iteration, the following things are revealedto the parties:

� Each party's local shareof the k cluster means.

� The cluster assignment for every point.

Thesevaluesare the desiredresult of the �nal iteration. Sinceit is impossibleto

know in advancethe number of iterations required to halt, the number of iterations

needsto be acceptedas part of the �nal output. The results from the intermediate

iterations may be usedto infer information beyond this result. For example,if the

clustercenters for site j do not changebetweeniterations, and a point movesbetween

two clusters,site j knowsthat thosetwo clustersareboth relatively closeto the point

acrossthe sum of the other sites. However, since the location of the point in the

other dimensionsis not known, this information is of little use. In any iteration the

�nal assignment of points to clustersis the samefor every party. If this intermediate

assignment should not be revealed, either a genuine third party will be required

or else the algorithm will be quite ine�cien t. Allowing the intermediate results

to be acceptedas part of overall results allows an e�cien t algorithm with provable
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security properties. Forbidding knowledgeof intermediateresultswould prevent each

site from computing the next iteration locally, making the entire computation much

more expensive.

Wethereforestate the provenoverall security propertiesin the following theorem.

Theorem 3.3.3 Algorithm 2 is a private algorithm computing the k clustersof the

combined dataset, revealing at most the point assignmentto clustersat eachiteration

and the number of iterations required to converge.

Pr oof. All of the communication in Algorithm 2 all occurs in the calls to Algo-

rithms 4 and 3. The results of Algorithm 4 are point assignments to clusters, and

can be simulated from the known result for that iteration. The results of Algorithm

3 are easily simulated; for all but the �nal iteration it returns false, in the �nal

iteration it returns true. Applying the composition theorem shows that within the

de�ned boundsthe k-meansalgorithm is secure.

3.3.4 Handling Collusion

Parties P1, and Pr have more information than the others during the execution

of the above algorithm. Speci�cally, P1 knows

1. the permutation � , and

2. the valuesof the random splits (i.e., the random matrix Vk� r ).

Pr learns

1. the permuted result vectorsof the permutation algorithm ( ~Ti ) for all the parties

other than P2, and

2. the comparisonresults.

(Note that P2 also learns the comparisonresults.) While we have proven that this

information is meaninglessin isolation, collusionbetweenP1 and Pr providesenough
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information to derive the distancesbetweeneach point and each party's means. It

is necessaryto carefully selectthesetwo parties so that all parties are con�dent the

two will not collude.

The assumptionof non-collusionis often implicitly made in the real world. For

example, take the caseof lawyers for parties on opposite sidesin court. While no

technical meansprevent collusion,safeguardsexist in the form of severepunishments

for breaking this rule aswell asthe businesspenalty of lost reputation. Similar legal

and reputation safeguardscould be enforcedfor privacy-preservingdata mining. In

addition, if therewerenot at leasttwo partieswho did not want to shareinformation,

there would be no needfor a securealgorithm. Sincecollusion betweenP1 and Pr

reveals P1's information to Pr , P1 would be unlikely to collude simply out of self-

interest.

However, technical solutions are more satisfying. Let p, 1 � p � r � 1, be a

user de�ned anti-collusion security parameter. We present a modi�cation of the

algorithm that guarantees that at least p + 1 parties need to collude to disclose

additional information. The problem is in Algorithm 4. The key idea is that stage1

is run p times, each time selectinga new party to act as P1. Thus, the permutation

� and the random matrix Vk� r is di�erent for every run, however the row sum of

each V matrix is~0, sothe total sum is still the actual distance. In stage4, to get the

true index from the permuted index, the p parties apply their inversepermutations

in order. Thus, the true index is � � 1
1 (� � 1

2 (: : : (� � 1
p (i0)) : : :)).

3.3.5 Communication Analysis

We give a bottom-up analysisof the communication cost of one iteration of the

algorithm. The total cost is dependent on the number of iterations required to

converge,which is dependent on the data. Assumer parties, n data elements, and

that encrypted distancescan be represented in m bits.
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The permutation algorithm requires only two rounds of communication. For

length-n vectors, the total bit cost is 2n � m + public key size = O(n) bits.

The secure add and compare algorithm is a two party protocol, implemented us-

ing securecircuit evaluation. There are several generaltechniquesfor implementing

circuit evaluation that optimize di�erent parameterssuch ascomputation cost, com-

munication cost (number of roundsor total number of bits), etc. The basictool used,

oneout of two oblivious transfer, can alsobe implemented in several ways. Methods

exist that require a constant number of rounds of communication (by parallelizing

the oblivious transfers) with bit communication cost linear in the number of gates

in the circuit. An excellent survey is given in [36]. The secure add and compare

algorithm requirestwo addition circuits and onecomparisoncircuit, all of m = logn

bits (where n is basedon the resolution of the distance). For both addition and

comparisonthe number of gatesrequired is linear in m. Thereforethis step requires

constant rounds and O(m) bits of communication.

In Algorithm 4, closest cluster, there are several placeswhere communication

occurs. Steps 4 � 5 make r � 1 calls to the permutation algorithm with size k

vectors. Steps10� 11 require r � 2 rounds of communication and (r � 2) � k � m

bits. Steps17� 18 usek � 1 calls to the secure add and compare algorithm. Steps

24� 25 require two rounds and O(r logk) bit cost. Thus the total cost is 2(r � 1) +

r � 2+ (k � 1) � const � 3r + const� k = O(r + k) rounds and 2k � m � (r � 1) + k �

m � (r � 2) + (k � 1) � const � (logn) � 3 � m � kr + kclogn = O(kr ) bits.

The collusion resistant variant of Section3.3.4multiplies the cost of steps4 � 5

and step 24 by a factor of p. This givesO(pr + k) rounds and O(pkr ) bits.

We now give a communication analysisof Algorithm 3. Step 10 involves r � 1

rounds of communication, with bit cost (r � 1) � m. Step 14 makes one call to

secure add and compare, for constant rounds and O(m) bits. Thus, the total cost

is O(r ) rounds and O(rm) bits.

Finally, we cometo the analysisof the entire algorithm. We do not count any

setup neededto decidethe ordering or role of the parties. One iteration of the k-
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meansalgorithm requiresonecall to the closestcluster computation for every, point

and onecall to the checkThr eshold algorithm. Sinceall points can be processedin

parallel, the total number of rounds required is O(r + k). The bit communication

cost is O(nr k).

Optimizations The cost of securecomparisonsin Stage3 of Algorithm 4 can be

eliminated with a security compromisethat would often be innocuous. First, the

random vector generatedin step 2 is generatedso the rows sum to randomly chosen

r insteadof 0. In Stage2, all the parties (including P2) sendtheir permuted vectors

to Pr . Now Pr can independently �nd the index of the row with the minimum row

sum. Thus, the communication cost is 2(r � 1) + r � 1+ 2 � 3r = O(r ) rounds and

2k � m � (r � 1) + k � m � (r � 1) + 2(logk) � 3krm bits.

The problem with this approach is that Pr learnsthe relative distanceof a point

to each cluster, i.e., it learnsthat p is 15units farther from the secondnearestcluster

than from the cluster it belongsto. It doesnot know which cluster the secondnearest

is. E�ectiv ely it gets k equations(one for each cluster) in k + 1 unknowns. (The

unknowns are the location of the point, the location of all clusters but the one it

belongsin, and the distanceto the closestcluster center.) Sincethe permutation of

clusters is di�erent for each point, as is the random R, combining information from

multiples points still does not enablesolving to �nd the exact location of a point

or cluster. However, probabilistic estimateson the locations of points/clusters are

possible. If the parties are willing to acceptthis lossof security in exchangefor the

communication e�ciency , they can easily do so.

Let us now compare our communication cost with that of the general circuit

evaluation method. For one iteration of the algorithm a circuit evaluation would

be required for each point to evaluate the cluster to which the point is assigned.

Even with an optimized circuit the closest cluster computation requires at least

r � 1 addition blocks for each cluster, i.e., approx. kr addition circuits, and k � 1

comparisonblocks. Theseblocks are all of width at least m bits. The best known
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general method still requires at least r 2 bits of communication for every circuit.

Thus, a lower bound on the amount of bits transferred is O(kmr 3) bits.

A simple upper bound on non-securedistributed k-meansis obtained by having

every party sendits data to onesite. This givesO(n) bits in one round. Privacy is

adding a factor of O(r + k) rounds and O(r k) bit communication cost. While this

tradeo� may seemexpensive, if the alternative is not to perform data mining at all,

it seemsquite reasonable.

Clustering in the presenceof di�ering scales,variabilit y, correlation and/or out-

liers can lead to unintuitiv e results if an inappropriate spaceis used. Research has

developed robust spacetransformations that permit good clustering in the face of

such problems [55]. Such estimators need to be calculated over the entire data.

An important extensionto our work would be to allow privacy preservingcompu-

tation of such estimators, giving higher con�dence in clustering results. Similarly,

extending this work to the more robust EM -clustering algorithm [25,61] under the

heterogeneousdatabasemodel is a promising future direction. Another problem is

to �nd the set of commonentities without revealing the identit y of entities that are

not commonto all parties.

3.4 Na•�ve BayesClassi�cation

Privacy-preservingclassi�cation on vertically partitioned data has many real-

world applications. For example,assumea medicalresearch study wants to compare

medical outcomesbasedon techniques in pharmaceutical manufacturing processes

(e.g., to answer the question \are genericdrugs really as e�ective as brand-name",

and more important, what manufacturing processesproducethe best results?) The

insurancecompaniescan't discloseindividual patient data without permission[45],

and completemanufacturing processesare trade secrets(although individual tech-

niquesmay becommonlyknown.) Similar constraints arisein many applications;Eu-

ropeanCommunity legal restrictions apply to disclosureof any individual data [30].
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Na•�ve Bayes is a simple but highly e�ective classi�er. This combination of sim-

plicit y and e�ectivenesshas lead to its use as a baselinestandard by which other

classi�ers are measured. With various enhancements it is highly e�ective, and re-

ceivespractical usein many applications (e.g., text classi�cation [63]).

3.4.1 Na•�ve BayesClassi�er

method. The following description of a Na•�ve Bayes classi�er is basedon the

discussionin Mitchell [63]. The Na•�ve Bayesclassi�er appliesto learning taskswhere

each instance x is described by a conjunction of attribute values and the target

function f (x) cantakeon any valuefrom some�nite setV. A setof training examples

of the target function is provided, and a new instanceis presented, described by the

tuple of attribute values< a1; a2; : : : ; an > . The learneris asked to predict the target

value, or classi�cation, for this new instance.

The Bayesianapproach to classifyingthe newinstanceis to assignthe most prob-

able target value, vM AP , given the attribute values< a1; a2; : : : ; an > that describe

the instance.

vM AP = argmax
vj 2 V

(P(vj ja1; a2; : : : ; an )) (3.1)

Using Bayestheorem,

vM AP = argmax
vj 2 V

 
P(a1; a2; : : : ; an jvj )P(vj )

P(a1; a2; : : : ; an )

!

= argmax
vj 2 V

(P(a1; a2; : : : ; an jvj )P(vj )) (3.2)

The Na•�ve Bayes classi�er makes the further simplifying assumption that the

attribute valuesare conditionally independent given the target value. Therefore,

vN B = argmax
vj 2 V

 

P(vj )
Y

i

P(ai jvj )

!

(3.3)

wherevN B denotesthe target value output by the Na•�ve Bayesclassi�er.

The conditional probabilities P(ai jvj ) need to be estimated from the training

set. The prior probabilities P(vj ) alsoneedto be �xed in somefashion(typically by
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simply counting the frequenciesfrom the training set). The probabilities for di�ering

hypothesescan be computedby normalizing the valuesreceived for each hypothesis.

Probabilities are computeddi�erently for nominal and numeric attributes.

Nominal Attributes

For a nominal attribute X with r possibleattributes valuesx1; : : : ; xr , the proba-

bilit y P(X = xk jvj ) = n j

n wheren is the total number of training examplesfor which

V = vj , and nj is the number of thosetraining examplesthat alsohave X = xk .

Numeric Attributes

In the simplest case, numeric attributes are assumedto have a \normal" or

\Gaussian" probability distribution. The probability density function for a normal

distribution with mean� and variance� 2 is given by

f (x) =
1

p
2� �

e� ( x � � ) 2

2� 2 (3.4)

The mean� and variance� 2 arecalculatedfor each classand each numeric attribute

from the training set. Now the required probability that the instanceis of the class

vj , P(X = x0jvj ), can be estimatedby substituting x = x0 in equation 3.4.

3.4.2 Model Issues{ Splitting of Model Parameters

Sincedi�erent siteshold di�erent attributes, oneissueof particular interest with

classi�cation is the location and security properties of the classattribute. We can

divide this into two possibilities:

� All the parties hold the (common/public) classattribute, or

� Only a subsetof the parties have the (secret) classattribute.

The �rst caseis the simplest, assumingthat the classattribute of the training data

is known to all parties. In somecasesthis is reasonable{ e.g., manufacturers of
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subcomponents collaborating to determineexpected failure rates of fully assembled

systemsbasedon attributes of the subcomponents. In this case,it is easyto estimate

all the required counts for nominal attributes and meansand variancesfor numeric

attributes locally, causingno privacy breaches. Prediction can be accomplishedby

independently estimating the probabilities, and securelymultiplying and comparing

to obtain the predicted class.

More interesting is the generalcase,wherenot all parties have the classattribute.

Wecansimplify this to the basiccasewhereoneparty hasthe classattribute and the

other hasthe remaining attributes. Solving this enablesus to solve any distribution

of attributes. (Extension to more than two parties, or wherethe party with the class

attribute hasmore information, is straightforward.)

It is also necessarythat the model learned not reveal information { the model

parameters(probabilit y distribution of classes)would reveal information about the

(protected) classvalues. Instead, we build a model where each party has random

sharesof the model, and collaborate to classify an instance. The only knowledge

gainedby either side is the classof each instanceclassi�ed.

The obviousalternative,generatingandsharingthe classi�er, revealsconsiderable

information about both the attributes and the classes. The relative distribution

of classesin the training data is likely to be sensitive, as is the mean/variance or

distribution of the attribute values.With our approach, neither party learnsanything

newuntil a newinstanceis classi�ed, and then the only thing learnedis the predicted

classof that instance. While learning the predicted classof enoughinstancesmay

allow reverse-engineeringthe classi�er, this is unavoidable given that the goal is to

learn the classesof the test data. In addition, if either party feelstoo much is being

revealed, they can simply disposeof their shareof the classi�er to ensureno more

of their information is disclosed.Also, it is possibleto usethe protocols developed

such that the classof each instance is learned only by the party holding the class

attribute (nothing is learnedby the remainingparties). In somecases,this might be

preferable.
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Having both parties (the data site and the classsite) hold sharesof all the model

parameterscomplicatesthe evaluation of a new instance. Classifyinga new instance

is no longer a straightforward task and a joint protocol is required to classify any

new instance. The method to do this is given in Section3.4.4.

3.4.3 Building the Classi�er Model

The basic idea behind our protocol is that each party endsup with sharesof the

conditionally independent probabilities that constitute the parametersof a Na•�ve

Bayes classi�er. By themselves, the sharesappear random { only when added do

they have meaning. This addition only occursas part of evaluating the classi�er on

an instance{ and the protocol that doesthis revealsonly the classof the instance.

We start with computing the sharesof the parameters. For nominal attributes,

the parametersareP(x i jvl ) = ni =n for each classi andattribute valuel. For Numeric

attributes, we needthe meanand variancefor the probability density function given

in Equation 3.4.

Nominal Attributes

Party Pd holds the nominal attribute D, while party Pc holds the classattribute

C. D has r possiblevalues,a1; : : : ; ar . C hask possibleclassvaluesv1; : : : ; vk . The

goal is to compute r � k matrices Sc; Sd where the sum of corresponding entries

sc
l i + sd

l i givesthe probability estimate for classvi given that the attribute hasvalue

al .

The key idea is that to compute a given entry sl i , Pd constructsa binary vector

corresponding to the entities in the training setwith 1 for each item having the value

al and 0 for other items. Pc constructsa similar vector with 1=ni for the ni entities

in the class,and 0 for other entities. The scalar product of the vectors gives the

appropriate probability for the entry.
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Require: Nominal attribute D, Classattribute C

Require: n transactions,r attribute values,k classvalues

Require: Const (�eld size/ precision)

Ensure: r � k sharematricesSc; Sd whereS = Sc + Sd givesthe probability values

for each class/attribute

1: for i = 1: : : k f For each classvalueg do

2: f Pc generatesthe vector ~Y from C:g

3: for j = 1: : : n do

4: if cj = vi then

5: yj  bConst=ni c f Classvalue is vi g

6: else

7: yj  0

8: end if

9: end for

10: for l = 1: : : r f For each attribute valueg do

11: f Pd generatesthe vector ~X from D:g

12: for j = 1: : : n do

13: if dj = al then

14: x j  1 f Attribute value is alg

15: else

16: x j  0

17: end if

18: end for

19: sc
l i ; sd

l i  ~X � ~Y computed using a securescalar product protocol (Section

A.1.2)

20: end for

21: end for

Algorithm 6: Computing sharesof all probabilities
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Algorithm 6 de�nes the protocol to compute the sharesof these renormalized

ratios (probabilities) in detail. To accomplishthe security proof, calculationsmust

occur over a closed�eld; asa result valuesare premultiplied by a constant and trun-

cated to integral values. To achieve full precision,this constant shouldbe a multiple

of the least commonmultiple of n1; :::; nk , however sharing this would reveal private

information about the distribution of classes.(n! would be an acceptablemultiple

that would not reveal classdistributions, but is computationally intractable). In

practice, using n on the order of word size(e.g., 264) will give reasonableprecision

and computational cost. To simplify presentation, we will speak of \probabilit y"

when the algorithm in fact computesC � probability .

Numeric Attributes

For numeric attributes, computing the probability requiresknowing the mean�

and variance� 2 for each classvalue.

Computing the mean is similar to the precedingalgorithm { for each class,Pc

builds a vector of 1=ni and 0 depending on whether the training entit y is in the

classor not, and the mean for the class is the scalar product of this vector with

the projection of the data onto the attribute. The scalar product giveseach party

a shareof the result, such that the sum is the mean (actually a constant times the

mean, to convert to an integral value.) The result is a length k vector of the shares

of the means.

Computing the variances� 2
1; : : : ; � 2

k is more di�cult, as it requiressumming the

squareof the distancesbetween valuesand the mean, without revealing values to

Pc or classesto Pd, or meansto either. This is accomplishedwith homomorphic

encryption: E(a+ b) = E(a) � E(b). Algorithm 7 describesthis processin detail, we

highlight someof the more confusingareashere.
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Require: n data items, k classvalues,precision/�eld sizeConst
Require: Pd has data vector ~D , Pc has classvector ~C
1: f Compute the mean:g
2: for i = 1: : : k do
3: for j = 1: : : n do
4: if cj = vi then
5: yj  bConst=ni c f Classvalue is vi g
6: else
7: yj  0
8: end if
9: end for

10: � 0
i ; � 00

i  ~D � ~Y f Computed with securescalar product.g
11: f shares� 0

i + � 00
i = Const � � i , where � i is the mean for classig

12: end for
13:
14: f Compute the varianceg
15: Pd: generatea homomorphic public key encryption pair E k ; Dk

16: for j = 1: : : n do
17: de

j  Ek (Const � dj )
18: end for
19: for i = 1: : : k do
20: me

i  Ek(� 0
i )

21: end for
22: Pd sends ~D e; ~M e, and Ek to Pc

23: Pc: generatethe vectors ~Z and ~X :
24: for j = 1: : : n do
25: Generaterandom r j

26: zj  y0
j =(mcj � Ek (� 00

cj
+ r j ))

27: f = Ek (Const � dj � � 0
cj

� � 00
cj

� r j )g
28: f = Ek (Const � (dj � � cj ) � r j )g
29: end for
30: Pc sends ~Z to Pd

31: Pd decrypts all the transactions in ~Z to get ~W (i.e., wj  Dk (Ek (Const � (dj � � l ) +
r j )) = Const � (dj � � l ) + r j )

32:
33: for j = 1: : : n do
34: Sharest0

j ; t00
j  (r j + wj )2 using the protocol in Section A.1.3

35: end for
36: for i = 1: : : k do
37: f ~Y is vector for classk as generatedin steps1-5g
38: Compute sharestemp; � 00

j where temp + � 00
j = ~T00� ~Y

39: Pc : � 00
j  ~T � ~Y + temp

40: f Note � 0
j + � 00

j = Const3 � ( 1
n j

� (
P

j (dj � � j )2))g
41: end for

Algorithm 7: Computing Mean and Variance
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In lines 15-22,Pd computesencrypted vectors of the data valuesand its share

of the meansand sendsthem to Pc, along with the encryption (but not decryption)

key.

In the next phase(lines 23-31),Pc takesthe data valuesand subtracts the means

(both its shareand the sharesent by Pd) to get the distanceneededto compute the

variance. Pc alsosubtracts a random value, keepingthe random value asits shareof

the distances.Homomorphicencryption makesthis possiblewithout decrypting. Pc

sendsthe vector back to Pd, which decrypts to get the distanceplus a random value.

Next, the parties engagein a squarecomputation protocol (Section A.1.3) to

computesharest0
j ; t00

j of the squareof the sum of Pc's randomsr j and the decrypted

distance. The scalar product of Pd's sharevector and the classvector ~Y is taken,

giving two shares.To its share,Pc adds the scalarproduct of its vector of randoms

and ~Y. This giveseach party a shareof � 2 multiplied by the probability of an item

appearing in the class(again scaledto an integral value, in this caseby the cube of

the chosenconstant.)

The scalar product and squarecomputation subroutinesare basedon previous

work, and are discussedin SectionA.1.

3.4.4 Evaluation of an Instance

A new instance is classi�ed according to Equation 3.3. Sinceboth y = x2 and

y = ln x are monotonically increasingfunctions, squaringand taking the natural log

still preservesthe correctnessof the argmax. Thus the equationcan be rewritten as

follows:

vN B = argmax
vj 2 V

 

P(vj )
Y

i

P(ai jvj )

!

= argmax
vj 2 V

0

@ln

 

P(vj )
Y

i

P(ai jvj )

! 2
1

A
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= argmax
vj 2 V

 

(2 � ln P(vj )) +
X

i

ln
�
P(ai jvj )2

�
!

= argmax
vj 2 V

0

B
@

C + (2 � ln P(vj )) +
P

i ln (P(ai jvj )2)

1

C
A (3.5)

wherethe constant C is determinedby the number and composition of the nominal

attributes. If there are l nominal attributes, C = Const1 � : : : � Constl whereeach

Consti is contributed by one nominal attribute due to the fact that the nominal

probabilities are multiplied with a constant. By taking the logarithm, the constant

multiplicativ e factor is converted to a constant additive factor.

For a nominal attribute,

ln
�
P(ai jvj )2

�
= ln(

nj

n
)2 = 2ln(p0+ p00)

We have already shown how to compute p0 and p00in Section3.4.3. The parties

cancomputessharesof the ln function securelyusingthe secureln method developed

by Lindell and Pinkas, outlined later in Section A.1.4. Finally, they can multiply

their sharesby 2 to generatethe necessaryshares.

For a numeric attribute,

ln
�
P(ai jvj )2

�
= ln

� 1
2� � 2

e� ( x � � ) 2

� 2

�

= � ln(2� � 2) �
(x � � )2

� 2

= � ln(2� ) � ln(� 2) �
(x � � )2

� 2
(3.6)

ln(2� ) is publicly computable, but it doesnot even needto be computed since

it is a constant that doesnot a�ect comparison.Sharesof � 2 are present with both

parties. Sharesof ln(� 2) can again be computed using the method discussedin

Section A.1.4. Sharesof (x � � )2 can be computed using the squarecomputation

method given in SectionA.1.3. Finally, sharesof (x � � 2)=� 2 canbe computedusing

the division protocol described in Section A.1.5. Thus, for every classvalue, for

each attribute, the sharesof the required valuesare present with the party owning

the attribute and the party owning the classattribute. Now, evaluating equation
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3.5 reducesto a simple circuit evaluation. The required circuit adds up all of the

sharesfor each attribute for each classvalue and outputs the nameof the classwith

the maximum such value. This circuit is similar to the Secure Add and Compare

circuit usedin Section4.5 except that it is extendedto multiple attributes.

The Taylor seriesexpansionis a boundedapproximation to the real value. How-

ever, the result classof the algorithm can only be wrong if the true Na•�ve Bayes

probability estimate of the correct classand the incorrect result are within some�

(increasingthe number of stepsin the Taylor seriesexpansions,and thus the com-

munication cost, allows the choice of � to be arbitrarily small). If the correct class

and the classreturned are this close,then the \incorrect" result is nearly asgood an

answer as the best result, and likely to be adequatein practice.

3.4.5 Security Analysis

We now give a proof of security for protocolsof Section3.4.3,assumingsecurity

of the sub-blocks used,and applying the composition theorem of [39] described in

Section2.3. We start with a lemmathat sharesplitting doesin fact preserve privacy.

Lemma 3.4.1 If a function y = f (x1 + x2) is evaluated over a �nite �eld F , where

the inputs x1 and x2 are sharesknownto two di�er ent parties and the output y is also

split into shares,where the share y1 is chosenrandomlyfrom an uniform distribution

over the �eld F and y2 = y � y1, then both parties can independentlysimulate their

share yi .

Pr oof. First, we needto prove that P(y2 = a) = 1
jF j .

P(y2 = a) = P(y � y1 = a)

= P(y1 = y � a)

=
1

jF j
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This is equivalent to choosing y2 from an uniform distribution over the �eld

F . Note that though the joint distribution of y1; y2 is not necessarilyuniform,

independently both y1 and y2 can be simulated using a uniform distribution.

Theorem 3.4.2 Algorithm 6 privately computesthe sharesof all the probabilities.

Pr oof. The only communication occurs at line 19 with the invocation of the

scalar product protocol. The results of the scalar product protocol are random

shares,which can be simulated as shown in Lemma 3.4.1. Protocol 6 can thus be

simulated, with the composition theorem 2.3.1 being applied to the scalar product

protocol.

Theorem 3.4.3 Algorithm 7 privately computesthe shares of the means and vari-

ances.

Pr oof. Communication occursonly at lines 10; 22; 30; 34; 38. We prove the pro-

tocol secureby providing a simulator for both parties Pc and Pd. The simulator for

both Pc and Pd proceedssimply by executingthe actual protocol. In order to show

that the view of each party can be simulated, we only needto simulate the messages

received by each party.

At line 10, the results of the scalar product protocol are random shares,which

can be simulated by both Pc and Pd as shown in Lemma 3.4.1.

At line 22, Pc simulates the messagereceived by Pc generatinga key pair and

using the generatedencryption key for Ek . It alsogeneratesa n random numbers to

comprise ~D e and k random numbers to form ~M e. Assumingsecurity of encryption,

these are computationally indistinguishable from the true vectors and encryption

key.

To simulate the messagereceived by Pd at line 30, Pd choosesn random numbers

from an uniform distribution over the �eld F and encrypts these numbers with

its key Ek to form the vector ~Z . Note that each zj simulates the encryption of
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Const � (dj � � cj ) � r j . Sincethe operations are over a �nite �eld F and the r j is

alsouniformly chosenover the �nite �eld F ,

P(Dk(zj ) = x) = P(Const � (dj � � cj ) � r j = x)

= P(r j = Const � (dj � � cj ) � x)

= 1
jF j

Thus simulating the value is possibleby choosinga random number from an uniform

distribution over F and encrypting this random with the encryption key Ek .

At line 34, the results of the squarecomputation are random shares,which can

be simulated by both Pc and Pd as shown in Lemma 3.4.1.

At line 38, the results of the scalar product protocol are random shares,which

can be simulated by both Pc and Pd as shown in Lemma 3.4.1.

Note that the scalarproduct in line 39 is a completely local computation by Pc

and thus does not needto be simulated by Pd. Protocol 7 can thus be simulated,

with the composition theorem 2.3.1being applied to the scalarproduct protocol at

lines 10 and 38 and to the squarecomputation protocol at line 34.

Theorem 3.4.4 The evaluation protocol in Section 3.4.4 privately computes the

class.

Pr oof. For nominal attributes, the sharesof the probabilities are present with

both the parties to begin with. The secureln computation returns random shares

to both the parties. By Lemma 3.4.1, thesesharescan be independently simulated

by both the parties.

Similarly, for numeric attributes, the sharesof the means and variances are

present with both the parties. The secureln computation returns random shares

of the varianceto both the parties. By Lemma 3.4.1, thesesharescan be indepen-

dently simulated by both the parties. The sharesof (x � � )2 are computed by a

call to the securesquarecomputation protocol. Sincethis protocol also computes

random shares,by Lemma 3.4.1, these sharescan be independently simulated by

both the parties. Finally, the sharesof (x � � )2=� 2 are computed by an invocation
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of the division protocol which also computesrandom shares. Thereforeby Lemma

3.4.1thesesharescan alsobe independently simulated by both the parties.

The addition and comparisoncircuit is a genericcircuit and thushasbeenproven

secureby [40]. The result is simply the output class,and is simulated exactly as

the �nal result is presumedknown by the simulator. Applying Theorem2.3.1to the

secureln computation, protocol 6, protocol 7 and squarecomputation protocol, the

evaluation protocol is alsosecure.

3.4.6 Computation and Communication Analysis

For the purposeof this analysis, the number of distinct classvaluesis assumed

to be k. For a nominal attribute with r attribute values,the scalarproduct protocol

is called a total of r � k times over n-dimensionalvectors. Thus depending on the

cost of the scalar product (which is typically linear in n), the cost of protocol 6 is

O(r kn). For small valuesof r; k this is feasible,though for large values it may be

quite ine�cien t. A mitigating factor is that if r; k are large relative to the sizeof the

training set n, Na•�ve Bayesis probably not a good classi�er to useanyway.

For numeric attributes, to computethe sharesof the meansrequiresk invocations

of the scalar product protocol. To compute the variance, at line 22 Pd sendstwo

n-dimensionalvectors to Pc. At line 30, Pc sendsone n-dimensionalvector to Pd.

Line 34 involvesn invocationsof the squarecomputation protocol. Sincethe square

computation protocol consistsof onepolynomial evaluation for a polynomial of de-

gree2, the communication cost of n invocations of the squarecomputation require

only linear (O(n)) communication cost where the constant is quite small. Finally,

line 38 again involves k invocations of the scalar product protocol. Thus the total

communication cost is clearly linear in n (O(n)), wherethe constant is of the degree

of k. Thus the cost for numeric attributes is signi�cantly lower than for nominal

attributes.
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Selectingthe parametersis doneo�-line, while classi�cation of a newinstancecan

be considered\online", and is doneone instanceat a time. Evaluation requiresone

call to the secureln protocol for every nominal attribute and onecall to the secure

ln protocol, onecall to the squarecomputation protocol and onecall to the division

protocol for every numeric attribute. Finally, it alsorequiresonecall to the generic

addition and comparisoncircuit to �nd the classhaving the maximum. Secureln

computation requires running Yao's protocol on a circuit that is linear in the size

of the inputs followed by the private evaluation of a polynomial of degreek0 over

the �eld F . The value of this k0 is userdecidabledepending on the accuracy/ cost

tradeo�. The total communication cost is dominated by the circuit evaluation and

thus is O(k0logjF j � jSj) bits wherejSj is the length of the key for a pseudo-random

function.

The cost of squarecomputation protocol is insigni�cant (since it is a constant).

Similarly, the division protocol requiresonly two scalar products of vectors of con-

stant size(2 and 3). The cost for a numeric attribute is dominated by the secureln

protocol.

The single generic circuit required to �nd the class with the maximum value

requiresa total of k comparisoncircuits built on top of q addition circuits, whereq

is the total number of attributes. The cost of this is linear in q+ k. Thus for a total

of q attributes, the total cost of a singleevaluation is O(qk0logjF j � jSj) bits.

3.5 DecisionTreeClassi�cation

Decision Tree Classi�ers are used e�ectively in a multitude of di�erent areas:

radar signal classi�cation, character recognition, remote sensing,medical diagnosis,

expert systems,and speech recognition, to namea few. One of the most important

featuresof decisiontree classi�ers is their abilit y to break down a complexdecision

making processinto a collectionof simpler decisions,thus providing a solution which

is often easierto interpret. We look at the seminalID3 [76] classi�cation algorithm.
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While the problem hasbeenaddressedearlier [28], the prior solution is limited to

two parties and alsorequiresthat both parties have the classattribute. We present

a completelygeneralsolution to the problem. The method presented hereworks for

any number of parties, and the classattribute (or other attributes) needbe known

only to oneparty.

Privacypreservation canmeanmany things: Protecting speci�c individual values,

breakingthe link betweenvaluesand the individual they apply to, protecting source,

etc. Here, we aim for a high standard of privacy: Not only individual entities

are protected, but to the extent feasibleeven the schema (attributes and possible

attribute values) are protected from disclosure. The goal is that each site need

discloseas little as possible,while still constructing a valid tree in a time suitable

for practical application.

To this end,all that is revealedis the basicstructure of the tree (e.g., the number

of branches at each node, corresponding to the number of distinct values for an

attribute; the depth of each subtree) and which site is responsible for the decision

madeat each node(i.e., which site possessesthe attribute usedto make the decision,

but not what attribute is used, or even what attributes the site possesses.)This

allowsfor e�cien t useof the tree to classifyan object; otherwiseusingthe tree would

requirea complexcryptographic protocol involving every party at every possiblelevel

to evaluate the classof an object without revealing who holds the attribute usedat

that level.

Each site also learns the count of classesat someinterior nodes(although only

the classsite knows the mapping to actual classes{ other sites don't even know

if a classwith 30% distribution at one node is the sameclassas one with a 60%

distribution at a lower node, except to the extent that this can be deducedfrom

the tree and it's own attributes.) At the leaf nodes, this is desirable: one often

wants probability estimates,not simply a predicted class. As knowing the count of

transactionsat each leaf node would enablecomputing distributions throughout the

tree anyway, this really doesn't disclosemuch new information.
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Require: R, the set of attributes

Require: C, the classattribute

Require: T, the set of transactions

1: if R is empty then

2: return a leaf node, with classvalue assignedto most transactions in T

3: else if all transactionsin T have the sameclassc then

4: return a leaf node with the classc

5: else

6: Determine the attribute A that best classi�es the transactionsin T

7: Let a1; : : : ; am be the valuesof attribute A. Partition T into the m partitions

T(a1); : : : ; T(am ) such that every transaction in T(ai ) has the attribute value

ai .

8: Return a tree whoseroot is labeled A (this is the test attribute) and has m

edgeslabeled a1; : : : ; am such that for every i , the edgeai goes to the tree

I D3(R � A; C; T(ai )).

9: end if

Algorithm 8: ID3(R,C,T) tree learning algorithm

3.5.1 Privacy-PreservingID3: Creating the Tree

The basic ID3 algorithm is given in Algorithm 8. We will introduce our dis-

tributed privacy-preservingversion by running through this algorithm, describing

piecesas appropriate. We then give the full algorithm in Algorithm 14. Note that

for our distributed algorithm, no site knows R, instead each site i knows its own

attributes Ri . Only one site knows the classattribute C. In vertical partitioning,

every site knows a projection of the transactions � R i T. Each projection includesa

transaction identi�er that servesas a join key.

We �rst check if R is empty. This is basedon SecureSum [50,84], and is given

in Algorithm 9. The idea is that the �rst party adds a random r to its count of

remaining items. This is passedto all sites, each adding its count. The last site
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Require: k sites Pi (the site calling the function is P1; any other site can be Pk),

each with a 
ag AttR emi = 0 if no remaining attributes, AttR emi = 1 if Pi has

attributes remaining.

Require: a commutativ e encryption function E with domain sizem > k.

1: P1 choosesa random integer r uniformly from 0: : : m � 1.

2: P1 sendsr + AttR emi to P2

3: for i = 2::k � 1 do

4: Site Pi receivesr 0 from Pi � 1.

5: Pi sendsr 0+ AttR emi mod m to Pi +1

6: end for

7: Site Pk receivesr 0 from Pk� 1.

8: r 0  r 0+ AttR emi mod m

9: P1 and Pk createsecurekeyed commutativ e hash keys E1 and Ek f SeeSection

4.1 for discussionof commutativ e hash.g

10: P1 sendsE1(r ) to Pk

11: Pk receivesE1(r ) and sendsEk(E1(r )) and Ek(r 0) to P1

12: P1 returns E1(Ek(r 0)) = Ek(E1(r )) f, r 0 = r ,
P k

j =1 AttR emi = 0 , no

attributes remain g

Algorithm 9: IsREmpty(): Are any attributes left?
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?warm??high5

A 6A 5A 4A 3A 2A 1

Figure 3.5. A constraint tuple for a singlesite

and �rst then usecommutativ e encryption to comparethe �nal value to r (without

revealing either) { if they are the same,R is empty.

Line 2 requires determining the majorit y class for a node, when only one site

knows the class. This is accomplishedwith a protocol for securelydetermining the

cardinality of set intersection, given in Section 4.1. Each site determineswhich of

its transactions might reach that node of the tree. The intersection of these sets

with the transactions in a particular class gives the number of transactions that

reach that point in the tree, enablingthe classsite to determinethe distribution and

majorit y class;it returns a (leaf) node identi�er that allows it to map back to this

distribution.

To formalize this, we introduce the notion of a Constraint Set. As the tree is

being built, each party i keepstrack of the values of its attributes used to reach

that point in the tree in a �lter Constraints i . Initially , this is all don't care values

(`?'). However, when an attribute A ij at site i is used(lines 6-7 of id3), entry j in

Constraints i is set to the appropriatevaluebeforerecursingto build the subtree. An

exampleis given in Figure 3.5. The site has6 attributes A1; : : : ; A6. The constraint

tuple shows that the only transactions valid for this transaction are those with a

value of 5 for A1, high for A2, and warm for A5. The other attributes have a value

of ? sincethey do not factor into the selectionof an instance.

Formally, we de�ne the following functions:

Constrain ts.set( attr ; val): Set the value of attribute attr to val in the local con-

straints set. The special value `?' signi�es a don't-care condition.
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satis�es: x satis�es Constraints i if and only if the attribute valuesof the instance

arecompatiblewith the constraint tuple: 8i; (A i (x) = v , Constraints (A i ) =

v) _ Constraints (A i ) = `?'.

FormT ransSet:

Function F ormTransSet(Constraints ): Return local transactionsmeeting all

of the constraints

1: Y = ;

2: for all transaction id i 2 T do

3: if t i satis�es Constraints then

4: Y  Y [ f ig

5: end if

6: end for

7: return Y

We can now determinethe majorit y class(and distribution of classes)by computing

for each class
T

i =1 ::k Yi , where Yk includes a constraint on the classvalue. This is

given in Algorithm 10.

The next issueis determining if all transactionshave the sameclass(Algorithm

8 line 3). Note that if they are not all the sameclass,we don't want to discloseany

more than necessary. For e�ciency , we do allow the classsite to learn the count of

classeseven if this is an interior node; sinceit could compute this from the counts

at the leavesof the subtreebelow the node, this disclosesno additional information.

Algorithm 11 gives the details, it usesconstraint setsand securecardinality of set

intersectionin basically the mannerdescribe above for computing the majorit y class

at a leaf node. If all transactions are in the sameclass,we construct a leaf node.

The classsite maintains a mapping from the ID of that node to the resulting class

distribution
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Require: k sitesPi with local constraint setsConstraints i

1: for all sitesPi exceptPk do

2: at Pi : Yi  F ormTransSet(Constraints i )

3: end for

4: for each classc1; : : : ; cp do

5: at Pk : Constraints k :set(C; ci ) f To include the classrestrictiong

6: at Pk : Yk  F ormTransSet(Constraints k)

7: cnti  jY1 \ : : : \ Yk j using the cardinality of set intersectionprotocol (Algo-

rithm 17)

8: end for

9: return (cnt1; : : : ; cntp)

Algorithm 10: DistributionCounts(): Compute classdistribution given current con-

straints

Require: k sitesPi with local constraint setsConstraints i

1: (cnt1; : : : ; cntp)  D istr ibutionC ounts()

2: if 9j s.t. cntj 6= 0 ^ 8i 6= j , cnti = 0 f only oneof the counts is non-zerog then

3: Build a leaf node with distribution (cnt1; : : : ; cntp) f Actually, 100%classj g

4: return ID of the constructednode

5: else

6: return f alse

7: end if

Algorithm 11: IsSameClass():Are all transactionsof the sameclass?
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The next problem is to compute the best attribute: that with the maximum

information gain. If an attribute A is usedto partition the data setS, the information

gain can be computedas:

Gain(S;A) = Entr opy(S) �
X

v2 A

 
jSv j
jSj

� Entr opy(Sv)

!

The entropy of a dataset S is given by:

Entr opy(S) = �
pX

j =1

N j

N
log

N j

N

whereN j is the number of transactionshaving classcj in S and N is the number of

transactionsin S.

As we see,this againbecomesa problem of counting transactions: the number of

transactionsthat reach the node N , the number in each classN j , and the sametwo

after partitioning with each possibleattribute valuev 2 A. Algorithm 13 details the

processof computing thesecounts; Algorithm 12 capturesthe overall process.

1: for all sitesPi do

2: bestgain i  � 1

3: for each attribute A ij at site Pi do

4: gain  ComputeInf oGain(A ij )

5: if gain > bestgain i then

6: bestgain i  gain

7: BestAtt i  A ij

8: end if

9: end for

10: end for

11: return argmaxj bestgain j f Could implement using a set of securecomparisonsg

Algorithm 12: AttribMaxInfoGain(): return the site with the attribute having max-

imum information gain

Oncethe best attribute hasbeendetermined,executionproceedsat that site. It

createsan interior node for the split, then recurses.
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1: S  Distr ibutionC ounts() f Total number of transactionsat this nodeg

2: I nf oGain  Entr opy(S)

3: for each attribute value ai do

4: Constraints:set(A; ai ) f Update local constraints tupleg

5: Sai  D istr ibutionC ounts()

6: I nf ogain  I nf ogain � Entr opy(Sai ) � jSai j=jSj fj Sj is
P p

i=1 cnti g

7: end for

8: Constraints:set(A; `?') f Update local constraints tupleg

9: return InfoGain

Algorithm 13: ComputeInfoGain(A): Compute the Information Gain for attribute

A
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Require: Transactionset T partitioned betweensitesP1; : : : ; Pk

Require: p classvalues,c1; : : : ; cp, with Pk holding the classattribute

1: if I sREmpty() then

2: Continue at site Pk up to the return:

3: (cnt1; : : : ; cntp)  D istr ibutionC ounts()

4: Build a leaf node with distribution (cnt1; : : : ; cntp)

5: f class  argmaxi =1 ::p cnti g

6: return ID of the constructednode

7: else if clsNode (at Pk :) I sSameClass() then

8: return leaf nodeId clsNode

9: else

10: BestSite  Attr ibM axI nf oGain()

11: Con tin ue execution at BestSite:

12: Create Interior Node N d with attribute N d:A  BestAtt B estSite f This is best

locally (from Attr ibM axI nf oGain()), and globally from line 8g

13: for each attribute value ai 2 N d:A do

14: Constraints:set(N d:A; ai ) f Update local constraints tupleg

15: nodeId  PPI D3() f Recurseg

16: N d:ai  nodeId f Add appropriate branch to interior nodeg

17: end for

18: Constraints:set(A; `?') f Returning to parent: should no longer �lter transac-

tions with Ag

19: Store N d locally keyed by Node ID

20: return NodeID of interior nodeN d f Executioncontinuesat site owning parent

nodeg

21: end if

Algorithm 14: PPID3(): Privacy-PreservingDistributed ID3
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Humidity

Outlook

Sunny Overcast Rain

High Normal Strong Weak

Yes

No Yes

Wind

No Yes

(a) The original tree

Val1 Val2 Val2

Val2 Val3

S1L1

S2L6S2L2

Val1

Val1

S2L3 S2L7 S2L8S2L4

S1L5

(b) The privacy preserving tree (Mapping from identi�ers to attributes

and values is known only at the site holding attributes)

Figure 3.6. The I D3 decisiontree on the weather dataset
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3.5.2 Using the Tree

Instance classi�cation proceedsas in the original ID3 algorithm, except that

the nodes (and attributes of the database) are distributed. The site requesting

classi�cation (e.g., a mastersite) knows the root node of the classi�cation tree. The

basic idea is that control passesfrom site to site, basedon the decisionmade. Each

site knows the transaction's attribute valuesfor the nodesat its site (and can thus

evaluate the branch), but knows nothing of the other attribute values. The complete

1: f The start site and ID of the root node is knowng

2: if nodeId is a LeafNode then

3: return class/distribution saved in nodeId

4: else f nodeId is an interior nodeg

5: N d  local node with id nodeId

6: value  the value of attribute N d:A for transaction instI d

7: childI d  N d:value

8: return childI d:Site:classif yI nstance(instI d;childI d) f Actually tail recur-

sion: this site neednever learn the classg

9: end if

Algorithm 15: classifyInstance(instId,nodeId): returns the class/distribution for the

instancerepresented by instId

algorithm is given in Algorithm 15, and is reasonablyself-explanatoryif viewed in

conjunction with Algorithm 14.

Wenow givea demonstrationof how instanceclassi�cation would actually happen

in this instancefor the tree built with the UCI \w eather" dataset [13]. Assumetwo

sites: The weather observatory collects information about relative humidity and

wind, a secondcollects temperature and cloud cover forecast as well as the class

(\Y es" or \No"). Supposewe wish to know if it is a good day to play tennis. Neither

sites wants to share their forecasts,but are willing to collaborate to o�er a \good

tennis day" service.The classi�cation tree is shown in Figure 3.6(b), with S1and S2
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corresponding to the site having information on that node. If today is sunny with

normal humidity, high temperature, and weak wind; classi�cation would proceedas

follows: Weknow that Site 1 hasthe root node(wedon't needto know anything else).

Site 1 retrievesthe attribute for from S1L1: Outlook. Sincethe classifyingattribute

is outlook, and Site 1 knows the forecastis sunny, the token S2L2 is retrieved. This

indicates that the next step is at Site 2. Site 2 is called with the token S2L2, and

retrievesthe attribute for S2L2: Humidity. The humidity forecastis normal, so the

token S2L4 is retrieved. Sincethis token is also present at Site 2, it retrieves the

classvalue for nodeId S2L4 and returns it: we receive our answer of \Y es".

3.5.3 Security Analysis

We�rst analyzethe security of the constituent algorithms, then the security of the

completealgorithm. Although it may seemthat someof the constituent algorithms

leak a large quantit y of information, in the context of the full algorithm the leaked

information can be simulated by knowing the distribution counts at each node, so

overall privacy is maintained.

Lemma 3.5.1 Algorithm 9 reveals nothing to any site except whetherthe total num-

ber of attributes left is 0.

Pr oof. The algorithm has two basic phases: The sum (through Pk), and the

comparisonbetween Pk and P1. We start with the sum: simulating the messages

received at lines 2 and 7. The value received by Pi at thesestepsis

r +
i � 1X

j =1

AttR emj mod m

We will simulate by choosing a random integer uniformly from 0: : : m � 1 for r 0.

We now show that the probability that the simulated r 0 = x is the sameas the

probability that the messagesreceived in the view = x.

Pr f VI EWi = xg = Pr f x = r +
i � 1X

j =1

AttR emj mod mg
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= Pr f r = x �
i � 1X

j =1

AttR emj mod mg

=
1
m

= Pr f Simul ator i r 0 = xg

The key to the secondand fourth lines is that arithmetic is mod m. r and r 0 are

chosenuniformly from 0: : : m � 1, so the probability of hitting any particular value

in that rangeis 1=m.

Simulating the messagereceived by Pk at line 11 is simple: Secureencryption

givesmessageswherethe distribution is independent of the key/message,soa selec-

tion from this distribution of possibleencryptedmessagessimulateswhat Pk receives.

The messagesreceived by P1 are more di�cult. The problem is that if r = r 0,

Ek(r 0) must be such that whenencryptedwith E1 it is equal to Ek(E1(r )). For this,

the simulator requiresthe abilit y to decrypt (as in the set intersection proof). The

simulator computesm = D1(Ek(E1(r )) = Ek(r ). If r = r 0, this is the messageused

to simulate Ek(r 0). If not, a random message6= m is chosen,as in the simulator for

Pk .

Lemma 3.5.2 Algorithm 10 reveals only the count of instancescorresponding to all

combinationsof constraint setsfor each class.

Pr oof. The only communication occurs at line 7 which consistsof a call to Al-

gorithm 17 (Cardinalit y of Set Intersection). This revealsonly the sizeof the inter-

sectionset for all subsetsof Yi , which are the counts revealed. By application of the

composition theorem(2.3.1), with Algorithm 10 being g and Algorithm 17 being f ,

Algorithm 10 is secure.

Lemma 3.5.3 Algorithm 11 �nds if all transactionshavethe sameclass,revealing

only the classdistributions described in Lemma3.5.2.

Pr oof. Line 1 is an invocation of Algorithm 10; the security of which has been

discussed.Everything elseis computedlocally, and canbesimulated from the knowl-

edgefrom Lemma 3.5.2.
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Lemma 3.5.4 Algorithm 13 reveals nothing except the counts S;Sai , and the con-

stituent subcounts described in Lemma 3.5.2 for each attribute value ai and classj ,

assumingthe number of distinct classvaluesis known.

Pr oof. The only messagesreceived are at lines 1 and 5, invocations of the

Distr ibutionC ounts() function. Applying the composition theorem to these, Al-

gorithm 13 is secure.

Lemma 3.5.5 Algorithm 12 �nds the site with the attribute having the maximum

information gain while revealing only the best information gain at each site and the

information discussed in Lemma3.5.4.

Pr oof. Communication occursat lines4 and 11. Line 4 consistsof an invocation

of Algorithm 13. Line 11 is implemented by letting the site compareall the values;

revealingthe valueof the bestinformation gainat each site. Assumingthis is revealed

(part of the input to the simulator), it is trivially simulated. Repeatedapplication

of the composition theorem completesthe proof.

Further reduction of the information revealedis possibleby using a secureprotocol

for �nding the maximum amonga set of numbers. This would reveal only the site

having the attribute with the maximum information gain and nothing else.

Theorem 3.5.1 Algorithm 14 computesthe decision tree while revealing only:

� The distribution subcountsof eachnode,asdescribed in Lemma3.5.2. (The full

counts, and someof the subcounts, can be computed knowing the distribution

counts at the leaves.)

� The best information gain from each site at each interior node (as discussed

above, this leak can be reduced.)

Pr oof. Knowing the �nal tree, the simulator at each site can uniquely determine

the sequenceof node computationsat a site and list the function calls occurring due
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to this. Given this function call list, if the messagesreceived in each function call

can be simulated, the entire algorithm can be proven to be secure.

Line 1 is an invocation of Algorithm 9. The result is simulated as either true or

false depending on whether the node in question is a leaf node in the �nal tree or

not.

Line 3 is an invocation of Algorithm 10. The actual counts are given by the

counts in the leaf node, which are known to the site Pk that invoked the algorithm.

The subcounts revealedby Algorithm 10 are presumedknown.

Line 7 is an invocation of Algorithm 11. If the node in questionis not a leaf node

in the �nal tree, the result is false. Otherwise the result is the nodeId of the leaf

node.

Line 10 consistsof an invocation of Algorithm 12. The result is actually equal

to the Site which will own the child node. This information is known from the tree

structure. The subcounts and information gain valuesrevealedduring this step are

presumedknown.

Line 15 is a recursive invocation that returns a node identi�er; a part of the tree

structure.

Sinceall of the algorithms mentioned above have beenproven secure,applying

the composition theorem, Algorithm 14 is secure. The repeated invocations of the

cardinality of set intersection protocol (Algorithm 17) are valid becausein each

invocation, a new set of keys are chosen. This ensuresthat messagescannot be

correlatedacrosscalls.

Theorem 3.5.2 Algorithm 15 reveals nothing other than the leaf node classifying

the instance.

Pr oof. All the computations are local. The only information passedbetween

varioussitesare node identi�ers. This list of node identi�ers can be easilysimulated

from the classi�cation tree oncethe �nal leaf is known.
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3.5.4 Computation and Communication Analysis

The communication/computation analysis depends on the number of transac-

tions, number of parties, number of attributes, number of attribute valuesper at-

tribute, number of classesand complexity of the tree. Assumethat there are: n

transactions, k parties, c classes,r attributes, p valuesper attribute (on average),

and q nodes in �nal classi�cation tree. We now give a rough analysis of the cost

involved in terms of the number of set intersectionsrequired for building the tree

(erring on the conservative side).

At each node in the tree the best classifyingattribute needsto be determined.

To do this, the entropy of the node needsto be computedaswell as the information

gain per attribute. Computing the entropy of the node requiresc set intersections

(1 per class). Computing the gain of one attribute requires cp set intersections

(1 per attribute value and class). Thus, �nding the best attribute requires cpr

set intersections. Note that this analysis is rough and assumesthat the number

of attributes available at each node remains constant. In actuality, this number

linearly decreaseswith the depth of the node in the tree (this has little e�ect on our

analysis). In total, every node requiresc(1 + pr) set intersections. Therefore, the

total tree requirescq(1 + pr) set intersections.

The intersection protocol requires that the set of each party be encrypted by

every other party. Since there are k parties, k2 encryptions are required and k2

sets are transferred. Since each set can have at most n transactions, the upper

bound on computation is O(nk2) and the upper bound on communication cost is

alsoO(nk2 � bitsize) bits.

Therefore, in total the entire classi�cation processwill require O(cqnk2(1 + pr)

encryptionsand cqnk2(1+ pr) � bitsize bits communication. Note that the encryption

processcan be completely parallelizedreducing the required time by an order of k.

Once the tree is built, classifyingan instancerequiresno extra overhead,and is

comparableto the original I D3 algorithm.
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3.6 Outlier Detection

In the broadestsense,an outlier is an observation that lies an abnormal distance

from other valuesin a random samplefrom a population. This de�nition leavesit up

to the analyst (or a consensusprocess)to decidewhat will be consideredabnormal.

Before abnormal observations can be singled out, it is necessaryto characterize

normal observations. The goal of outlier detection is to �nd all outliers in the input

data.

Outlier detection haswide application; onethat hasreceived considerableatten-

tion is the search for terrorism. Detecting previously unknown suspiciousbehavior

is a clear outlier detection problem. The search for terrorism has also been the


ash point for attacks on data mining by privacy advocates; the U.S. Terrorism

Information Awarenessprogram was killed for this reason[57].

Outlier detection has numerousother applications that also raise privacy con-

cerns. Mining for anomalieshas beenusedfor network intrusion detection [10,56];

privacyadvocateshaverespondedwith research to enhanceanonymity [41,79]. Fraud

discovery in the mobile phone industry has also made useof outlier detection [34];

organizationsmust be careful to avoid overstepping the bounds of privacy legisla-

tion [30]. Privacy-preservingoutlier detection will ensurethese concernsare bal-

anced,allowing us to get the bene�ts of outlier detection without being thwarted by

legal or technical counter-measures.

We focus speci�cally on Distance Based Outliers. Knorr and Ng [53] de�ne

the notion of a Distance Basedoutlier as follows: An object O in a datasetT is a

DB(p,dt)-outlier if at least fraction p of the objects in T lie at distance greater than dt

from O. Other distancebasedoutlier techniquesalso exist [54,78]. The advantages

of distance basedoutliers are that no explicit distribution needsto be de�ned to

determine unusualness,and that it can be applied to any feature spacefor which

we can de�ne a distance measure. We assumeEuclidean distances,although the

algorithms are easily extendedto generalMinkowski distances.
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3.6.1 Basic Approach

The problem is to �nd distance-basedoutliers without any party gaining knowl-

edgebeyond learning which items are outliers. Ensuring that data is not disclosed

maintains privacy, i.e., no privacy is lost beyond that inherently revealed in know-

ing the outliers. Even knowing which items are outliers neednot be revealedto all

parties, further preventing privacy breaches.

The approach duplicatesthe resultsof the outlier detectionalgorithm of [53]. The

idea is that an object o is an outlier if more than a percentage p of the objects in the

data setarefarther than distanced from o. The basicideais that partiescomputethe

portion of the answer they know, then engagein a securesum to compute the total

distance. The key is that this total is (randomly) split between sites, so nobody

knows the actual distance. A secureprotocol is used to determine if the actual

distancebetweenany two points exceedsthe threshold; againthe comparisonresults

are randomly split such that summingthe splits (over a closed�eld) results in a 1 if

the distanceexceedsthe threshold, or a 0 otherwise.

For a given object o, each site can now sum all of its sharesof comparisonresults

(again over the closed�eld). When added to the sum of sharesfrom other sites,

the result is the correct count; all that remainsis to compareit with the percentage

threshold p. This addition/comparison is alsodonewith a secureprotocol, revealing

only the result: if o is an outlier.

3.6.2 Algorithm

We now present an algorithm for DistanceBasedOutliers meetingthe de�nition

given of Knorr and Ng [53]. As discussedearlier, the algorithm is basedon the

obvious one: Comparepoints pairwiseand count the number exceedingthe distance

threshold. The key is that all intermediate computations (such asdistancecompar-

isons) leave the results randomly split between the parties involved; only the �nal

result (if the count exceedsp%) is disclosed.
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Note that to obtain a securesolution, all operationsare carried out modulo some

�eld. Wewill usethe �eld D for distances,and F for counts of the number of entities.

The �eld F must be over twice the number of objects. Limits on D are basedon

maximum distances;details on the sizeare given with each algorithm.

For each object i , the protocol iterates over every other object j . Each party can

computea share of the pairwisedistancelocally; the sum of thesesharesis the total

distance. However, the distancemust not be revealed,soa secureprotocol is usedto

get sharesof the pairwise comparisonof distanceand threshold. A secondprotocol

allows comparingthe shareswith the threshold, returning 1 if the distancesexceeds

the threshold, or 0 if it doesnot. The key to this secondprotocol is that the 1 or

0 is actually two sharesm0 and mk� 1, such that m0 + mk� 1 = 1 (or 0) (mod F ).

From oneshare,a party learnsnothing.

Thesesharesare added to the running total kept at parties P0 and Pk� 1. Once

all points have beencompared,the parties sum their shares. Sincethe sharesadd

to 1 for distancesexceedingthe distancethreshold, and 0 otherwise,the total sum

(mod F ) is the number of points for which the distanceexceedsthe threshold. P0 and

Pk� 1 �nally in a secureprotocol that revealsonly if the sumof the sharesexceedsp%.

This ensuresthat no party learnsanything exceptwhether the point is an outlier.

An interesting sidee�ect of this algorithm is that the parties neednot reveal any

information about the attributes they hold, or even the number of attributes. Each

party locally determinesthe distancethreshold for its attributes (or more precisely,

the shareof the overall threshold for its attributes). Instead of computing the local

pairwise distance, each party computes the di�erence between the local pairwise

distanceand the local threshold. If the sum of thesedi�erences is greater than 0,

the pairwise distanceexceedsthe threshold.

Algorithm 16 givesthe full details.

In steps5{9, the sitessumtheir local distances.The randomx addedby P0 masks

the distancesfrom each party. In steps11{18, Parties P0 and Pk� 1 get sharesof the

pairwise comparisonresult. The comparison is a test if the sum is greater than
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Require: k parties, P0; : : : ; Pk� 1; each holdsa subsetof the attributes for all objects
O.

Require: dtr : local distancethreshold for Pr .
Require: Fields D larger than twice the maximum distance,F larger than jOj

1: for all objects oi 2 O do
2: m0

0  m0
k� 1  0 (mod F )

3: for all objects oj 2 O; oj 6= oi do
4: P0: Randomly choosea number x from a uniform distribution over the �eld

D; x0  x
5: for r  0; : : : ; k � 2 do
6: At Pr : x0  x0 + Distancer (oi ; oj ) � dtr (mod D) f D istancer is local

distanceat Pr g
7: Pr sendsx0 to Pr +1

8: end for
9: At Pk� 1: x0  x0+ Distancek� 1(oi ; oj ) � dtk� 1 (mod D)

10: f Using the securecomparisonprotocol (Section4.5)g
11: P0  m0 and Pk� 1  mk� 1 such that:
12: if 0 < x0+ (� x) (mod D) < jD j=2 then
13: m0 + mk� 1 = 1 (mod F )
14: else
15: m0 + mk� 1 = 0 (mod F )
16: end if
17: At P0: m0

0  m0
0 + m0 (mod F )

18: At Pk� 1: m0
k� 1  m0

k� 1 + mk� 1 (mod F )
19: end for
20: f Using the securecomparisonof Section4.5g
21: P0  temp0 and Pk� 1  tempk� 1 such that:
22: if m0

0 + m0
k� 1 (mod F ) > jOj � p% then

23: temp0 + tempk� 1  1 f oi is an outlierg
24: else
25: temp0 + tempk� 1  0
26: end if
27: P0 and Pk� 1 send temp0 and tempk� 1 to the party authorized to learn the

result; if temp0 + temp1 = 1 then oi is an outlier.
28: end for

Algorithm 16: Finding DB(p,D)-outliers
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0 (since the threshold has already been subtracted.) The random split of shares

ensuresthat nothing is learned by either party. Thesetwo parties keepa running

sumof their shares.At the end, in steps21{26, thesesharesareaddedand compared

with the percentage threshold. Both parties get a shareof the result. Finally, the

sharesare sent to the appropriate party that is authorized to know the result. This

party can sum up the sharesand determine if the point is an outlier. Thus, only

that party (e.g., a fraud prevention unit) learns if oi is an outlier, the others learn

nothing.

Theorem 3.6.1 Proof of Correctness: Algorithm 16 correctly returns as output the

completeset of points that are global outliers.

Pr oof. In order to prove the correctnessof Algorithm 16, it is su�cien t to prove

that a point is reported as an outlier if and only if it is truly an outlier. Consider

point q. If q is an outlier, in steps12{16 for at least p%� jOj + 1 of the other points,

m0 + mk� 1 = 1 (mod F ). SincejF j > jOj, it follows that m0
0 + m0

k� 1 > jOj � p%.

Therefore,point q will be correctly reported asan outlier. If q is not an outlier, the

sameargument appliesin reverse.Thus, in steps12{16 at most p%� jOj � 1 points,

m0 + mk� 1 = 1 (mod F ). Again, since jF j > jOj, it follows that m0
0 + m0

k� 1 �

jOj � p%. Therefore,point q will not be reported asan outlier.

3.6.3 Security Analysis

Theorem 3.6.2 Algorithm 16 returns as output the set of points that are global

outliers while revealing no other information to any party, provided parties do not

collude.

Pr oof. All parties know the number (and identit y) of objects in O. Thus they

can set up the loops; the simulator just runs the algorithm to generatemost of the

simulation. The only communication is at lines 7, 11, 21, and 27.
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Step 7: Each party Ps seesx0 = x +
P s� 1

r =0 Distancer (oi ; oj ), wherex is the random

value chosenby P0. Pr (x0 = y) = Pr (x +
P s� 1

r =0 Distancer (oi ; oj ) = y) = Pr (x =

y �
P s� 1

r =0 Distancer (oi ; oj )) = 1
jD j . Thus we can simulate the value received by

choosinga random value from a uniform distribution over D.

Steps 11 and 21: The simulator for party P0 (respectively Pk� 1) again chooses

a number randomly from a uniform distribution, this time over the �eld F . By

the sameargument as above, the actual values are uniformly distributed, so the

probability of the simulator and the real protocol choosing any particular value

are the same. Sincea circuit for securecomparisonis used,using the composition

theorem,no additional information is leaked and steps11 and 21 are secure.

Step 27: Sincethe �nal party knows the results (1 if oi is an outlier, 0 otherwise),

temp0 is simulated by choosinga randomvalue,temp1 = result (1 or 0) � temp0 mod

F . By the sameargument on randomsharesusedabove, the distribution of simulated

valuesis indistinguishable from the distribution of the shares.

The simulator clearly runs in polynomial time (the sameasthe algorithm). Since

each party is able to simulate the view of its execution(i.e., the probability of any

particular value is the sameas in a real executionwith the sameinputs/results) in

polynomial time, the algorithm is securewith respect to De�nition 2.3.1.

While the proof is formally only for the semi-honestmodel, it can be seenthat a

malicious party in isolation cannot learn private values(regardlessof what it does,

it is still possibleto simulate what it seeswithout knowing the input of the other

parties.) A malicious party can causeincorrect results, but it cannot learn private

data values. Step 7 is particularly sensitive to collusion, but can be improved (at

cost) by splitting the sum into sharesand performing several such sums(see[50] for

more discussionof collusion-resistant securesum).



85

3.6.4 Computation and Communication Analysis

Algorithm 16 su�ers the drawback of having quadratic computation complexity

dueto the nestediteration over all objects. While the Knorr and Ng [53]algorithm is

worst-casequadratic, it stopscomparinga point to othersassoon asit is determined

not to be an outlier. However, such early termination in a securealgorithm would

reveal that the point is closeto at least (1 � p)% � jD j of the points to which it had

beencompared.

Due to the quadratic complexity, Algorithm 16requiresO(n2) securecomparisons

(steps 10-16). While operation parallelism can be used to reduce the round com-

plexity of communication, the key practical issueis the computational complexity of

the encryption required for the securecomparisonand scalarproduct protocols.

When there are three or more parties, assumingno collusion, we can develop

much more e�cien t solutions that reveal someinformation. While not completely

secure,the privacy versuscost tradeo� may be acceptablein somesituations. We

cannot simply ask one party to take the sharesand do the comparisons. Sinceall

of the parties shareall of the points, partial knowledgeabout a point does reveal

useful information to a party. Instead, oneof the remainingparties is chosento play

the part of completelyuntrusted non-colludingparty. With this assumption,a much

more e�cien t securecomparisonalgorithm hasbeenpostulated by Cachin [16] that

reveals nothing to the third party. The algorithm is otherwiseequivalent, but the

cost of the comparisonsis reducedsubstantially .
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4 PRIMITIVES DEVELOPED

This chapter describes building block primitiv es developed as part of this disser-

tation. Each following section describes a single primitiv e. Each section typically

consistsof 4 subsections{

1. Subsection1 de�nes the problem to be solved.

2. Subsection2 outlines the solution protocol.

3. Subsection3 analyzesthe communication and computation complexity of the

protocol.

4. Subsection4 provides a security analysisof the protocol.

In a few cases,di�erent primitiv essolve the sameproblem in a di�erent manner.

In thesecases,for brevity, the problem de�nition of the following primitiv esmerely

refersto the problem de�nition of the �rst primitiv e.

The �nal sectionof the chapter providesa comparative look at the protocolsand

discussespossibleadvantages/disadvantageswith using any of them as constituent

protocols in a global algorithm.

4.1 SecurelyComputing the Sizeof Set Intersection

The three or more party association rule mining algorithm (Section3.2) requires

computing the size of the intersection set of local sets. Apart from this, it is an

interesting problem in its own right. Along with our work, there has been other

concurrent work solving this problem [3,37]. Agrawal et. al's solution [3] is similar

to ours except that their solution is limited to two semi-honestparties (intersection

of two sets). Freedmanet al. [37] proposea completely di�erent solution involving
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the formulation of polynomials by one party and their evaluation by another. This

solution is very e�cien t in terms of round and communication complexity. However,

in terms of computation complexity, it is not scalableto the sizesrequired for data

mining (sincesomeof the assumptionsusedin their analysisno longer hold).

4.1.1 Problem De�nition

Assumek > 2 parties, P0; : : : ; Pk� 1. Each party Pi has set Si � U chosenfrom

a common global universe. The problem is to securely compute the size of the

intersectionset, j \ k� 1
i=0 Si j.

4.1.2 Algorithm / Protocol

A quick overview of the algorithm idea, alongwith several neededde�nitions are

now given, beforepresenting the entire protocol.

Algorithm Idea

The key idea behind the algorithm is simple. It is not necessaryto have the

actual set elements to compute the cardinality of the intersection set. Instead, the

parties jointly generatea mapping from U that no party knows in its entiret y. The

mapping is used to transform the sets Si , then the intersection is performed on

the transformed sets. Sinceno party knows the mapping, they cannot reversethe

mapping to �nd the value of any element.

A securekeyed commutativ e hash function can be usedto perform such a map-

ping, and has other properties that will be useful in proving the security properties

of the algorithm. We now formally de�ne such a hashfunction.
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Commutativ e One-way Hash Functions

The de�nitions of properties usedbelow are collated from [62].

De�nition 4.1.1 A commutativ e keyed oneway hash function (CKHF) is a func-

tion hk , parameterized by a secret key k, with the following properties:

1. easeof computation { for a known function hk , given a value k and an input

x, it is easy to computehk(x).

2. 2nd-preimageresistance{ it is computationally infeasibleto �nd a second input

that has the sameoutput as any speci�e d input, i.e., given x, to �nd a 2nd-

preimagex0 6= x suchthat h(x) = h(x0).

3. collision resistance{ it is computationally infeasible to �nd any two distinct

inputs x, x0 that hashto the sameoutput, i.e., h(x) = h(x0). A stronger form

of collision resistance is to require 8x 6= x0; h(x) 6= h(x0).

4. commutativ e hashing { given two instances of a keyed hash function hk pa-

rameterized with 2 di�er ent keys k1 and k2 and an input x, hk1 (hk2 (x)) =

hk2 (hk1 (x)) .

5. key non-recovery { given one or more text-hashpairs (x i ; hk(x i )) for the same

k, it must be computationally infeasibleto recover k.

A commutativ epublic key encryption schemesuch asPohlig-Hellmancanbeused

to generatea hashfunction satisfying all our requirements. Each party generatesits

own keypair (E i ; D i ). The length in bits for the keypair is commonly agreedupon

and known to all parties (1024 bits is common today). The hash function hk i is

simply encryption with E i . The decryption keysare not needed.

Algorithm

There are three stagesto the protocol: hashing, initial intersection, and �nal

intersection. In the hashingstage,each party hashes(encrypts) its own itemswith its
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own key. The parties then passthe set to their neighbor to behashed.This continues

until all sets have been encrypted by all keys. Sincehashing is commutativ e, the

resulting valuesfrom two di�erent setswill be equal if the original valueswere the

same(i.e., the item was present in both sets). Collision resistanceensuresthat this

will happen only if the original valueswere the same.

In the initial intersection stage, each party sendsthe set it has to all parties

exceptits right neighbor, the original owner of the set. All parties then computethe

intersectionof all the setsreceived. If the sizeof this intersectionis lessthan a user-

determined threshold r , the protocol is aborted. This is to avoid probing attacks;

an attempt to probe for the existenceof a particular item in the set givesat best a

probability 1=r estimateof its existence.(A party whoseitems are all present in the

intersectionalsolearnsof the existenceof particular items, but this is an unavoidable

artifact of the result. Revealing that an individual is oneof a su�cien tly largegroup

is often viewed as su�cien t protection of privacy [81]; this also givesa 
o or for r .)

In the �nal stage,the intersectionsare sent to the right neighbor. The �nal result is

the sizeof the intersection of the received set with the one generatedin the initial

intersectionstage. A completedescription of the algorithm is given as Protocol 17.

We now give additional clari�cation of the algorithm.

Hashing In this stagethe setsof all the parties are hashedby all parties. Since

each party hasheswith a key known only to itself, and the order of items is

randomly permuted, no other party can determinethe mapping performedby

the previousparty.

Initial In tersection In this stage, every party �nds the intersection of all sets

exceptits own. The hashingprevents learning the actual valuescorresponding

to the hasheditems received. The reasona site doesnot get its own set is to

prevent probing attacks: a site could initially generatea singletonset to probe

if that item existed at another site, i.e., if the intersectionof its set with that
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Require: k > 2 sites,each having a local set Si

Require: Maximum local setsizem, and thresholdr usedto protect againstprobing
for all sites i f Parallel operationsg do

Generatethe hashkey E i

for j = jSi j to m do
Si  Si [ f pre�x not in U:i:j g f Pad Si with items that will be unique to that
site and cannot contribute to the intersection.g

end for

f Stage1 { Hashingg
M  EncryptAndP ermute(Si ; E i )
sendM to site i + 1 mod k

for p = 1: : : k � 2 do
M 0  receive from site i � 1 mod k
M 00 EncryptAndP ermute(M 0; E i )
sendM 00to site i + 1 mod k

end for

M 0  receive from site i � 1 mod k
M 00 EncryptAndP ermute(M 0; E i )
sendM 00to all sitesexceptsite i + 1 mod k

f Stage2 { Initial Intersectionof setsand check for probingg
TSj  receive from site j , j 6= i � 1
TS0

i  \ k� 1
p=0 ;p6= i � 1TSp

if jTS0
i j < r then

broadcastABORT f Detect/prevent probingg
else

f Stage3 { Final Intersection to computeFinal Resultg
SendTS0

i to party i + 1 mod k
Receive TS0

i � 1 mod k from party i � 1 (mod k)
TS0

i  TS0
i \ TS0

i � 1 mod k

return jTS0
i j

end if
end for

Protocol 17: Securelycomputing sizeof intersectionset
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Function EncryptAndP ermute(Set M , Key Ek)

Require: M is the input array to be hashed,Ek is the hashkey

C  ;

for all j 2 M do

C  C [ f Ek(j )g ;

end for

randomly permute C to prevent tracking values

return C

of another site is empty or of size1. Aborting prevents probesfor setsof size

lessthan r .

This alsoshows the reasonthat we requirek > 2 parties. With two parties, no

intersection could be performed without accessto the hashedvaluesof one's

own set. This prevents the probe detection/prevention.

Final In tersection Each party sendsthe remaining pieceof the puzzleto its left

neighbor. This enablesall parties to compute the �nal intersection and �nd

the �nal result, viz. the cardinality of the total intersectionset.

The collision resistanceproperty of the hash function ensuresthat no collisions

can occur. Thus the algorithm clearly generatesthe correct result for the size of

the intersection set. A similar technique was usedby Agrawal et al. [3] to compute

intersection,equijoin, intersectionsizeand equijoin size. However, their technique is

limited to two parties and to semi-honestadversaries.

4.1.3 Communication and Computation Analysis

Communication protocolsof this type are generallyanalyzedeither basedon the

communication cost or number of encryptions performed. The encryption cost is

entirely contained in Stage 1: Each party hashesevery item once, giving k2 � m



92

encryptions. The inherent parallelismgivesa factor of k speedup,for a computation

time cost of k � m.

The communication cost for a single party is as follows. In stage 1, a set of

size m is transmitted in each of the �rst k � 1 rounds. In round k, a set is sent

to k � 2 of the other parties. Assumingno multicast this requires2k � 3 messages

of m � hashed item size bits. Stage 2 requires no transmission (except possibly a

broadcastABORT). In Stage3, a messageis sent containing the intersection of all

but oneparty. This messageis at most sizem hasheditems, but would typically be

closerto the lower bound of jSj items. Thus, neglectingabort, each site sends2k � 2

messageof at most sizem � hashed item sizebits.

The entire protocol is symmetric, soall of the parties transmit equalamounts of

data. So, to calculate the total communication cost, we simply multiply the single

party cost by k. Thus, the upper bound on the total communication cost of the

algorithm is

k � (2k � 2) = O(k2) messages

k � (2k � 2) � m � hashed item size= O(k2m) bits

k rounds
The factor of m can be reducedto jSi j, at the cost of revealing the sizeof each

site's set. This is done by skipping the padding to sizem step at the beginning of

Protocol 17. As this is likely to be more sensitive than the sizesof intersections,we

have detailed the more secureversion.

4.1.4 Security Analysis

The intersection algorithm described above clearly calculatesthe sizeof the in-

tersection set without revealing what items are present in any set. However, it is

not quite securebasedon the standard of De�nition 2.3.1. In addition to the size

of the completeset intersection, the parties can learn the sizeof the intersection of

subsetsof the entire group. Speci�cally, for any setC � f 0; : : : ; k � 1g� such that i 62

C; jCj � 2, party i can compute j \ j 2 C Sj j.
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By acknowledging that thesesubsetintersectionsizesare revealed,we can prove

that nothing elseis disclosedby Protocol 17. We e�ectively augment the result with

the \leaked information". We then show how to build a polynomial time simulator

for the view of every party usingonly the augmented output for that party and their

own input.

Theorem 4.1.1 Protocol 17 privately computesthe sizeof the intersection set jSj =

j \ k� 1
p=0 Spj. Site i learns at most j \ p2 C Spj; 8C � f 0; : : : ; k � 1g� suchthat i 62C; jCj �

2. If j \ p=0 ;:::;i � 2;i;::: ;k � 1 Spj � r it learns that valueand the �nal result jSj.

Pr oof. Sincethe protocol is symmetric, proving that the view of one party can

be simulated with its own input and output su�ces to prove it for all parties. We

now show how to simulate the messagesreceived by party i . Given these,it usesits

own input and hashkey to simulate the rest of its view by running the appropriate

parts of Protocol 17. The protocol consistsof three stages.The initialization phase

can be donebasedon i 's own input, sowe beginwith the messagesreceived in Stage

1.

Stage 1 At each step of this stage,party i receivesa new local set from part i �

1 mod k. However, each item in each of thesesetshasbeenhashed(encrypted). The

preimageresistance,collision resistance,and key non-recovery propertiescombine to

ensurethat the distribution of the hashedvalues(as the key changes)is independent

of the distribution of the data. This allows us to state that the valuesin thesesets

are computationally indistinguishablefrom numbers chosenfrom a uniform random

distribution. We can simulate the received set M 0 by randomly choosing m values

uniformly distributed over the domain of the hashfunction E.

This allows us to simulate a singleM 0. Each M 0 seenby i is hashedby a di�erent

set of keys, i.e., the �rst is hashedwith E i � 1(x), the secondby E i � 1(E i � 2(x)), etc.

(For brevity we drop the mod k, it should be assumedin all index computations.)

Regardlessof any relationship betweenitems in Si � 1 and Si � 2, the di�erent hashes
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and permutation ensurethat i seesno relationship. Therefore, the argument that

randomly choosingvaluesallows us to simulate M 0 extendsto the set of all k � 1 M 0

sets.

Stage 2 Party i now receivesk � 1 setsTSj , corresponding to the fully hashedsets

from all but party i . TSi is the last M 00generatedin Stage1, and is simulated with

the �nal M 00generatedin the simulation of Stage1. While the hashing/encryption

guaranteesthat any singleitem in thesesetsis equally likely to comefrom anywhere

in the domain of E, we can not simply generaterandom valuesfor the other TSj .

The problem is the need to simulate intersections. Since all parties have hashed

all items, and becausethe hashing is commutativ e, if Sg and Sh have an item in

common,then TSg� 1 and TSh� 1 will alsohave an item in common.

To simulate this, we take advantage of knowing j \ p2 C Spj. The simulator �rst

generatesa directed acyclic graph from these intersection sizes,and usesthis to

calculate the number of items that should be commonat each node. It then does

a breadth-�rst traversal, generatingthe required number of items at each node and

placing the items in the leaf sets reachable from that node. \Generating" an item

happens in two ways: When TSi is one of the reachable leaves, an item is chosen

(without replacement) from TSi . Otherwise,a random value from the domain of E

is used.

A detailed description of this processis given asSimulator 1. A demonstration

of the simulation algorithm for three parties is given in Figure 4.1.

Party i cannow generateTS0
i anddetermineif it shouldsendan ABORT message.

It alsoknows if it shouldreceive an ABORT, asthis is part of the result. If the result

is not an ABORT, we must simulate Stage3.

Stage 3 Party i now receivesTS0
i � 1. SincejTS0

i � 1j � r , i is allowedto learn the size

of this set (i is not probing). This set is simulated by choosing jSj items from TS0
i ,

and randomly choosingjTS0
i j � jSj from the domain of E. The encryption arguments
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Generatethe hierarchical directed graph G connectingall of the intersectionsets
to their immediate descendents.

� f 0; : : : ; i � 1; i + 1; : : : ; k � 1g is the root,

� All setswith k � 2 elements are level 2,

� : : :

� All 2-setsare at level k � 2,

� f 1g; : : : ; f i � 1g; f i + 1g; : : : ; f k � 1g (i.e. sets for all parties other than i )
are leavesat level k � 1,

� An edgeis added from p to c if c is a subset of the set represented by p
obtained by removing onenumber.

Each node n is assignedthe sizeof the corresponding intersection set j \ p2 n Spj,
nodesat level k � 1 are assignedm.
for l = 1::k � 1 do

for all nodesp at level l do
if i 2 p then

items  remove p:size items from M 00

else
items  remove p:size items from (domain of E � M 00)

end if
for all TSj ; j 2 p do

TSj  TSj [ items
end for
for all c child of n do

c:size  c:size � p:size
end for

end for
end for

Simulator 1: GenInput: Generating Input Setsfor Party i
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Figure 4.1. Building the simulated input set
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usedfor Stage1 still hold to protect the value of the items, and the known \leaked"

information is su�cien t to perform the simulation.

De�nition 2.3.1requiresthat this simulation be polynomial time. Stages1 and 3

are clearly polynomial. Stage2 requiresconstruction and breadth-�rst traversal of

a graph consistingof all powersetsof k � 1 nodes. The graph is exponential in k, an

apparent con
ict. However, the requirement is that the simulation be polynomial in

the sizeof the input m, wecantreat k as�xed. In the graph traversalof Algorithm 1,

we generatek � m items to �ll the leaves. Sincegeneratingeach item (either choosing

an item from TSi or randomly generatingone) is polynomial, and we perform one

such operation for each item in the input, the simulation is polynomial.

The de�nitions we have given are for the semi-honestmodel: parties follow the

protocol, but may try to learn additional details from what they seeduring the

execution. The maliciousmodel for SecureMultipart y Computation looksat the case

whereparties may not play by the rules. Protocol 17 doesnot quite meet malicious

standards,as a maliciousparty can causeincorrect results without detection. From

the proof of Theorem 4.1.1we can seethat the disclosureproperties do hold in the

faceof a maliciousparty. No party seesinformation hashedwith the samesetof keys

twice, so altering an outgoing messageto learn how it is hashedwould not enable

learning anything from an incoming message.This is true as long as there is no

collusionbetweenparties. However, if two parties collude, they could jointly mount

a probing attack by returning each party's fully hasheditems to that party.

4.2 A More E�cien t Set IntersectionProtocol

The symmetric algorithm we have presented in section4.1 is simple and proven

e�ective at controlling the disclosureof information. We now present a more com-

plex variant that givesasymptotically improved performancein number of rounds,

number of messages,and total number of bits transmitted. It also provides a prac-
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tical improvement in information disclosure;the sametotal information is disclosed,

but each party only seesa pieceof that information.

4.2.1 Problem De�nition

The problem to be solved is the onede�ned in Section4.1.1.

4.2.2 Algorithm / Protocol

The key insight behind this protocol is to overlap the hashing and intersection

phases.Note that any arbitrary parenthesization of the intersectionexpressionstill

givesthe sameresult.

S0 \ S1 \ : : : \ Sk

�

(: : : (S0 \ S1) \ S2) \ : : : \ Sk)

�

(S0 \ S1) \ (S2 \ S3) \ : : : \ (Sk� 1 \ Sk)

The secondobservation is that it is not necessaryto hashevery setwith all keysbefore

intersectingthe sets. Any time two items have beenhashedby the sameset of keys,

they can be tested for equality. With careful ordering of the hashingwe canperform

the innermost intersectionsearly. Repeating this at each level, the intersectionscan

be carried out in the form of a binary tree, reformulating the intersectionas

(: : : (log k) � 1: : : ((S0 \ S1) \ (S2 \ S3)) \ : : : \ (Sk� 1 \ Sk) : : : logk : : :)

The di�cult y is with carrying out intersectionsof two sets. As pointed out in

Section4.1.2,a party that seesthe hashedresultsof its own set can probe, requiring

at least three parties to perform the intersection. The solution is to usea party from

the opposite sideof the tree as this third party. Each party hashesits set and sends

it to its \in tersection partner". The partner hashesit, and both sendthem to the
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5: C intersects both sets it receives to get the result
4: B encrypts and sends its set to C
3: A encrypts and sends its set to C

4: Eb(Ea(Y))3: Ea(Eb(X))

2: B sends its key, Eb, to A
1: A sends its key, Ea, to B

2: Eb

1:Ea

5

B

C

A

Figure 4.2. A singlebinary set intersectionusing a third party

parent third party. The third party performsthe intersection. An exampleof this is

given in Figure 4.2.

Each parent now has the intersectionof the setsof its children, hashedwith the

keysof its children. To compute the intersectionwith its sibling, it must hashthese

items with the keys of its sibling's children. Since it does not seeany items from

its sibling's children, it gains no information by having these keys. Once this is

complete, the siblings can sendtheir intersectionsup the tree to compute the next

level of intersection. This processis repeated until the root is reached, giving the

�nal intersection. This processis illustrated in Figure 4.3. The completealgorithm

is given in Protocol 18, and depictedgraphically in Figure 4.4.

Interior nodesare assignedso that no node is on the path from itself (as a leaf)

to the root. This avoids any information leak basedon knowing the size of the

intersection of one'sown set with any subsetof other nodes. (The root is the only

node to learn the size of a subsetcontaining its own set, but this subsetcontains
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2: n leaves send their encryption keys E'1 .. E'n to A

5: C intersects what it has received from both A and B to get the result

5

Y1X1 Xm

A B

C

Yn

1: m leaves send their encryption keys E1 .. Em to B

4: B applies all encryption keys to its set and sends it to C
3: A applies all encryption keys to its set and sends it to C

1: E1 .. Em 2: E'1 .. E'n

4: E1(..(Em(E'1(..(E'n(Y1 ..       .. Yn)..)

U

3: E'1(..(E'n(E1(..(Em(X1 ..       .. Xm)..)

U

Figure 4.3. Higher-level set intersection
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Stage   (log   k)
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k�2,..,k

1,..,k

1,2,3,4

k�1,kk�2,k�33,41,2

k�1A k4321 AAAA

Figure 4.4. A more e�cien t protocol

half the nodes.) If the number of parties is a power of two, they form a complete

tree with each party acting as both a leaf and at most once as an interior node.

Only k � 1 parties are neededto act as interior nodes. If the tree is not complete,

we can still make such an assignment provided k � 4. Leaf nodeswhosesibling is

not a leaf hashtheir own set with their own key, and with the keysof their sibling's

children. The protocol then proceedsas normal. This eliminates the needfor one

interior node from the leaveson the other side of the tree. Balancing the tree with

respect to thesesingleton nodesenablesan assignment such that no node is on its

own path to the root.

Since the sets each parent receives are hashedwith the sameset of keys, the

commutativ e hashing property guarantees that the intersection of those sets will

be of the correct size. Associativit y of intersection ensuresthat the order doesnot
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Require: k > 3 sites numbered 0: : : k � 1, each having a local set Si

Require: Maximum local set sizem, threshold r usedto protect against probing
for all sites i do

Generatea binary tree with k leavesat levels log2(k) and log2(k) � 1. Even leavesare to the
left of root, odd to the right. If the tree is not complete, the lowest numbered nodesform the
lowest level.
Number non-leaf nodesas follows. 0 is root. The left-hand side is numberedwith odd numbers
using a preorder traversal, the right side with even numbers.
f Each site now has an identical view of the tree.g
Generate the hash key E i

for j = jSi j to m do
Si  Si [ f pre�x not in U:i:j g f Pad Si with unique items.g

end for
M  EncryptAndP ermute(Si ; E i )
if the sibling of i is a leaf then

SendE i to sibling
E  receive from sibling
M  EncryptAndP ermute(M ; E)

end if
Sendf E i g to the sibling of the parent of leaf i
if the sibling of i is a leaf then

SendM to parent
end if

end for
f Nodesnow act basedon their \in terior" position in the tree. For nodes whosesibling is not a
leaf, the interior and leaf positions are the same.g
for all sites i > 0 do

K eySeti  receive key set from left child of interior node i of sibling
K eySeti  K eySeti [ receive key set from right child of sibling
if the sibling of i is a leaf f site i is also an interior nodeg then

M l  receive from left child
M r  receive from right child
M  M l \ M r

end if
if jM j < r then

Broadcast ABORT f Potential Probeg
else

for all E 2 K eySeti do
M  EncryptAndP ermute(M ; E)

end for
if parent of i is not 0 then

SendK eySeti to sibling of parent of interior node i
end if
SendM to parent of interior node i

end if
end for
if site is 0 then

M l  receive from left child, M r  receive from right child
Broadcast result jM l \ M r j

end if

Protocol 18: Tree-basedprotocol for computing sizeof set intersection
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a�ect the result. An inductive argument shows that the protocol generatesthe

correct result.

Protocol 18 demonstratesanother optimization. Instead of sendingsets to be

hashedby other sites, a site sendsits key. The numbering of the tree ensuresthat

no site seesitems hashedwith any key it knows (except root, which knows only its

own key and seesitems hashedwith that plus several others.) Thus, in the absence

of collusion, sendinga key givesthe receiver no additional information.

4.2.3 Communication and Computation Analysis

At �rst glance,the encryption cost appearssimilar to Protocol 17. Every item in

the �nal intersection is hashedwith every key. However, duplicate items are �ltered

out at higher levels. This reducesthe number of items to be hashed. Leaf nodes

perform 2m encryptions. Lowest level parent nodesperform 2 additional encryptions

on every item in the intersectionof their children; at most 2m. The next level must

hash with 4 keys. The level below the root endsup with k=2 keys. Multiplying by

the number of nodesat each level givesk � m encryptions at each level, for a worst

casetotal of (2k + k log2(k)) � m encryptions. Parallelism gives somebene�t, but

sincethe upper levelsperform moreencryptionsthe encryption time is still O(k � m).

More important is the savings in number of roundsand messages.The number of

roundsof messagesis onefor the leaf key exchange,and dlog2(k)e roundsof sending

key setsand hashedsetsup the tree. The key exchangerequireseach leaf to send

one messageof the number of bits in the hash key. (The one or two \extra" nodes

whosesibling is not a leaf are sparedsendingthis message.)For each edgein the

tree there is one \hashed set" messageand (except for the root) a corresponding

key set message,for a total of 2k � 4 messages.Each hashedset messageis at most

m � hashed item size bits. The key set messagesgrow as they grow up the tree; a

total of k � hashkey sizebits are sent at each level.
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The overall communication cost of Protocol 18 is then:
3k � 4 = O(k) messages

k log2(k) � hashkey size+ 2(k � 1)m � hashed item size� O(k � m) bits

dlog2(k)e = O(logk) rounds
This is a substantial improvement over the O(k2) messages,O(k2m) bits, and O(k)

rounds of Protocol 17.

The number of bits and number of encryptions is in practice a pessimisticesti-

mate. It is likely that the sizeof intersectionswill be signi�cantly smaller than m,

and will rapidly approach jSj. While the asymptotic resultsdo not change,the e�ect

of parallelismon the encryption cost is likely to improve signi�cantly, asthe majorit y

of encryptionsoccur only at the low levels. The setmessagesizesat higher levelswill

also shrink, although each key transmissionmessagewill grow. Thus, the e�ective

total time to run the algorithm should be closerto O(m + logk) than O(m logk).

4.2.4 Security Analysis

Protocol 17 is symmetric, and revealsto all parties the intersectionsof any subset

of items except its own. Protocol 18 revealsthe sametype of information, however,

each site learnsthe intersectionsizeof at most three subsets:

� j \ p2 descendants Spj

� j \ p2 lef t descendants Spj

� j \ p2 r ight descendants Spj

The total information revealedis considerablyless,O(k) intersectionsasopposedto

O(2k). In addition, the limited amount revealedto any party enablesan assignment

of parties to nodesbasedon trust and which speci�c intersectionscan be disclosed.

This givesconsiderable
exibilit y in meetingspeci�c security policy goals.

Theorem 4.2.1 Protocol 18 privately computesthe sizeof the intersection set jSj =

j \ k� 1
p=0 Spj. Each site learns the �nal result, and if it servesas an interior node in the

tree it learns:
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� j \ p2 descendants Spj

� j \ p2 lef t descendants Spj

� j \ p2 r ight descendants Spj

Pr oof. The proof proceedsby simulating the view of a party i as it proceeds

through Protocol 18. The simulator e�ectively runs Protocol 18, all we needto show

is that the received messagescan be simulated.

First, let us look at the caseof an \extra" node: a leaf whosesibling is not a

leaf. Thesenodes(at most two, one odd and oneeven) serve in the samespot as a

leaf and interior node. If i is one of thesenodes, it will receive the keys E i � 2 and

E i � 4. This is the only messageit receives. Sincethesewerenot usedto generateany

information i will receive, they canbesimulated by randomly generatingkeysfor the

hash function E. Protocol 18 generatesthe rest of the view for thesenodes,except

for receiving the �nal result. As the result is known to the simulator, generatingit

is trivial.

The remaining non-root nodesare slightly more complex, as they receive three

sets of messages. The �rst messagereceived is the key of their sibling in their

position as a leaf. This is simulated by randomly generating a key for the hash

function E. The next are the two setsof keysof their sibling's descendants basedon

their position asan interior node. Theseare simulated by randomly generatingkeys

for the hash function E, the number of keys to generateis known from i 's position

in the tree. The �nal messagesreceived by i are the intersection setsof i 's left and

right descendants. To simulate these,i takesadvantage of three facts:

1. i knows the sizesj \ p2 lef t descendants Spj and j \ p2 r ight descendants Spj of the received

sets,

2. i knows the number of items the two setshave in commonj \ p2 descendants Spj,

and

3. i hasno knowledgeof the keysusedto hashthe items in the sets.
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Usingfact 2, the simulator for i generatesj\ p2 descendants Spj items, by randomly select-

ing items from a uniform distribution over the domain of E, and placesthem in both

the simulated M l and M r . Fact 1 is then usedto completeM l and M r , by generating

j \ p2 lef t descendants Spj � j \ p2 descendants Spj to insert into M l and j \ p2 r ight descendants

Spj � j \ p2 descendants Spj to insert into M r .

The simulated setsM l and M r are now the samesizeas thoseseenin the actual

protocol, and their intersection contains the samenumber of items as those in the

actual protocol. Sincei hasno knowledgeof the keysusedto hashthe items (fact 3),

security of hashing/encryption guaranteesvaluesin hashedsetsare computationally

indistinguishable from valueschosenfrom a uniform random distribution over the

domain of the hash function E. Therefore, the simulated view is computationally

indistinguishable from that seenby i during the actual executionof the protocol.

The argument for site 0, the root, is slightly di�erent. The simulator is the same

as other interior nodes. This site receivesonly E2, the key of its sibling. It doessee

items hashedwith E2, as well as its own key E0, so fact 3 doesnot hold. However,

by the time it seesitems hashedwith E0 and E2, they have also beenhashedwith

(at least) E1. Since 0 does not know E1, the computational indistinguishability

argument still holds.

The simulator requiresonekey generationor selectionof a randomvaluefrom the

domainof E for each item in the received messages.The number of items is bounded

by the maximum set sizem. Assumingkey generationor random value selectionis

polynomial in the sizeof the input, and that Protocol 18 runs in polynomial time

(seeSection4.2.3), the view seenby any site i can be simulated in time polynomial

in the sizeof the input.

Absent collusion,Protocol 18 is ase�ective asProtocol 17with maliciousparties.

A maliciousparty canalter what it sends,however, sinceit never seesanything based

on messagesit hassent exceptthe �nal output it canonly gain information from the

�nal result. This constitutes a probing attack, and the information gain possibleis

restricted by the minimum sizethreshold r . Site 0 doesseeinformation basedon its
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�rst set of messages,however the intermediate hashingand threshold test prevents

it from gaining additional information from what it sent as a leaf.

Collusion posesa signi�cant problem. Collusion between the parent of a leaf

node and its right child can give it both the hash key E l and the hashedset M l of

the left child. It can now probe for the existenceof any item I in that set, by testing

if E l (I ) 2 M l . Collusion with its own sibling or the sibling of its ancestorsalsogives

it this key. Even if somesites were not trusted (i.e., they may collude with some

other sites), it would often be possibleto assignsites to tree nodes in such a way

that the untrusted siteswould not gain by colluding.

4.3 Algebraic Method for Computing Dot Product

4.3.1 Problem De�nition

Considertwo real-valuedvectors ~X and ~Y of cardinality n, ~X = (x1; � � � ; xn ); ~Y =

(y1; � � � ; yn ). The scalarproduct (or dot product) of ~X and ~Y is de�ned as ~X � ~Y =
P n

i=1 x i � yi . If party A has the vector ~X and party B has the vector ~Y, securely

compute the scalarproduct ~X � ~Y.

4.3.2 Protocol

Scalar product protocols have beenproposedin the SecureMultipart y Compu-

tation literature [9], however thesecryptographic solutionsdo not scalewell to data

mining problems. We give an algebraic solution that hides true valuesby placing

them in equationsmasked with random values. The knowledgedisclosedby these

equationsonly allows computation of private valuesif one side learnsa substantial

number of the private values from an outside source. (A di�erent algebraic tech-

nique has recently beenproposed[46], however it requiresat least twice the bitwise

communication cost of the method presented here.)

We assumewithout lossof generality that n is even.
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Step 1: A generatesrandomsR1 : : : Rn . From these, ~X , and a matrix C forming

coe�cien ts for a set of linear independent equations,A sendsthe following vector

~X 0 to B:
hx1 + c1;1 � R1 + c1;2 � R2 + � � � + c1;n � Rn i

hx2 + c2;1 � R1 + c2;2 � R2 + � � � + c2;n � Rn i
...

hxn + cn;1 � R1 + cn;2 � R2 + � � � + cn;n � Rn i

In step 2, B computesS = ~X 0 � ~Y. B alsocalculatesthe following n values:

hc1;1 � y1 + c2;1 � y2 + � � � + cn;1 � yn i

hc1;2 � y1 + c2;2 � y2 + � � � + cn;2 � yn i
...

hc1;n � y1 + c2;n � y2 + � � � + cn;n � yn i
But B can't sendthesevalues,sinceA would then have n independent equations

in n unknowns (y1 : : : yn), revealing the y values. Instead, B generatesr random val-

ues,R0
1 . . . R0

r . The number of valuesA would needto know to obtain full disclosure

of B's valuesis governedby r .

B partitions the n valuescreatedearlier into r sets,and the R' valuesare used

to hide the equationsas follows:

hc1;1 � y1 + c2;1 � y2 + � � � + cn;1 � yn + R0
1i

...

hc1;n=r � y1 + c2;n=r � y2 + � � � + cn;n=r � yn + R0
1i

hc1;(n=r +1) � y1 + c2;(n=r +1) � y2+

� � � + cn; (n=r +1) � yn + R0
2i

...

hc1;2n=r � y1 + c2;2n=r � y2 + � � � + cn;2n=r � yn + R0
2i

...

hc1;(( r � 1)n=r +1) � y1 + c2;(( r � 1)n=r +1) � y2+

� � � + cn; (( r � 1)n=r +1) � yn + R0
r i

...

hc1;n � y1 + c2;n � y2 + � � � + cn;n � yn + R0
r i
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Then B sendsS and the n above valuesto A, who now has:

S = (x1 + c1;1 � R1 + c1;2 � R2 + � � � + c1;n � Rn ) � y1

+( x2 + c2;1 � R1 + c2;2 � R2 + � � � + c2;n � Rn ) � y2

...

+( xn + cn;1 � R1 + cn;2 � R2 + � � � + cn;n � Rn ) � yn

Simplifying further and grouping the x i � yi terms gives:

S = (x1 � y1 + x2 � y2 + � � � + xn � yn )

+( y1 � c1;1 � R1 + y1 � c1;2 � R2 + � � � + y1 � c1;n � Rn )

+( y2 � c2;1 � R1 + y2 � c2;2 � R2 + � � � + y2 � c2;n � Rn )
...

+( yn � cn;1 � R1 + yn � cn;2 � R2 + � � � + yn � cn;n � Rn )

The �rst line of the right hand side can be succinctly written as
P n

i=1 x i � yi , the

desired�nal result. In the remainingportion, wegroupall multiplicativ e components

vertically, and rearrangethe equation to factor out all the Ri values,giving:

S =
nX

i =1

x i � yi

+ R1 � (c1;1 � y1 + c2;1 � y2 + � � � + cn;1 � yn )

+ R2 � (c1;2 � y1 + c2;2 � y2 + � � � + cn;2 � yn )
...

+ Rn � (c1;n � y1 + c2;n � y2 + � � � + cn;n � yn)

Adding and subtracting the samequantit y from one side of the equation does

not changethe equation in any way. Hence,the above equation can be rewritten as

follows:



110

S =
nX

i =1

x i � yi

+ f R1 � (c1;1 � y1 + c2;1 � y2 + � � � + cn;1 � yn)

+ R1 � R0
1 � R1 � R0

1g
...

+ f Rn=r � (c1;n=r � yn=r + c2;n=r � y2 + � � � + cn;n=r � yn )

+ Rn=r � R0
1 � Rn=r � R0

1g

+ f Rn=r +1 � (c1;n=r +1 � yn=r +1 + c2;n=r +1 � y2 +

� � � + cn;n=r +1 � yn )

+ Rn=r +1 � R0
2 � Rn=r +1 � R0

2g
...

+ f R2n=r � (c1;2n=r � y2n=r + c2;2n=r � y2 +

� � � + cn;2n=r � yn )

+ R2n=r � R0
2 � R2n=r � R0

2g
...
...

+ f R(r � 1)n=r +1 � (c1;(r � 1)n=r +1 � y(r � 1)n=r +1 +

c2;(r � 1)n=r +1 � y2 + � � � + cn; (r � 1)n=r +1 � yn )

+ R(r � 1)n=r +1 � R0
r � R(r � 1)n=r +1 � R0

r g
...

+ f Rn � (c1;n � y1 + c2;n � y2 + � � � + cn;n � yn )

+ Rn � R0
r � Rn � R0

r g



111

Now A factors out the Ri from the �rst two components and groups the rest

vertically, giving:

S =
nX

i =1

x i � yi

+ R1 � (c1;1 � y1 + c2;1 � y2 + � � � + cn;1 � yn + R0
1)

...

+ Rn=r � (c1;n=r � yn=r + c2;n=r � y2 +

� � � + cn;n=r � yn + R0
1)

+ Rn=r +1 � (c1;n=r +1 � yn=r +1 + c2;n=r +1 � y2 +

� � � + cn;n=r +1 � yn + R0
2)

...

+ R2n=r � (c1;2n=r � y2n=r + c2;2n=r � y2 +

� � � + cn;2n=r � yn + R0
2)

...

+ R(r � 1)n=r +1 � (c1;(r � 1)n=r +1 � y(r � 1)n=r +1 +

c2;(r � 1)n=r +1 � y2 + � � � + cn; (r � 1)n=r +1 � yn + R0
r )

...

+ Rn � (c1;n � y1 + c2;n � y2 + � � � + cn;n � yn + R0
r )

� R1 � R0
1 � � � � � Rn=r � R0

1

� Rn=r +1 � R0
2 � � � � � R2n=r � R0

2

...

� R(r � 1)n=r +1 � R0
r � � � � � Rn � R0

r

A already knows the n Ri values. B also sent n other values, these are the

coe�cien ts of the n Ri valuesabove.
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A multiplies the n values received from B with the corresponding Ri and sub-

tracts the sum from S to get:

Temp =
nX

i =1

x i � yi

� R1 � R0
1 � � � � � Rn=r � R0

1

� Rn=r +1 � R0
2 � � � � � R2n=r � R0

2

...

� R(r � 1)n=r +1 � R0
r � � � � � Rn � R0

r

Factoring out the R0
i gives:

Temp=
nX

i =1

x i � yi

� (R1 + R2 + � � � + Rn=r ) � R0
1

� (Rn=r +1 + Rn=r +2 + � � � + R2n=r ) � R0
2

...

� (R(( r � 1)n=r )+1 + R(( r � 1)n=r )+2 + � � � + Rn ) � R0
r

To get the desired�nal result (viz.
P n

i=1 x i � yi ), A needsto add the sum of the

r multiplicativ e terms to Temp.

In step 3, A sendsthe r values to B, and B (knowing R') computes the �nal

result. Finally B replieswith the result.

Selectionof ci;j

The above protocol requiresa matrix C of valuesthat form coe�cien ts of linear

independent equations. The necessity of this is obvious from the fact that the equa-

tions are usedto hide the data values. If any equation can be eliminated using less

than half of the other equations,a linkagebetweenlessthan n=2 of the unknowns is

created.
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Table 4.1
Communication cost

Rounds Bitwise cost

4 2 � n � M axV alSz O(n)
MaxValSz= Maximum bits to represent any input value

With high probability, a coe�cien t matrix generatedby a pseudo-randomfunc-

tion will form linearly independent equations. This enablesconstruction of the ci;j

matrix by sharing only a seedand a generatingfunction.

4.3.3 Communication and Computation Analysis

We �rst look at the computation cost. In step 1, A has to generaten random

numbers,and perform n2 multiplications and additions. In step2, B performsn2 + n

additions and multiplications. In step 3, A performs n + r multiplications and

additions (wherer << n). In step4, B performsr computations. Overall, it is quite

clear that the protocol requiresO(n2) additions and multiplications, which is quite

low sincetheseare simple arithmetic operations.

Computing support for each candidateitemset requiresonerun of the component

scalar product protocol. The cost of each run (basedon the number of items n is

as follows: A sendsonemessagewith n values. B replieswith a messageconsisting

of n + 1 values. A then sendsa messageconsistingof r values. Finally B sendsthe

result, for a total of four communication rounds. The bitwisecommunication cost is

O(n) with constant approximately 2 (assumingr is constant). This is summarized

in Table 4.1.

There is also the quadratic cost of communicating the ci;j values. However, this

cost can madeconstant by agreeingon a function and a seedvalue to generatethe

values.
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Table 4.2
Security analysisof protocol

Protected Number of Total number Number of

values randoms of unknowns equations

generated revealed

A x1 � � � xn n 2n n + r

B y1 � � � yn r n + r n

4.3.4 Security Analysis

The security of the scalarproduct protocol is basedon the inabilit y of either side

to solve k equationsin more than k unknowns. Someof the unknowns are randomly

chosen,and can safely be assumedas private. However, if enoughdata valuesare

known to the other party, the equationscanbe solved to reveal all values. Therefore,

the disclosurerisk in this method is basedon the number of data values that the

other party might know from someexternal source. Table 4.2 presents the number

of unknowns and equationsgenerated. This shows the number of data values the

other party must have knowledgeof to obtain full disclosure.

4.4 Cryptographic Method for Computing BooleanDot Product

This section presents a purely cryptographic primitiv e for computing the dot

product for booleanvectors. To be precise,we show how to compute the number of

1s in the logical AN D vector of several booleanvectors.

4.4.1 Problem De�nition

Let k be the total number of parties with the parties being P1; P2 � � � ; Pk . Each

party hasa corresponding n dimensionalvector X i . I.e.,
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P1 has the vector ~X 1 = (x11; : : : ; x1n )

P2 has the vector ~X 2 = (x21; : : : ; x2n )
...

Pk has the vector ~X k = (xk1; : : : ; xkn)

whereall the x ij are boolean(either 0 or 1).

Thus, the problem can be de�ned as follows:

Component Multiplication of k n-dimensionalvectors ~X 1 = (x11; : : : ; x1n ), ~X 2 =

(x21; : : : ; x2n ), � � �, ~X k = (xk1; : : : ; xkn ) is de�ned as ~X =
Q k

i=1
~X i ie. 8n

i=1 X i =
Q k

j =1 X j i

Now, we wish to calculatethe sumof the elements of the resulting vector, Sum =
P n

i=1 X i The �nal step is to check if this sum is greater than the threshold t, ie.

Sum > t? We now show how to computeSum.

4.4.2 GenericEncryption System

The protocol described below requiresa homomorphic probabilistic encryption

system. The generic system used can be described as below (the presentation is

patterned from [86]):

� A security parameter s. This is used to derive several �nite domains (R(s),

X (s), Y (s)) which are identi�ed with initial subsetof integers. Thus we use

R(s) for f x : 0 < x < r (s)g, X (s) for f x : 0 � x < x(s)g and similar notation

for Y(s).

� A public probabilistic encryption function, f : R(s) � X (s) ! Y(s), and a

private decryption algorithm g : Y(s) ! X (s) such that

(8(r; x) 2 R(s) � X (s)) g(f (r; x)) = x (4.1)
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Note that the existenceof a decryption algorithm implies that the function is

injective with respect to its secondparameter, that is, for (r 1; x1); (r2; x2) 2

R(s) � X (s), if f (r 1; x1) = f (r2; x2), then x1 = x2

We also require several additional important properties, which are described as

follows:

1. The encryption function should be homomorphic,that is:

8(r1; x1); (r2; x2) 2 R(s) � X (s),

f (r1; x1)f (r2; x2) = f (r3; x1 + x2 mod x(s))

wherer3 can be computed in polynomial time from r 1; r2; x1 and x2.

2. We ask that the encryption function have semantic security. Informally, this

means that for a polynomially bounded adversary, the analysis of a set of

ciphertexts does not give more information about the cleartexts than what

would be available without knowledgeof the ciphertexts. [42]providesa formal

de�nition.

3. As a result of the prior properties, one more can be deduced. There exists a

\hiding" function hide : R(s) � Y(s) ! Y(s), depending only on the public

parametersof the systemand such that:

8(r; x) 2 R(s) � X (s); 8s 2 R(s),

hide(s; f (r; x)) = f (sr0 mod r (s); x)

where r 0 can be computed in polynomial time from r; x. Indeed, hide can be

de�ned by hide(s;x) = f (s;0) � x.

4. Finally, we ask that the domain and rangeof the systemare suitably high (to

compute the required sum)

Several real encryption systemssatisfy all of the properties required above. Ex-

amplesare the Goldwasser-Micalicryptosystem[14], the Benalohcryptosystem[12],

the Naccache-Sterncryptosystem[65]and the Okamoto-Uchiyamacryptosystem[68].



117

Any of thesecryptosystems,exceptingthe Goldwasser-Micalicryptosystem(sinceit

is limited to arithmetic mod 2) can be usedfor our purpose.

4.4.3 Algorithm

We assumethat the parties jointly decideon one of the suitable cryptosystems.

The partiesalsorandomly order themselvesinto a ring. To simplify the presentation,

we assumethat this order is the canonicalorder P1; : : : ; Pk . In general,any order

is acceptable. The �rst party, P1, generatesa public key E and private key D for

the cryptosystemdecidedon above. The public key, E, is broadcastto all the other

parties. The private key, D, is secret and known only to P1. The basic idea of

the algorithm is as follows: for each bit, x1;i , in its vector, P1 generatesa random

encryption of that bit (M i = E(r; x1;i ), where r is randomly chosen from R(s)).

P1 sendsM i to P2. Parties P2; : : : ; Pk� 1 act as follows: When Party Pj receives

a messageM i from Pj � 1, if its own bit is one (i.e., x j;i = 1), Pj simply hides the

messageit receives(computesf(s,0)*x) and sendsthe hidden messageon to the next

party. However, if its bit is 0, Pj then sendsa random encryption of 0 to the next

party. Party Pk follows the samecomputation, so that it has a random encryption

of either 0 or 1 (it doesnot know which). Now, Pk multiplies all of the encryptions

it has together. Due to the homomorphic property of the encryption, this results

in the sum of all of the component bits. Pk sendsthis �nal encrypted result back

to P1. P1 decrypts this messageto get the sum, Sum. It can now check whether

Sum > t, which givesthe required result. Protocol 19 givesthe completedetails of

the algorithm.

Proof of Correctness

Theorem 4.4.1 Algorithm 19 correctly computesSum.
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Require: k parties P1; : : : ; Pk , n-dimensionalvectors

1: P1 generatesa public and private key pair E; D for the homomorphicencryption

systemagreedupon.

2: P1 broadcaststhe public key E to all other parties.

3:

4: for i = 0; i < n; i + + f For each bit g do

5: P1:

6: Compute M 1;i = E(r; x1;i ), (r randomly chosenfrom R(s))

7: SendM 1;i to P2

8:

9: Pj ; j = 2; : : : ; k � 1:

10: if x j;i = 0 then

11: Compute M j;i = hide(r; M j � 1;i ), (r randomly chosenfrom R(s))

12: else

13: Compute M j;i = E(r; x j i )(= E(r; 1)), (r randomly chosenfrom R(s))

14: end if

15: SendM j;i to Pj +1

16:

17: Pk :

18: if xk;i = 0 then

19: Compute M k;i = hide(r; M k� 1;i ), (r randomly chosenfrom R(s))

20: else

21: Compute M k;i = E(r; xk;i )(= E(r; 1)), (r randomly chosenfrom R(s))

22: end if

23: end for

24: Pk : EncSum  
Q n

j =1 M k;j

25: Pk : SendEncSum to P1

26: P1: Compute Sum = D(EncSum)

Algorithm 19: Computing the booleandot product, Sum
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Pr oof. All of the bits in the vector undergothe sameoperations. Thus to prove

the correctnessof the entire algorithm, it is su�cien t to prove that a single bit of

the result is the correct componentwise multiplication of the corresponding bits of

the vectors ~X 1; : : : ; ~X k (i.e., we just needto prove that D(mk;i ) = x1;i � : : : � xk;i ).

Observe that if x j;i = 0, then party Pj sendsforward a random encryption of

0. When Pj has 1, it simply sendsforward an obfuscatedform of the messageit

receives (with P1 sendingan encryption of 1 to begin with). Thus M k;i = E(r; 1)

if and only if 8j; x j;i = 1. Other wise M k;i = E(r; 0), for somer 2 R(s). Now,

due to homomorphicproperty of the encryption, multiplying all of the M k;i together

givesthe encryption of the sum. Thus the decryption of EncSum correctly givesthe

required sum, Sum.

4.4.4 Communication and Computation Analysis

The entire protocol is quite e�cien t. P1 broadcaststhe key E to all other parties.

Each party also sendsthe entire (encrypted) vector to the next party once. Pk

�nally sendsthe encrypted sum back to P1. Thus the total communication cost is

(k� 1)� keysize+ (k� n+ 1)� encrypted msg size = O(kn) bits, and k� 1+ k = 2k� 1

messages(assumingthe entire vector can be sent o� as a singlemessage.

In terms of computation, every party hasto perform n encryptions(one for each

bit in its vector), pk has to perform n multiplications and �nally P1 has to perform

1 decryption to get the �nal result. Thus, there is a total of kn encryptions and 1

decryption.

We ran tests on a SUN Blade 1000workstation with a 900Mhz processorand 1

gig of RAM. A C implementation of the Okamoto-Uchiyama [68] encryption system

was tested. The key sizewas �xed at 1152bits. The computation time required for

di�erent valuesof n are summarizedin Table 4.3. The encryption/decryption cost

approximately linearly increaseswith the number of items. The costof multiplication

is much lower than the costof decryption. Using this table, it is very easyto estimate
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100 1000 10000 100000

encrypt 1.33s 13.06s 2.2min 21.5min

decrypt 2.11s 20.80s 3.5min 35.3min

Table 4.3
Computation time required for encryption/decryption

the actual time required for di�erent number of parties and di�erent vector sizes.

For example,5 parties with vectorsof size100; 000would require approximately 150

minutes. The time required would be signi�cantly lower with smaller key sizesand

with useof special purposeencryption hardware.

4.4.5 Security Analysis

We now give a proof of security for the entire protocol.

Theorem 4.4.2 Protocol 19 computesthe required sum, Sum while revealing noth-

ing to any site other than its input and the �nal output.

Pr oof. A simulator is presented for the view of each party. We only show how

to simulate the messagesreceived. The rest of the proof trivially follows from this.

P1: The only messagereceivedis on line 25. Sincethe �nal result (Sum) is known to

P1, it simply generatesa randomencryption of this to simulate the messageit receives

(choosea random r from R(s) and compute E(r; Sum). This is computationally

indistinguishable from the messageit receives since the only thing di�erent is the

choiceof random r .

P2: The only messagesreceived are on line 2 and 7. The public key E is simulated

simply by randomly choosinga key E over the spaceof possiblekeys. The message

M1;i can be simulated by randomly choosing a bit b (0 or 1), uniformly choosing
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a random r from R(s), and computing E(r; b). The semantic security property of

the encryption systemguarantees that no advantage or information can be gained

from the ciphertext resulting from the encryption algorithm (even while knowing

the public key, as long as the private key is secret). In other words, it is not com-

putationally possibleto distinguish betweenthe encryption of a 0 or a 1 when r is

randomly chosenwith uniform probability over R(s). Thus, by selectinga random

r and a random bit b (0 or 1), the encrypted messagegeneratedis computationally

indistinguishable from the messagereceived.

P3; : : : ; Pk : The only messagesreceived are on lines 2 and 15. The sameargument

asfor P2 applies. The public keyE is simulated simply by randomly choosinga keyE

over the spaceof possiblekeys. The messageM j;i (j = 2; : : : ; k � 1) canbe simulated

by randomly choosing a bit b (0 or 1), uniformly choosing a random r from R(s),

and computing E(r; b). This messageis computationally indistinguishable from the

messagereceivedsincethe semantic security of the encryption systemguaranteesthat

no extra information is revealed(read prior paragraphfor detailed discussion).

4.5 Modi�ed SecureComparisonProtocol

In many protocols, at somestagewe needto securelycomparethe sum of two

numberswith somethreshold,with the output split betweenthe partiesholding those

numbers. This can be accomplishedusing the genericcircuit evaluation technique

�rst proposedby Yao [92]. Formally, we needa modi�ed securecomparisonprotocol

for two parties, A and B. The local inputs are xa and xb and the local outputs are

ya and yb. All operations on input are in a �eld F1 and output are in a �eld F2.

ya + yb = 1 (mod F2) if xa + xb (mod F1) > 0, otherwiseya + yb = 0 (mod F2).

A �nal requirement is that ya and yb should be independently uniformly distributed

over F (clearly the joint distribution is not uniform).

This builds on the standard securemultipart y computation circuit-based ap-

proach for solving this problem [39]. E�ectiv ely, A choosesya with a uniform distri-
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bution over F , and providesit asan additional input to the circuit that appropriately

computesyb. The circuit is then securelyevaluated, with B receivingthe output yb.

The complexity of this is equivalent to the complexity of Yao'sMillionaire's problem

(simple securecomparison). The security of the protocol is also obvious, sincethe

genericcircuit evaluation technique is used.
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5 EXPERIMENT AL VALID ATION

Apart from presenting algorithms to solve the problem,we must pay attention to the

actual realization of thosealgorithms in practice. Thus, insteadof simply presenting

prototype versionsof someof the algorithms developed, we would like to build a

framework in which privacy preserving data mining can be demonstrated. As a

part of the experimental validation, we give experimental results on two problems{

decisiontree classi�cation andassociation rule mining. Other solutionsarealsobeing

implemented, but the �rst two serve as a starting point to validate the techniques

developed.

5.1 Weka

To demonstrate real practicality, we implemented the methods as part of an

existing and widely usedData Mining toolkit. Weka [91],developedat the University

of Waikato in New Zealand, is a collection of machine learning algorithms for data

mining tasks implemented in Java. Apart from providing algorithms, it is a general

implementation framework, along with support classesand documentation. It is

extensibleand convenient for prototyping purposes. However, the Weka system is

a centralized systemmeant to be usedat a singlesite. We extendedthe Weka core

classes\Instance and Instances" to provide support for distributed instances. A

distributed instanceconsistsof only the key identi�er and the site identi�ers for the

sites that together contain the whole instance.
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5.2 DecisionTreeClassi�cation

We �rst developed a general model of operation to extend Weka for privacy

preservingdistributed classi�cation. The generalmodel of privacy preservingdis-

tributed classi�cation is as follows. The user initiates a requestto build a classi�er

and then request(s)classi�cation of an instancewhenever required. The processof

building the classi�er needsto be co-ordinated so that the data sites locally con-

struct enough state to enable them to jointly satisfy a classi�cation request. To

this end, every centralized classi�cation classmust be extendedwith a distributed

classthat providesthe samefunctionality, however the implementation of thesefunc-

tions/messagesis in a distributed manner.

In the current case,weextendthe ID3 classwith the newclassdistId3 that ful�lls

the samecontracts as promised by ID3. When called with normal instance(s) the

behavior is identical to ID3, when called with distributed instance(s)the algorithm

performs in a distributed fashion. There is one global co-ordinating class/interface

that provides accessto the classi�cation functionality. Figure 5.1 demonstratesthe

basicusagemodel.

We ran experiments with two and three sites on two data sets from the UCI

repository [13]. Each of the processorsused in the experimentation was a SUN

Blade 1000with a 900M hz processorand 1gig of RAM. The trees,asexpected,are

identical to the original ID3 trees. The weather dataset consistsof four attributes

plus the class,and fourteen transactions. The car � large is the UCI car dataset;

the car � small is a random subset of 1/2 the transactions, used to demonstrate

scaling in number of transactions. These datasetshave six attributes with about

four distinct valueseach, and a four-classclassattribute. There are 885transactions

in car � small , 1728in car � large. The sampleexperimental results are given in

Tables5.1 and 5.2.

The ID3 trees for the car datasetsare over 300 nodes. This is quite complex.

We can seethat this scaleslinearly in the number of transactions, as expected.
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(SiteMaster) (SiteOther) (SiteOther)

(SiteMain)

1

IGC
IGC

IGC

3

74

2
5

6

Data Provider
1

Data Provider
2

Data Provider
k

Classifier
Interface

USER

IGC: Inter Group Communication (Protocol)
3: Classifier is built
4: User requests classification of an instance
5: Main site asks Master to initiate classification
6: Class of instance returned to Master
7: Class of instance returned to User

1: User Requests a classifier
2: Main Site sends request to Master to initiate model construction

Figure 5.1. Basic classi�er model
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Table 5.1
Building the classi�er on real data sets

Sites: 2 3

Weather 10s 86s

Car-Small 3.5 hrs 27 hrs

Car-large 7.1 hrs 62hrs

Table 5.2
Classifyingan instanceon real data sets

Sites: 2 3

Weather < 0:01s 0.02s

Car-Small 0.125s 0.2s

Car-large 0.14s 0.46s

Increasein the number of parties causesa quadratic expansionin the amount of

time required. One of the most important factors a�ecting the computation time of

the protocol is the sizeof the tree built. Simpler trees are much faster to build. A

good thing to note is that oncethe classi�cation tree is built, classifyingan instance

takesvery little time. Thus, if the (much more expensive) protocol to build the tree

has already beenexecuted,it is an easy(and much lesscomputationally intensive)

task to classifyany given instance.

The current implementation is multi-threaded and does exploit parallelism to

the extent possible.Readily available hardware for encryption or implementation in

morehighly optimized languagesthan Java would result in signi�cant improvement.

This prototype is meant as a demonstration of the viabilit y and correctnessof the

protocol.
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Table 5.3
Computation and communication cost of encryption

Number of Key Size Transfer

items encrypted 256 512 1024 Time

1k < 0:0001s 5s 29s 0:0027s

10k 10s 47s 286s 0:007s

100k 90s 467s 2827s 0:04s

1M 900s 4660s 28762s 0:41s

5.3 Association Rule Mining

We have run experiments to evaluate what the actual costwould be for a number

of di�erent cases.The experiments wererun on a SUN Blade 1000workstation with

a 900Mhzprocessorand 1GB of RAM. First, we tabulate the pure encryption cost

for di�erent key sizes. An encryption key size of 512 bits is su�cien t for typical

applications. It canbe seenthat the computation cost riseslinearly with the number

of item to be encrypted(as expected). Note that encryption canproceedat di�erent

sites in parallel. Thus Table 5.3 givesthe encryption time per round.

We also measuredthe transfer time required to send the encrypted data from

onesite to another over a 100Mb network. The encrypteddata requiredcomparable

sizein the GNU GMP raw bit format regardlessof key size.

Using the data generatedin the prior table we can easilyestimate the extra cost

incurred by privacy while doing association rule mining in a particular situation

(characterizedby the number of transactions,attributes and parties). Table5.4esti-

matesthe computation cost assumingthat the encryption key sizeis 512bits. Table

5.5estimatesthe communication costassumingcommunication is over a 100Mbnet-

work. Both assumethat attributes can have at most 100k transactions. We give a

worst casescenarioestimateassumingthat all the attributes are frequent 1-itemsets
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and also encrypting and communicating the entire attribute. In practice, the cost

would be much lower (at least an order of magnitude), sinceall attributes may not

be frequent and even the frequent attributes are present in only a fraction of the

total number of transactions. The cost for other valuesof key sizeand communica-

tion bandwidth can be easilyextrapolated using the data provided above. It is clear

from this data that the computation cost greatly exceedsthe communication cost.

Computation cost can be drastically reducedby optimizing the code (we usedthe

genericvariant of GNU gmp), or through widely-available special-purposeencryp-

tion hardware. Note that the cost described here is the additional cost of assuring

privacy. We still needto computethe association rules at each site. Overall, though

expensive, the processis much faster than obtaining necessaryapproval to release

data, assumingsuch approval could be obtained.

5.4 Summary

A �rst look at the experimental results may suggestthat in comparisonto cen-

tralized data mining algorithms, our performance is exceedinglyslow. However,

there are two caveats to this. First, our performanceis much better than the gen-

eral securesolutions possible. Second,and even more importantly, privacy is not

free. If one has no privacy/security concerns,there is no reasonwhy any of these

algorithms should be used. It is simple enoughto simply sendall the data to a cen-

tral site and let it do the mining, or useother distributed data mining techniques.

However, when privacy/security concernsdo exist, onecan clearly seethat the true

comparisonis between the time taken by our algorithms versusthe time required

to get approval, e.g., through an Institutional Review Board for Human Subjects

Research, if it is even possible.In this sense,our algorithms are clearly practical and

enablefunctionalities which would otherwisebe prohibited.
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Table 5.4
Worst-caseaddedcomputation to achieve privacy

Number of Number of Sites

attributes 2 3 5 10 20

10 9340s 14010s 23350s 46700s -

50 13hr 19.5hr 32.5hr 65hr 130hr

100 26hr 39hr 65hr 130hr 260hr

200 52hr 78hr 130hr 260hr 520hr

Table 5.5
Worst-casecommunication cost increaseto achieve privacy

Number of Number of Sites

attributes 2 3 5 10 20

10 1.6s 3.6s 10s 40s -

50 8s 18s 50s 200s 800s

100 16s 36s 100s 400s 1600s

200 32s 72s 200s 800s 3200s
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6 SUMMARY

To summarize,the thesis is that privacy-preservingdata mining over vertically par-

titioned data is both feasible and practical. The dissertation has presented a set of

underlying techniques,which are usedto construct several privacy-preservingdata

mining algorithms operating over vertically partitioned data, which enablethe \min-

ing" of knowledge.

Privacy/Security concernshave becomean enduring part of society and com-

merce. It is increasinglynecessaryto ensurethat useful computation doesnot vio-

late legal/commercialnormsfor the safety of personaldata. The thesisdemonstrates

that Privacy and Data Mining are not inherently in con
ict. The major contribu-

tion hasbeento develop solutionsfor representativ esof all of the major data mining

tasks: classi�cation, clustering, association rule mining and outlier detection.

Some of the tools developed are interesting in and of themselves. They are

de�nitely applicable even beyond the scope of data mining. For example,we have

developed privacy preserving solutions for optimization problems (such as linear

programming) by utilizing some of the underlying techniques developed. In the

future, we intend to look at other interesting practical problems.

Oneof the big drawbacks of SecureMultipart y Computation is that it is restricted

to securingthe process. There is no analysisof what the results themselves might

reveal. This is an important problem which needsto be solved for any practical

application of the techniquesdeveloped. Also, most of the solutions developed are

valid within the semi-honestmodel of computation. Somego beyond that, but none

are suitable for completelymaliciousbehavior. It would be interesting to seehow to

extend our techniquesto the maliciousmodel without giving up on e�ciency .
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A DISCUSSIONOF SECURE MULTIPARTY COMPUTATION TECHNIQUES

We �rst discusssomeof the other primitiv es used from the SMC literature. We

then present a completesolution and analysisusing the GeneralSecureMultipart y

approach to a singleproblem to serve as a referencepoint for comparison.

A.1 Primitiv e Usedfrom the Literature

The methods in Chapter 3 madeuseof several previously developed primitiv es.

For completeness,they are described here.

A.1.1 Permutation Algorithm

The securepermutation algorithm developed by Du and Atallah simultaneously

computesa vector sum and permutes the order of the elements in the vector. We

repeat the idea here for completeness,for more details see[27]. We do present a

more formal proof of the security of the algorithm than that in [27].

The permutation problemis an asymmetrictwo party algorithm, formally de�ned

as follows. There exist 2 parties, A and B. B has an n-dimensionalvector ~X =

(x1; : : : ; xn ), and A has an n-dimensional vector ~V = (v1; : : : ; vn ). A also has a

permutation � of the n numbers. The goal is to give B the result � ( ~X + ~V), without

disclosinganything else. In particular, neither A nor B can learn the other's vector,

and B doesnot learn � . For our purposes,~V is a vector of random numbers from a

uniform random distribution, usedto hide the permutation of the other vector.

The solution makes use of a tool known as Homomorphic Encryption. For a

detailed discussion,seeSection 4.4.2. The key is that homomorphic encryption

allows us to perform addition of encrypted data without decrypting it.
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The permutation algorithm consistsof the following steps:

1. B generatesa public-private keypair (Ek ; Dk) for a homomorphic encryption

scheme.

2. B encryptsits vector ~X to generatethe encryptedvector ~X 0 = (x0
1; : : : ; x0

n ); x0
i =

Ek(x i ).

3. B sends ~X 0 and the public key Ek to A.

4. A encrypts its vector ~V generatingthe encryptedvector ~V 0 = (v0
1; : : : ; v0

n ); v0
i =

Ek(vi ).

5. A multiplies the components of the vectors ~X 0 and ~V 0 to get ~T0 = (t0
1; : : : ; t0

n),

t0
i = x0

i � v0
i .

Due to the homomorphicproperty of the encryption,

x0
i � v0

i = Ek(x i ) � Ek(vi ) = Ek(x i + vi )

so ~T0 = (t0
1; : : : ; t0

n ); t0
i = Ek(x i + vi ).

6. A applies the permutation � to the vector ~T0 to get ~T0
p = � ( ~T0), and sends ~T0

p

to B .

7. B decrypts the components of ~T0
p giving the �nal result ~Tp = (tp1; : : : ; tpn ); tpi =

xpi + vpi .

Security Analysis

The permutation algorithm revealsnothing to A, soA's view must be simulated

using only it's own input. B gets the result vector.

Theorem A.1.1 The Permutation Algorithm (Section A.1.1) privately computesa

permuted vector sum of two vectors, where one party knowsthe permutation � and

the other getspermuted sum � ( ~X + ~V).
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Pr oof.

A0s view:

A receivesan encryption key Ek and a encryptedvector ~X 0 of sizen. It cansimulate

the encryption key by generatinga single random number from a uniform random

distribution. Assumingsecurity of encryption and sinceA knowsthe n, the vector ~X 0

canalsobe simulated simply by generatingn randomsfrom an uniform distribution.

Using its own vector ~V and the simulated input, the simulator for A can perform

steps4{6 to completethe simulation of A's view.

B 0s view:

The simulator for B performs steps 1 and 2 to generateEk and ~X 0. In step 6 B

receivesa sizen vector ~T0
p. To simulate ~T0

p, B encrypts the components of the result

Tp = � ( ~X + ~V): t0
pi = Ek(tpi ).

The simulator for both runs in time linear in the sizeof the input vectors,meeting

the requirement for a polynomial-time simulation.

A.1.2 ScalarProduct Protocol

One of the key sub-protocols required is a protocol for computing the scalar

product of two vectors. Many scalar product protocols have beenproposedin the

past [27,46,89]. We now brie
y describe one of the scalar product protocols given

in [27]. The problem is de�ned asfollows: Alice hasa n-dimensionalvector ~X while

Bob has a n-dimensional vector ~Y. At the end of the protocol, Alice should get

ra = ~X � ~Y + rb where rb is a random number chosenfrom an uniform distribu-

tion and is known only to Bob. The key idea behind the protocol is as follows:

Alice splits up its vector into multiple parts. She then hides each part with some

other random vectorsand sendsthem to Bob. Bob computesthe scalarproduct of

his vector with all the vectors he receives while adding a random he generatesto

the result. Alice then usesOblivious Transfer to get back the correct part results

from all the numbers that Bob has generated. The Oblivious Transfer primitiv e
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is described in the following subsection. First, here is the actual scalar product

protocol:

Alice and Bob agreeon two numbers p and m, such that pm is consideredlarge

enough(for security).

Alice generatesm random vectors ~V1; : : : ; ~Vm such that ~X =
P m

i=1
~Vi .

Bob generatesm random numbers r 1; : : : ; rm such that r b =
P m

i=1 r j .

for j = 1: : : m do

Alice generatesa secretrandom number k; 1 � k � p.

Alice sends( ~H1; : : : ; ~Hp) to Bob, where ~Hk = ~Vj , and the rest of ~H i
0
s arerandom

vectors. Sincek is secret,Bob doesnot know the position of ~Vj .

for i = 1: : : p do

Bob computesZ j;i = ~H i � ~Y + r j .

end for

Usingthe 1-out-of-pOblivious Transferprotocol, Alice getZ j = Z j;k = ~Vj �~Y+ r j ,

while Bob learnsnothing about k

end for

Alice computesr a =
P m

j =1 Z j = ~X � ~Y + rb

The key primitiv e usedin this protocol is the 1-out-of-p Oblivious Transfer.

1-out-of-N Oblivious Transfer

The 1-out-of-N Oblivious Transferprotocol involvestwo parties, Alice and Bob.

Alice hasan input � ; 1 � � � N , while Bob hasN inputs X 1; : : : ; X n . At the end of

the protocol, Alice learnsonly X � and nothing elsewhile Bob learnsnothing at all.

The 1-out-of-2Oblivious Transfer(OT 2
1 ) wassuggestedby Even,Goldreich and Lem-

pel [31]asa generalizationof Rabin's \oblivious transfer" [77]. Naor and Pinkas[67]

provide e�cien t protocols for 1-out-of-N Oblivious Transfer. For completeness,we

now describe a very simple(though ine�cien t) method for doing Oblivious Transfer.

Bob generatesN public key pairs E1; D1; : : : ; EN ; DN
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Bob sendsE1; : : : ; EN to Alice.

Alice generatesan asymmetric key K .

Alice forms the vector ~V: if i = � , Vi = E i (K ), otherwiseVi = (a random) Rj .

Alice sendsthe N -dimensionalvector ~V to Bob

Bob decrypts ~V to form the vector ~K whereK i = D i (Vi )

Bob encrypts his data items with the keys in ~K ands sendsthem to Alice (i.e.

Bob sendsK i (X i ); i = 1: : : N to Alice)

SinceK � = D � (E � (K )) = K , Alice decrypts the � row with K to get X �

Clearly this protocol revealsnothing to Bob. In the semi-honestmodel, as long

asAlice actsexactly accordingto the protocol, shetoo doesnot learn anything since

all the other valuesare encrypted with random keysunknown to her. Though it is

easyto break this protocol whenparties areallowed to bemalicious,better protocols

(more secureand e�cien t) can easily be found in the literature.

A.1.3 SquareComputation

The problem is de�ned as follows: There exist two sites, A and B. A holds

xa, while B holds xb. Together they wish to compute sharesof the function f =

(xa + xb)2. Thus, at the end of the protocol, A shouldhave ya and B shouldhave yb

such that ya + yb = (xa + xb)2. An obviousway to do this is usingoblivious evaluation

of polynomials. A �rst generatesa random value ya. A then forms the polynomial

P(z) = (1)z2 + (2xa)z + (x2
a � ya). An oblivious evaluation of P(xb) by B givesB,

yb = P(xb). Note that yb + ya = x2
b + 2xaxb + x2

a � ya + ya = (xa + xb)2 as required.

Oblivious Evaluation of Polynomials

Alice has a polynomial P of degreek over some�nite �eld F . Bob has an el-

ement x 2 F and also knows k. Alice would like to let Bob compute the value

P(x) in such a way that Alice does not learn x and Bob does not gain any ad-

ditional information about P (except P(x)). This problem was �rst investigated
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by [66]. Subsequently, there have beenmore protocols improving the communica-

tion/computation e�ciency [24] as well as extending the problem to 
oating point

numbers [19]. For our protocols, we use the protocol given in [24] sinceit requires

only O(k) exponentiations to evaluate a polynomial of degreek (where the con-

stant is very small). This works well sincewe only require evaluation of low-degree

polynomials.

We now brie
y describe the protocol used for oblivious polynomial evaluation.

This description is excerptedfrom [59]: Let P(y) =
P k

i=0 ai yi be Alice's input and

x be Bob's input. The following protocol enablesBob to compute gP (x), where g

is a generatorof a group in which the DecisionalDi�e-Hellman (DDH) assumption

holds. The protocol can be converted to onecomputing P(x) using the methods of

Paillier [73], who presented a trapdoor for computing discrete logs. The protocol is

quite simple when the parties are assumedto be semi-honest.Bit-commitment and

zeroknowledgeproofscanbe usedto achieve security againstmaliciousparties. The

protocol consistsof the following steps:

Bob choosesa secretkey s, and sendsgs to Alice.

for i = 0: : : k do

Bob generatesa random r i .

Bob computesci = (gr i ; gsr i gx i
).

end for

Bob sendsc0; : : : ; ck to Alice.

Alice computesC =
Q k

i=0 (ci )ai = (gR ; gsRgP (x)), whereR =
P k

i =0 r i ai .

Alice choosesa random value r and computesC0 = (gRgr ; gsRgP (x)gsr ).

Alice sendsC0 to Bob.

Bob divides the secondelement of C0 by the �rst element of C0 raisedto the power

of s, and obtains gP (x).

By the DDH assumption,Alice learnsnothing of x i from the messagesc0; : : : ; ck

sent by Bob to her. On the other hand, Bob learnsnothing of P from C0.
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A.1.4 Privately Computing ln x

In Section3.4.4,we needto be able to privately computeln x, wherex = x1 + x2

with x1 known to P1 and x2 known to P2. Thus, P1 should get y1 and P2 shouldget

y2 such that y1 + y2 = ln x = ln(x1 + x2). One of the key results presented in [59]

wasa cryptographic protocol for this computation. We now describe the protocol in

brief: Note that ln x is Real while cryptography works over �nite �elds. Thus there

needsto be someway of doing numerical analysis. The basicideabehind computing

random sharesof ln(x1 + x2) is to usethe Taylor approximation for ln x. Remember

that the Taylor approximation givesus:

ln(1 + � )

=
1X

i =1

(� 1)i � 1� i

i

= � �
� 2

2
+

� 3

3
�

� 4

4
+ : : : for � 1 < � < 1

For an input x, let n = blog2 xc. Then 2n represents the closestpower of 2 to x.

Therefore,x = x1 + x2 = 2n(1 + � ) where� 1=2 � � � 1=2. Consequently,

ln(x) = ln(2n (1 + � ))

= ln 2n + ln(1 + � )

� ln 2n +
X

i =1 :::k

(� 1)i � 1� i =i

= ln 2n + T(� )

whereT(� ) is a polynomial of degreek. This error is exponentially small in k.

There are two phasesto the protocol. Phase1 �nds an appropriate n and � . Let

N be a predetermined(public) upper-bound on the value of n. First, Yao's circuit

evaluation is applied to the following small circuit that takesx1 and x2 asinput and

outputs random sharesof � 2N and 2N n ln 2. Note that � 2n = x � 2n , where n can

be determined by simply looking at the two most signi�cant bits of x and � 2N is

obtained simply by shifting the result by N � n bits to the left. Thus the circuit

outputs random � 1 and � 2 such that � 1 + � 2 = � 2N , and also outputs random � 1
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and � 2 such that � 1 + � 2 = 2N n ln 2. This circuit can be easilyconstructed. Random

sharesare obtained by having one of the parties input random values� 1; � 1 2R F

into the circuit and having the circuit output � 2 = � 2N � � 1 and � 2 = 2N n ln 2 � � 1

to the other party.

Phase2 of the protocol involves computing sharesof the Taylor seriesapproxi-

mation, T(� ). This is done as follows: P1 choosesa random w1 2 F and de�nes a

polynomial Q(x) such that w1 + Q(� 2) = T(� ). Thus Q(_) is de�ned as

Q(x) = lcm(2; : : : ; k)
kX

i =1

(� 1)i � 1

2N (i � 1)

(� 1 + x) i

i
� w1

P1 and P2 then executean oblivious polynomial evaluation with P1 inputting Q(�)

and P2 inputting � 2, where P2 obtains w2 = Q(� 2). P1 and P2 de�ne u1 =

lcm(2; : : : ; k)� 1 + w1 and u2 = lcm(2; : : : ; k)� 2 + w2. We have that u1 + u2 �

2N lcm(2; : : : ; k) ln x

Further detail on the protocol aswell asthe proof of security canbe found in [60].

Theorem A.1.1 Protocol A.1.4 privately computesln x, for x = x1 + x2 split be-

tween two parties.

Pr oof. Refer to [60].

A.1.5 Division Protocol

The problem of division is described as follows: Alice has inputs a1; a2. Bob has

inputs b2; b2. At the endof the protocol, Alice andBob getsharesof (a1+ b1)=(a2+ b2).

Thus Alice should get ca while Bob getscb such that:

ca + cb =
a1 + b1

a2 + b2
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We present an e�cien t protocol to do this basedon the Division Protocol developed

in [27].

Alice chooses3 randomsca; r1; r2.

Alice forms Bob forms

~U =

2

6
6
6
6
6
4

r1(a1 � ca � a2)

r1

� r1 � ca

3

7
7
7
7
7
5

~V =

2

6
6
6
6
6
4

1

b1

b2

3

7
7
7
7
7
5

Alice and Bob engagein a securescalarproduct so that (only) Bob gets

x1 = ~U � ~V

= r1(a1 � ca � a2) + r1 � b1 � r1 � ca � b2

= r1(a1 + b1 � ca(a2 + b2))

Alice forms Bob forms

~W =

2

6
4

r2 � a2

r2

3

7
5 ~X =

2

6
4

1

b2

3

7
5

Alice and Bob engagein a securescalarproduct so that (only) Bob gets

x2 = ~W � ~X

= r2a2 + r2b2

= r2(a2 + b2)

Alice sendsx3 = r 2
r 1

to Bob

Bob computes

cb = x1
x2

� x3

= a1+ b1 � ca (a2 + b2)
a2+ b2

= a1+ b1
a2+ b2

� ca

Though neither this protocol nor the underlying division protocol have been

formally proven secure,it is alsopossibleto do division in a provably securefashion

using the genericcircuit evaluation method.
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A.2 A Complete Solution and Analysis using the General SecureMultipart y Ap-

proach

This dissertation is predicatedon the impracticalit y of genericcircuit evaluation

for solving problems involving large datasets. To demonstrate this, we present a

construction of the sizeof set intersectionasa comparisonwith the e�cien t solutions

in Chapter 4.

For demonstration, we limit the problem to 2 parties. We also assumethat the

input set sizescan be at most n and that all numbers are m bit. A simple circuit

to do this would compareeach value of one set in successionwith all of the values

of the other set. The comparator returns 1 if the values are equal, 0 otherwise.

Assumingthat we are looking at sets(i.e. objects cannot be repeated),at most one

of the comparatorscan return 1. Thus, we needn2 comparator circuits. We also

needa layer of addition circuits to add up all the outputs of the comparators. The

result of the �nal addition circuit givesthe total number of items that are common

to both of the input sets. Thus we needa total of n2 comparatorsand n2 adders.

The comparatorsoperate over m bit numberswhile the addershave to operate over

log2 n bit numbers. In terms of depth, the complete circuit has log2n + 1 layers

(one for each of the addition layers and one for the comparators). It is possible

to actually determine the number of AND gatesrequired for a single adder and a

single comparator. That number gives the number of Oblivious Transfersrequired

to computethe circuit. In general,while polynomial in the sizeof the circuit, this is

extremely ine�cien t and thus infeasible.



149

VIT A

JaideepVaidya was born in Mumbai, India. He received his Bachelor of Engi-

neeringdegreein computer engineeringin August 1999from University of Mumbai.

He got his master'sdegreein computersciencein May 2001from Purdue University,

and a Ph.D. in computer sciencefrom Purdue University in 2004. While at Purdue,

Jaideepwas a member of the Center of Education and Research in Information As-

suranceand the Indiana Center of DatabaseSystems.He will shortly be joining the

faculty of Rutgers, the State University of New Jersey, as an Assistant Professorof

Management Scienceand Information Systems.

During his Ph.D. studies, Jaideep interned with Microsoft in 2000 and NEC

Research in 2002.For his doctoral work, hedevelopednewmethods to enablemining

of knowledgefrom data distributed acrossmultiple entities, while respecting privacy

concerns. His current research interests lie at the con
uence of security/priv acy,

data mining and databases.He is also interested in the generalproblem of secure

computation, especially in relation to real problems/applications.

Jaideephasbeenan invited speaker and guestlecturer at several institutions. His

paper on Privacy-PreservingK -meansClustering won the runner up award for best

research paper at ACM SIGKDD 2003. He hasreviewed papers for several journals

and conferencesincluding IEEE TKDE, ACM KDD and PKDD.


