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Abstract

The problem of secure distributed classification is an im-
portant one. In many situations, data is split between multi-
ple organizations. These organizations may want to utilize
all of the data to create more accurate predictive models
while revealing neither their training data / databases nor
the instances to be classified. The Naive Bayes Classifier
is a simple but efficient baseline classifier. In this paper,
we present a privacy preserving Naive Bayes Classifier for
horizontally partitioned data.

1 Introduction

Classification is a predictive modeling task with the spe-
cific aim of predicting the value of a single nominal vari-
able based on the known values of other variables. There
are many practical situations in which classification is of
immense use. Examples include: providing a diagnosis for
a medical patient based on a set of test results, estimating
the probability of purchase of a given item given the other
items purchased, and others.

Though there are some organizations which single hand-
edly collect a lot of data on their own, often large (possibly)
correlated data is collected over many sites. It is possible
that several organizations collect similar data about differ-
ent people (a.k.a. horizontal partitioning of data). Examples
include banks collecting credit card information for their
customers or supermarkets collecting transaction informa-
tion for their clients. On the other hand different organiza-
tions may collect different information about the same set of
people (a.k.a vertical partitioning of data). Examples of this
include hospitals and insurance companies collecting infor-
mation or producer / consumer industrial concerns collect-
ing data which can be jointly linked. In all of these cases,
mining on the local data is simply not as accurate as mining
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on the global data. It may lead to inaccurate, even improper
results. Thus all corporations would like to leverage their
data to get useful knowledge.

Privacy concerns restrict the free flow of information.
Organizations do not want to reveal their private databases
for various legal and commercial reasons. Neither do indi-
viduals want their data to be revealed to parties other than
those they give permission to. This implies that revealing
an instance to be classified may be tantamount to revealing
secret information. However, the idea of leveraging other
parties’ data to have more accurate private classification is
quite appealing.

The Naive Bayes classifier is a simple but efficient base-
line classifier. It is the de facto classifier used for text clas-
sification. Naive Bayes is based on a bayesian formulation
of the classification problem which uses the simplifying as-
sumption of attribute independence. It is simple to imple-
ment and use while giving surprisingly good results. Thus,
preliminary evaluation is carried out using the Naive Bayes
classifier to serve both as a baseline and to decide whether
more sophisticated solutions are required.

The problem of secure distributed classification is an im-
portant one. The goal is to have a simple, efficient and
privacy-preserving classifier. The ideal would be for all par-
ties to decide on a model. Jointly select/discover the appro-
priate parameters for the model and then use the model lo-
cally as and when necessary. We discuss the specifics in the
context of the Naive Bayes classifier later.

We assume in this work that data is horizontally parti-
tioned. This means that many parties collect the same set
of information about different entities. Parties want to im-
prove classification accuracy as much as possible by lever-
aging other parties data. They do not want to reveal their
own instances or the instance to be classified. Thus, what
we have is a collaboration for their own advantage. One
way to solve this is to decide on a model. The model pa-
rameters are generated jointly from the local data. Classifi-
cation is performed individually without involving the other
parties. Thus, the parties decide on sharing the model, but
not the training set nor the instance to be classified. This



is quite realistic. For example, consider banks which de-
cide to leverage all data to identify fraudulent credit card
usage, or insurance companies which jointly try to identify
high-risk customers. In this paper, we use / extend several
existing cryptographic techniques to create a privacy pre-
serving Naive Bayes Classifier for horizontally partitioned
data.

The organization of the paper is as follows: Section 2
briefly describes the related work in this area. Section 3
presents the Naive Bayes classifier. Section 4 gives more
detail on secure multi-party computation as well as sev-
eral definitions required in this work. Section 5 presents
the actual privacy-preserving Naive Bayes classifier under
a relaxed privacy assumption as well as a proof of security.
Section 6 presents an algorithm satisfying more stringent
privacy requirements. Section 7 concludes the paper and
gives future directions for research.

2 Related Work

We now give some of the related work in this area. Pre-
vious work in privacy-preserving data mining has addressed
two issues. In one, the aim is preserving customer privacy
by distorting the data values [2]. The idea is that the dis-
torted data does not reveal private information, and thus is
“safe” to use for mining. The key result is that the distorted
data, and information on the distribution of the random data
used to distort the data, can be used to generate an approx-
imation to the original datadistribution, without revealing
the original datavalues. Since then, there has been work
improving this approach in various ways (e.g. [1]).

The data distortion approach addresses a different prob-
lem from our work. The assumption with distortion is that
values must be kept private from the data mining party. We
instead assume thatsomeparties are allowed to seesome
of the data, while no one is allowed to seeall the data. In
return,exactresults can be obtained.

The other approach uses cryptographic tools to build de-
cision trees[10]. In this work, the goal is to securely build
an ID3 decision tree where the training set is distributed
between two parties. An ID3 classifier on vertically parti-
tioned data is presented in [5]. There has also been other
work in privacy preserving data mining on horizontally par-
titioned data (e.g. [8, 9]) and vertically partitioned data(e.g.
[12, 13]). Details and references to more work can be found
at [3].

3 Naive Bayes Classifier

Thenaive Bayes classifieris a highly practical Bayesian
learning method. The following description is based on
the discussion of the Naive Bayes classifier in Mitchell[11].

The naive Bayes classifier applies to learning tasks where
each instancex is described by a conjunction of attribute
values and where the target functionf(x) can take on
any value from some finite setV . A set of training ex-
amples of the target function is provided, and a new in-
stance is presented, described by the tuple of attribute val-
ues< a1, a2, . . . , an >. The learner is asked to predict the
target value, or classification, for this new instance.

The Bayesian approach to classifying the new instance
is to assign the most probable target value,vMAP , given
the attribute values< a1, a2, . . . , an > that describe the
instance.

vMAP = argmax
vj∈V

(P (vj |a1, a2, . . . , an)) (1)

Using Bayes theorem,

vMAP = argmax
vj∈V

(

P (a1, a2, . . . , an)P (vj)

P (a1, a2, . . . , an)

)

= argmax
vj∈V

(P (a1, a2, . . . , an)P (vj)) (2)

The Naive Bayes classifier makes the further simplifying
assumption that the attribute values are conditionally inde-
pendent given the target value. Therefore,

vNB = argmax
vj∈V

(

P (vj)
∏

i

P (ai|vj)

)

(3)

wherevNB denotes the target value output by the naive
Bayes classifier.

The conditional probabilitiesP (ai|vj) need to be esti-
mated from the training set. The prior probabilitiesP (vj)
also need to be fixed in some fashion (typically by simply
counting the frequencies from the training set). The proba-
bilities for differing hypotheses (classes) can also be com-
puted by normalizing the values received for each hypothe-
sis (class). Probabilities are computed differently for nomi-
nal and numeric attributes.

3.1 Training and Classification

The model parameters (viz the probabilities) are com-
puted from the training data. The procedure for computing
the probabilities is different for nominal and numeric at-
tributes.

For a nominal attributeX , with r possible attributes
valuesx1, . . . , xr the probabilityP (X = xk|vj) =

nj

n

wheren is the total number of training examples for which
V = vj , andnj is the number of those training examples
which also haveX = xk.

For a numeric attribute, in the simplest case, the attribute
is assumed to have a “normal” or “Gaussian” probability
distribution,N (µ, σ2). The meanµ and varianceσ2 are



calculated for each class and each numeric attribute from
the training set. Now the required probability that the in-
stance is of the classvj , P (X = x′|vj), can be estimated
by substitutingx = x′ in the probability density equation.

An instance is classified as per equation 3. Thus the con-
ditional probability of a class given the instance is calcu-
lated for all classes, and the class with the highest relative
probability is chosen as the class of the instance.

4 Secure Multi-party Computation

Substantial work has been done on secure multi-party
computation. The key result is that a wide class of compu-
tations can be computed securely under reasonable assump-
tions. We give a brief overview of this work, concentrating
on material that is used later in the paper. The definitions
given here are from Goldreich[6]. For simplicity, we con-
centrate on the two-party case. Extending the definitions to
the multi-party case is straightforward.

4.1 Security in semi-honest model

A semi-honest party follows the rules of the protocol us-
ing its correct input, but is free to later use what it sees dur-
ing execution of the protocol to compromise security. This
is somewhat realistic in the real world because parties who
want to mine data for their mutual benefit will follow the
protocol to get correct results. Also a protocol that is buried
in large, complex software can not be easily altered.

The formal definition of private two-party computation
in the semi-honest model is given in [6]. Computing a func-
tion privately is equivalent to computing it securely. The
formal proof of this can also be found in [6].

The formal definition essentially says that a computation
is secure if the view of each party during the execution of
the protocol can be effectively simulated by the input and
the output of the party. This is not quite the same as saying
that private information is protected. For example, if two
parties use a secure protocol to learn a naive bayes classi-
fier, each party will learn the probabilityP (ai|vj) for an
attribute valueai and class labelvj . Let us assume that
the first party has10 instances with labelvj and5 of them
haveai as the value of theith attribute. IfP (ai|vj) = 0.5,
from this information, the first site will learn that half of the
instances having the labelvj have the valueai in theith at-
tribute at the second site. A site can deduce this information
by solely looking at its local information and the learned
probabilities. Information such as this cannot be protected
since it is inferable from the local input and the output. On
the other hand, there is no way to deduce the exact number
of instances that have the classvj .

In summary, a secure multi-party protocol will not re-
veal more information to a particular party than the infor-

mation that can be induced by looking at that party’s input
and the output. A key result which is also used in this work
is the composition theorem. We state it for the semi-honest
model.

Theorem 4.1 (Composition Theorem for the semi-honest
model): Suppose that g is privately reducible to f and that
there exists a protocol for privately computing f. Then there
exists a protocol for privately computing g.

The composition theorem states if a protocol consists
of several sub-protocols, and can be shown to be secure
other than the invocations of the sub-protocols, if the sub-
protocols are themselves secure, then the protocol itself is
also secure. A detailed discussion of this theorem, as well
as the proof, can be found in [6].

4.2 General multi-party secure function evalua-
tion

In 1986, Yao suggested a general secure two-party func-
tion evaluation technique [14]. Goldreich et al. extended
this to any multi-party function [7]. The generic method is
based on expressing the functionf(x1, . . . , xn) as a circuit
and encrypting the gates for secure evaluation[7]. With this
protocol any multi-party function can be evaluated securely
in semi-honest model. However, for efficient evaluation, the
function must have a small circuit representation. We will
not give details of this generic method. In any case, direct
application of this method to data mining algorithms is not
feasible due to the large size of the inputs.

5 Privacy Preserving Naive Bayes

In order to see how a privacy-preserving Naive Bayesian
classifier is constructed, we need to address two issues:
How to select the model parameters and how to classify a
new instance. The following subsections provide details on
both issues. The protocols presented below are very effi-
cient. However, they compromise a little on security. At
the end of the protocol, all parties learn the total number of
instances. In effect, they learn the numerator and denom-
inator for all the fractions computed. For multiple parties,
this may not be a serious privacy concern. However, we
also present a technical solution to this problem. Thus, in
section 6, we present methods which do not reveal anything
except the final result.

5.1 Computing Required Values / Setup

The procedures for calculating the parameters are differ-
ent for nominal attributes and numeric attributes. They are
described in the subsections below.



5.1.1 Nominal attributes

For a nominal attribute, the conditional probability that an
instance belongs to a certain classc given that the instance
has an attribute valueA = a, P (C = c|A = a) is given by

P (C = c|A = a) =
P (C = c ∩ A = a)

P (A = a)
=

nac

na

(4)

wherenac is the number of instances in the (global) training
set which have the class valuec and an attribute value ofa,
while na is the (global) number of instances which simply
have an attribute value ofa. Thus, the necessary parameters
are simply the counts of instances,nac andna. Due to hor-
izontal partitioning of data, each party has partial informa-
tion about every attribute. Each party can locally compute
the local count of instances. The global count is given by
the sum of the local counts. We use the secure sum pro-
tocol (see section 5.2) to secure compute the global count.
Assuming that the total number of instances is public, the
required probability can simply be computed by dividing
the appropriate global sums. Protocol 1 formally defines
the protocol.

For an attributea with l different attribute values, and a
total of r distinct classes,l ∗ r different counts need to be
computed for each combination of attribute value and class
value. For each attribute value a total instance count also
needs to be computed, which givesl additional counts.

Protocol 1Nominal Attributes
Require: k parties,r class values,l attribute values

1: {cx
yz represents #instances with partyPx having classy

and attribute valuez}
2: {nx

y represents #instances with partyPx having class
y}

3: {pyz represents the probability of an instance having
classy and attribute valuez}

4: for all class valuesy do
5: for i = 1 . . . k do
6: ∀z, PartyPi locally computesci

yz

7: PartyPi locally computesni
y

8: end for
9: end for

10: ∀(y, z), All parties calculate using the secure sum
protocol (see section 5.2),cyz =

∑k

i=1
ci
yz

11: ∀y, All parties calculate using secure sum protocol,

ny =
∑k

i=1
ni

y

12: All parties calculatepyz = cyz/ny

5.1.2 Numeric attributes

For a numeric attribute, the necessary parameters are the
meanµ and varianceσ2 for all the different classes. Again,

the necessary information is split between the parties. In
order to compute the mean, each party needs to sum the at-
tribute values of the appropriate instances having the same
class value. These local sums are added together and di-
vided by the total number of instances having that same
class to get the mean for that class value. Once all of the
meansµy are known, it is quite easy to compute the vari-
anceσ2

y , for all class values. Since each party knows the
classification of the training instances it has, it can subtract
the appropriate meanµy from an instance having class value
y, square the value, and sum all such values together. The
global sum divided by the global number of instances hav-
ing the same classy gives the required varianceσ2

y. Protocol
2 formally describes the protocol.

Protocol 2Numeric Attributes
1: {xiyj represents the value of instancej from party i

having class valuey}
2: {si

y represents the sum of instances from partyi having
class valuey}

3: {ni
y represents #instances with partyPi having class

valuey}
4: for all class valuesy do
5: for i = 1 . . . k do
6: PartyPi locally computessi

y =
∑

j xiyj

7: PartyPi locally computesni
y

8: end for
9: All parties calculate using secure sum protocol (see

section 5.2),sy =
∑k

i=1
si

y

10: All parties calculate using secure sum protocol,ny =
∑k

i=1
ni

y

11: All parties calculateµy = sy/ny

12: end for
13: {Create~V = ( ~X − µ)2}
14: for i = 1 . . . k do
15: ∀j, viyj = xiyj − µy

16: ∀j, viy =
∑

j(v
2

iyj)
17: end for
18: ∀y, All parties calculate using secure sum protocol,

vy =
∑k

i=1
viy

19: All parties calculateσ2

y = 1

ny−1
∗ vy

5.2 Secure Sum

The above methods frequently need to calculate the sum
of values from individual sites. Assuming three or more par-
ties and no collusion, the following method (example usage
in privacy preserving data mining from [8]) securely com-
putes such a sum.

Assume that the valuev =
∑k

i=1
vi to be computed is

known to lie in the range[0..n] wherevi denotes the share



of theith.
One site is designated themastersite, numbered1. The

remaining sites are numbered2..k. Site1 generates a ran-
dom numberR, uniformly chosen from[0..n]. Site1 adds
this to its local valuev1, and sends the sumR + v1 mod n
to site2. Since the valueR is chosen uniformly from[1..n],
the numberR + v1 mod n is also distributed uniformly
across this region, so site2 learns nothing about the actual
value ofv1.

For the remaining sitesi = 2..k − 1, the algorithm is as
follows. Sitei receives

V = R +

i−1
∑

j=1

vj mod n.

Since this value is uniformly distributed across[1..n], i
learns nothing. Sitei then computes

R +

i
∑

j=1

vi mod n = (vi + V ) mod n

and passes it to sitei + 1.
Site k performs the above step, and sends the result to

site1. Site1, knowingR, can subtractR to get the actual
result. Note that site1 can also determine

∑k

i=2
vi by sub-

tractingv1. This is possible from the global resultregard-
less of how it is computed, so site1 has not learned anything
from the computation.

This method faces an obvious problem if sites collude.
Sitesi−1 andi+1 can compare the values they send/receive
to determine the exact value forvi. The method can be ex-
tended to work for an honest majority. Each site dividesvi

into shares. The sum for each share is computed individ-
ually. However, the path used is permuted for each share,
such that no site has the same neighbor twice. To compute
vi, the neighbors ofi from each iteration would have to col-
lude. Varying the number of shares varies the number of
dishonest (colluding) parties required to violate security.

5.3 Evaluation

Since all the model parameters are completely present
with all the parties, evaluation is no problem at all. The
party which wants to evaluate an instance simply uses the
Naive Bayes evaluation procedure locally to classify the in-
stance. The other parties have no interaction in the process.
Thus, there is no question of privacy being compromised.

5.4 Proof of Security

To prove that the protocols are secure, we utilize the def-
initions given in the earlier section on Secure Multi-party
Computation.

Theorem 5.1 Protocol 1 securely computes the probabili-
ties pyz without revealing anything except the probability
pyz, the global countcyz or the global number of instances
ny.

Proof:
The only communication taking place is at steps 11 and 12.
At steps 11 and 12, the secure sum algorithm is invoked to
compute the global countscyz andny. Thus, we simply
need to apply the composition theorem stated in Theorem
4.1, with g being the nominal attribute computation algo-
rithm andf being the secure sum algorithm.

Theorem 5.2 Protocol 2 securely computes the meansµy

and varianceσ2

y without revealing anything exceptµy, σ2

y ,
the global sum of instance values for each classsy and the
global number of instancesny, as also the sumvy.

Proof:
The only communication taking place is at steps 9, 10 and
18. At all three of these steps the secure sum algorithm is
invoked to computesy, ny andvy. Thus, again, we simply
need to apply the composition theorem stated in Theorem
4.1, with g being the numeric attribute computation algo-
rithm andf being the secure sum algorithm.

6 Enhancing Security

The protocols given above are not completely secure in
the sense that something more than just the model param-
eters are revealed. The true numerators and the denomina-
tors making up the actual parameter values are revealed. For
three or more parties, this allows upper bounds on the num-
ber of instances with a party and upper bounds on the com-
position of those instances (i.e. upper bound on the number
belonging to a particular class etc.). In any case, privacy
of individual instances is always preserved though. With
increasing number of parties, it is more difficult to get accu-
rate estimates of the remaining parties. However, with just
two parties, this does reveal quite a bit of extra information.
In general, the problem is to calculate the value of the frac-
tion without knowing the shared numerator and/or shared
denominator. For two parties, Du and Atallah solve exactly
this problem under the term of the Division protocol[4].
This is based on a secure scalar product protocol for2 par-
ties. The protocol is easily extendible to the general case
of multiple parties assuming that a general scalar product
protocol for multiple parties is available. However, no such
protocol has yet been developed.

Note that the amount of information revealed for mul-
tiple parties is not much more than what the parameters
themselves reveal. However technical solutions (even with
increased cost) are more satisfying as they allow an individ-
ual decision of whether to trade off security for efficiency.



In the following subsection, we now present a secure proto-
col based on computing the logarithm securely.

6.1 Secure logarithm based Approach

As mentioned above, in order to make our algorithm
fully secure (i.e. reveal nothing), we need to evaluate
(
∑k

i=1
ci/
∑k

i=1
ni) securely. Here evaluating the division

becomes the main problem. In order to overcome this prob-
lem, we can rewrite the above expression as follows:

exp

[

ln
(

k
∑

i=1

ci

)

− ln
(

k
∑

i=1

ni

)

]

Therefore evaluating theln(
∑k

i=1
ci) − ln(

∑k

i=1
ni) se-

curely, will be enough for our purposes. Clearly, this re-
quires secure evaluation ofln(

∑k

i=1
xi) function. In our

work, we will use the secureln(x) evaluation method given
in [10]. The one important restriction of their method is that
it only works for two parties. In our case, it is easy to re-
duce thek party problem to the two-party case. Note that
the last step in the semi-honest version of the secure sum-
mation protocol has the first party subtracting the random
number from the result. So just before this subtraction oc-
curs, no party has the summation and nothing is revealed.
At this point, instead of subtracting the random number,
both parties can use the secure approximateln(x1 + x2)
protocol given in [10]. Using their protocol, it is easy to get
randomv1, v2 such thatv1 + v2 = C.ln(x1 + x2) mod p

One important fact to notice about the secureln(x) eval-
uation algorithm is that there is a public constantC used
to make all the elements used in the protocols integer. The
exact value of thisC is given in [10]. Also operations are
executed in a field with sizep that is large enough to fit the
actual results multiplied by the constant. Our reduction also
requires us to slightly change their protocol, in their pro-
tocol thex1 + x2 is directly added using a small addition
circuit, in our case we need a modular addition.(This does
not change the asymptotic performance of the method) Af-
ter using secure logarithm, it is easy to evaluate our desired
function securely. The protocol 3 describes how these ideas
can be applied to our problem. Here, we only give the pro-
tocol for nominal attributes, the similar version can be writ-
ten for real valued attributes but it is omitted here for space
reasons.

Theorem 6.1 Protocol 3 securely evaluatespyz in semi-
honest model.

Proof:
In order to show that the above protocol is secure in semi-
honest model, we will show that each party’s view of the
protocol can be simulated based on its input and its output.

Protocol 3Fully secure approach for nominal attributes
Require: k parties,r class values,l attribute values

1: {cx
yz, n

x
y , pyz are defined as in Protocol 1}

2: for all class valuesy do
3: for i = 1 . . . k do
4: ∀z, PartyPi locally computesci

yz

5: PartyPi locally computesni
y

6: end for
7: end for
8: ∀(y, z), All parties, use secure sum protocol (see

section 5.2) until last step for finding
cyz =

∑k

i=1
ci
yz and ny =

∑k

i=1
ni

y

9: Let party1 hasRc andRn

10: Let partyk hasRc + cyz mod p andRn + ny mod p
11: {Note that last step of the summation has not been exe-

cuted}
12: Using secureln(x) protocol, party1 andk gets random

v1,vk s.t,
v1 + vk = C.ln(Rc + cyz − Rc mod p) mod p

13: Using secureln(x) protocol, party1 andk gets random
u1,uk s.t,
u1 + uk = C.ln(Rn + ny − Rn mod p) mod p

14: Partyk calculatessk = vk − uk mod p and sends it to
party1

15: Party1 calculates thes1 = sk + v1 − u1 mod p
16: All parties calculatepyz = exp(s1/C)

Again, we will use the secure composition theorem to prove
the entire protocol secure since our method securely reduces
to the logarithm function.

Parties2, . . . , k−2 only see a summation added to some
random number. Therefore, as earlier, the simulator for
these parties will be a uniform number generator. Note that
the probability that they will see some numberx during the
execution is1

p
. The simulator will generate the number with

the same probability.
For parties,1 andk, there is the additional step of com-

puting the logarithm. We have to show that this does not
reveal anything either. Let us assume that logarithm proto-
col returns the random shares as intended.

Now let us define the simulator for the partyk. Clearly,
before the logarithm protocol has started, partyk hasRn +
ny mod p andRc+cyz mod p. These are indistinguishable
from a random number drawn from an uniform distribution.
The execution of the logarithm protocol can be simulated by
using the simulator for the logarithm protocol. The details
for this simulator can be found in [10]. After the protocol,
party k only seesu2, v2 which are also indistinguishable
from uniform distribution. Therefore all the inputs it sees
during the protocol can be easily generated by an uniform
random number generator.

If we look at the messages received by the party1, one



set of messages come from the execution of logarithm, then
it receives random shares ofu1, v1. Also it receives(u2 −
v2) mod p. We can define the simulator fork as follows:
First it runs the simulator of the logarithm function, then it
generates three random numbers uniformly chosen between
0 andp − 1. Please note thatu2, v2 are independent and
u2 − v2 mod p is also uniformly distributed because,

Pr(u2 − v2 = k mod p)

=

p−1
∑

v=0

Pr(u2 = k + v mod p|v2 = v).P r(v2 = v)

=

p−1
∑

v=0

Pr(u2 = k + v mod p).P r(v2 = v)

=

p−1
∑

v=0

1

p2
=

1

p

This concludes our proof.

6.1.1 Communication and Computation Cost

Security is not free. In order to evaluate the secure log-
arithm, we need to makeO(log(p)) oblivious transfer and
total ofO(log(p).t) bits must be transferred. (p is the size of
the field used and depends on the range of the variables and
the precision required in calculating the logarithm;tis the
security parameter.) Therefore, total number of bits trans-
ferred will beO(log(p).(t + k)). (k is the number of par-
ties). Since oblivious transfer is much more expensive then
addition,O(log(p)) oblivious transfers will dominate the
computation cost.

7 Conclusion

In this work, we show that using secure summation and
logarithm, we can learn distributed naive bayes classifier se-
curely. The result of this paper also supports the view that
having a few useful secure protocols enables the secure im-
plementation of many distributed data mining algorithms.
We are currently developing such a toolkit. As part of fu-
ture work, we plan on conducting experiments to validate
the feasibility and scalability of the approach. Although
generic techniques exist to extend any secure algorithm in
the semi-honest model (inclusive of the one proposed in this
paper) to resist some degree of collusion, specific efficient
solutions can be devised for our purposes. We plan on fur-
ther exploring this direction in the future. With increasing
privacy concerns, more data mining algorithms need to be
adapted to be privacy preserving.
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