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Abstract

The adwentof commercialobsenationsatellitesin the new millennium providesunprece-
dentedaccesdo timely information andimagesof the Earthwith the sharpnesand quality
previously available only from U.S., Russian,and Frenchmilitary satellites. Dueto the fact
thatthey arecommercialin nature,a broadrangeof governmentagenciegincludinginterna-
tional), the news media, businessesand non-governmentalorganizationscan gain accesgo
this information. This may have grave implicationson nationalsecurityand personalprivacy.
Formal policiesfor prohibiting the releaseof imagerybeyond a certainresolution,and noti-
fying whenan imagecrossesan internationalboundaryor whensucha requestis made,are
beginningto emege. Accesspermissionsn this ervironmentaredetermineddy boththe spa-
tial andtemporalattributesof the data,suchaslocation,resolutionlevel andthetime of image
download,aswell asthoseof the usercredentials Sinceexisting authorizatiormodelsarenot
adequateao provide accesontrol basedon spatialandtemporalattributes,in this paper we
proposea GeospatialData AuthorizationModel (GSAM) whereaccessontrol canbe speci-

ed basedntheregioncoveredby animageandthetime of its captureandsubjectcredentials.
GSAM supportsprivilege modesincluding view, zoom-in,  download, overlay,
identify, animate andfly-by , amongothers. We describethe detailsof our access
control prototypesystemthat enablessubject,objectaswell asauthorizationspeci cationvia
a web-basednterface. Whenan accesgequestis made,the accesontrol systemcomputes
the region overlappeddy the authorizatiorandthe accessequest.The zoom-inandzoom-out
requestansimply be madethrougha click of the mouse andthe appropriateauthorizations
will be evaluatedvhentheseaccessequestaremade.

1 Intr oduction

Until recently the principalconsumenf high-resolutiorimageryhasbeenthemilitary. While most
of thatimageryhasbeenprovidedby nationalsatellitestheuseof commerciakatellitesor airborne
high-resolutionimagerywith resolutionlevels rangingfrom 0.5 meter 1 meteror 2 meters,are
becomingmore common. The imagesat theseresolutionlevels carry a high degreeof detailand
accurag. Eventhe military hasincreasedts useof commercialsatellitesat the time of national
interestse.g. during the Gulf war andthe war with Afghanistan[43, 17, 41]. With the adwvances
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in technologyit is expectedthatthe numberof high-resolutiorcommercialsatellitesandimagery
increase.

As the costof high resolutionimagesdecreasesaandthey becomereadily availablefor businesses,
governmentand public? it is not unrealisticin nearfuture to have information productssuchas
that of Microsoft TerraSerer [10] in which a datawarehousef imagepyramidsconstructedrom
aerial,satellite,andtopographidmagesof the earth. With suchdatawarehousebuilt with images
taken at closertime intenals, one canattainnearreal-timesuneillanceof a desiredregion. Also
mary commercialentitieshave enteredthe marlet for resellinghigh resolutionearthimageryas
well asproducingandselling value addedproductssuchasvideosconstructedrom digital aerial
imagesge.g.aerial y-by of theregion (For example,seewww.spaceimaging.com)

Therearenumerousene tsto societyin the constructre useof low costsatelliteimagery Exam-
plesincludeervironmentalmonitoring,mapmaking,disasterelief, transportationytility mapping,
urbandevelopmentrealestateavaluation,infrastructureglanning,nationalsecurity pin-pointingof

prospeciie sitesto aid minersanddrillersin planningaccesso naturalresourcesanddetectinglis-
tressedcropsearlyon[1, 47]. Up-to-datesatelliteimagescanalsoassistusinesses planningthe
placemenbf consumenputletsandmanugcturingfacilities, andhelp demographi@nalystdocate
theirtamgetmarkets. High resolutionimagesrom IKONOSsatellitecanbeusedto conductdetailed
damageassessmentd buildings andinfrastructurefollowing a naturalor man-madealisastef25].

In this way insuranceappraisergangain a betterunderstandingf the magnitudeof the problem,
andfocuson speci ¢ propertiesof their clients. Also mediumandhigh-resolutionimagerycanbe
usedto createdatabasethatintegratesurfaceandsubsurficefeaturedatathat canbe leveragedo

createrisk mapsfor mary differentenvironments. This informationcanthenbe usedto identify
potentialinsurancerisks beforean event occurs. The high resolutionimagery suchasreal-time
OrbView-3 high-resolutionmages[1], alsoallows the intelligence military and nationalsecurity
organizationgo monitor borders;gatherintelligenceon potentialcon icts; identify andtargeten-
emy troopsand assetsplan air, groundand naval missions;deply resourcesand assesdattle
damages.

Motivation: While highresolutionlow costsatelliteimageryenjoy mary bene ts, its commercial
availability posessigni cant threatsto nationalsecurityand personalprivagy. For example,the
2-meterresolutionimagescapturedin 1998 by the RussianKometasatellite shav views of the
supersecretArea 51 (a U.S. Air Forcetestsite) andthe NevadaNuclearTestSite. In addition,
Colorado-companSpacemagingreleasedK ONOSsatellitewith 1 meterresolutionof Area51.
The detailsof imagesinclude a runway about3,800 meters(2.36 miles), a completerehuilding
andexpansionin sizeof the housingcomplex for military basepersonnela geometrically-shaped
munitionsstoragearea,aswell asfour aircrafthangars.Fig 12 shavs an example,whereonecan
clearlyidentify the power planttanksandbuilding layoutsandstructuresthe pipes,dockingareas.
Revealingsuchdetailedmageryof vital nationalresourcesouldbeathreatto nationalsecurity and
couldencouragéndustrialespionageterrorismor morecross-bordemilitary attacks.Speci cally,
the high resolutionimagescan be obtainedby diverseconsumergroupsincluding military and
governmentaswell asunscrupulousndividuals, terrorists,and hostile countries. Without proper

LUntil now, high-resolutiorearthimagerywasprohibitively expensie. Now, with the Ikonossatellite,1-meterreso-
lution imagerycanbe obtainedfor aslittle as$25-30persquaremile ($1000minimum).

2The color orthophotoat 1° pixel resolutionwastaken by GEOD corporationon Septembe2001,andMERI/NJMC
madeit availablefor us.



nationalandinternationalaws andtheir enforcementapabilities the high resolutionimagesmay
endupin thehandsof awrongparty[27].

Anotherimportantpoint to notehereis that, public entities,suchaslocal governmentsandpublic
utility companiescollect,useanddisseminatéarge amountf personainformation. Combination
of this publicly available personabdatapoolswith high resolutionimagedata,coupledwith thein-
tegrationandanalysiscapabilitiesof moderngeographigénformationsystemsproviding geographic
keys suchaslongitudeandlatitude,canresultin a technologicainvasionof personalprivag. A
persorncan,notonly beidenti ed by nameandaddressbut canalsobevisuallyexposed.Therefore,
in the nearfuture, it may be technicallyfeasiblefor aryone,in nearreal-time,to obsere, record
andmeasurghe outdooractvities of anyone,atary placein theworld, from backyard poolsto nu-
clearplants,to military movements.Many scenariocanbe ervisionedthatmay threatemational
securityandprivagy; somearelistedbelow.

Obsenationof military operation®r movementof agentof foreigncountriecanbeachieved
by theclick of amouse[54].

Unauthorizedsuneillanceof a persons outdooractuities by a stalker or a burglar may help
planninga break-inof a home. Trackingof residententeringandleaving the housethrough
observinghigh resolutionimagesover a periodof time cansimply be donethroughhis com-
puter

Tracking of the shippingvolumesand patternsof a compay by observingthe numberof
trucksbeingloadedandunloadedtanbevaluablefor acompetingousinessenterprise.

Thesearesomescenarioghatdepictthe needfor accessontrolfor high resolutiongeospatialm-
agedata. Formal policiesfor prohibiting the releaseof imagerybeyond a certainresolution,and
notifying whenan image crossesan internationalboundaryor when sucha requestis made,are
beaginningto emepge[9, 54]. In 1994,a presidentiadirective orderedU.S. satellitecompaniedike
Spacelmagingof Derver, Colorado,to stoptaking picturesin “periodswhennationalsecurityor
internationalobligationsand/orforeign policiesmay be compromised. In 1997, Congressadded
anotherestrictionthatU.S. companiesould not provide imagesof Israelthatweremoredetailed
thanthosealreadyavailablecommerciallyfrom foreign rms. Recently the White Housereleased
aninterageny agreementhatallowed the U.S. secretarie®f Stateand Defenseto restrictcom-
paniesfrom distributing and gatheringimagesover ary areadeemedmportantto U.S. national
security

In fact, commercialorganizationssuchas Spacelmaging[2] currently enforcethesepoliciesto
control the disseminatiorof its imagerythat hasan immediateand substantiathreatto national
securityor foreign policy commitment. It will not sell imageryto de ned terrorist nationsand
violate UN or bilateraltraderestrictions. For example,it doesnot distribute imagesof Israel at
aresolutionary higherthantwo meters.Suchaccessontrolis currentlydonemanually As such
thereis aneedfor asystenthatcaneffectively andautomaticallyimplementandenforcethespeci ¢
accesgontrolpoliciesfor disseminatingeospatiaimages.

Our Contribution: To addresghe above, in this paper we proposean authorizationmodel to
provide accesscontrol for geospatiainformation basedon their spatialand temporalattributes,



Figurel: A highresolutionimage(1 ft resolutionaerialphoto)

andtheirresolution calledGeo-SpatiaData AuthorizationModel (GSAM). GSAM caneffectively
implementthe securityandprivagy policies,suchas,while alow resolutionimagemayberevealed
to theusermregardles®f its locationcoordinatesa highresolutionmagemaynotbeallowedaccess,
exceptin the region wherethe userhasaccesgermission. It is importantto notethat, not only
high resolutionimagesbut alsogeospatiabiatathataredeliveredtogetherthat mightincur privacy
invasion. Our accesgontrolmodelusespublicly available geo-referencedserinformation,such
aspropertyownershipandvoter registrationrecordsto determinethe spatialextentthatthe useris
allowed to accesswhich in turn is usedto determinethe appropriatémage(s),or a portion of it,
from theimagedatabase.

Ourresearchis novel in thefollowing aspects:

To our knowledge,theredoesnot exist ary work for providing accessontrol to geospatial
databasebaseddntheir spatialextent,temporalduration resolutionof theimagesandbased
on the takular andotherspatio-temporatlata. Previous work on temporalrole-basediccess
controlsupportsemporaldependencieandconstrainton role actvations[13, 14], but does
notsupportaccessestrictionsbasednthespatialandtemporalattributesassociatedvith the
data.

GSAM allows securitypoliciesto be speci ed basedn users geospatiahndtemporalchar
acteristicsof credentialtypes,andbasedon the geospatiabndtemporalextentsassociated



with the dataobjects. This is similar to [5], which proposesa content-baseduthorization
modelthat speci es securitypoliciesbasedon userquali cations and characteristicgalled
securitycredentialsratherthanusersthemseles,andbasedon the conceptsassociateavith

objects. Our work is differentfrom this work in that, it addressegeospatiabndtemporal
aspectsssociateavith credentiatypesanddata.

GSAM supportsjn additionto the corventionalprivilege modessuchasread, insert,
delete andmodify , geospatiaimage-relatedrivilege modessuchasview, zoom-
in, overlay, download, identify, animate andfly-by thatcanbede ned
basedn theallowedresolutionlevel for a givensubject.

Organizationof the paper: This paperis organizedasfollows. Section2 providesthebackground
information on satelliteimagesand other geospatialdataobjects. In section3, we presentthe
preliminary conceptsandde nitions thatareusedin later sectionsof this paper While Section4
presentshe proposedauthorizatiormodel, GSAM, Section5 presentghe algorithmsto facilitate
accesgontrol. Section6 presentshe detailsof our prototypeimplementation Section7 discusses
therelatedwork and nally, Section8 presentxonclusionsaswell asfutureresearctwe intendto
pursuein this area.

2 Background on Geospatiallmages

Geospatiaimagescan eitherbe digital rasterimages that storeimagesas pixels, or digital vec-
tor data that storeimagesas points, lines and polygons. Typically, satelliteimages,digital or-
thophotoimagesand scannednapsare rasterimages,while maps,digital line graphsand census
TIGERR dataarevectorimages.The TIGER datacreatedy theUS CensuBureauincludesdigital
datafor every countyin the US describingits geographideaturesalsoknown asthematiclayers,
suchas, streetsand highways, water bodies,major landmarks railroads,congressionatlistricts,
schooldistricts,trafc zonesgcensudracts,andmary others.In addition,thereareothernon-image
geospatiadatasetsthat carry locationalinformation, suchas censusdata, voter registration,land
ownershipdata,andlandusedata.Thesedatacanbeassociategvith vectormapse.g.aparcelmap
depictinglandusedinked with land ownershipdata.

Sincethe main focus of this paperconcernsensuringsecurityand privagy dueto high-resolution
satellitesuneillance,in thefollowing, we provide moredetailson satelliteimagery Satelliteimages
are the productof remotesensing. Remotesensingof the Earth traditionally hasusedre ected
enegy in thevisible andinfraredandemittedenegy in thethermalinfraredandmicrowave regions.
It gathersradiationwhosevariationsrepresendifferent intensitiesof photonsassociatedvith a
rangeof wavelengthgecevedby thesensarTherefore satelliteimagesarepictorial representation
of targetobjectsandfeaturesn differentspectrakegions. Eachof thedifferentsensorgcommonly
with bandpasdters) is tunedto accepandprocesshewavelengthghatcharacterizaregion. Each
region normally shavs signi cant differencesn the distribution of color or graytones.Geospatial
dataareusedto develop information aboutfeatures objects,and classeson Earth's land surface,
oceansandatmosphere.

Satellitedatahave thefollowing characteristics:



Differentsensorgrovide imagesof differentresolutionlevels. For example,the Advanced
Very High ResolutionRadiomete(AVHRR) is a broad-bandfour or ve channel(depend-
ing on the model) scannersensinghe visible (red, green,blue), nearinfrared,andthermal
infraredportionsof theelectro-magnetispectrumlt produced kmresolutionmages.Land-

satThematicMapper(TM) providesmulti-spectraimageryat 25mgroundresolution.Radar
sensorgantransmit5 to 10 meterresolutionimages. Sensordrom the IKONOS satellite
launchedy Spacdmaging/EOSA promisedo provide 1mresolutionPanchromati@and4m

Multispectral(blue,greenyred,nearlR) data.

For ary remotelysensedmage thereis atrade-of betweerspatialresolution,areaof extent,
anddatavolume.If thedatavolumeis to beheldconstantahigherresolutionmagewill cover

smallerareawhile alower resolutionimagewill coverlargerarea.The systemsntendedor

theidenti cation of land cover andland usehave focusedon moderateresolutionsbetween
5 and30 metersandswathsof 100to 200 kilometers while the high resolutionsatellitesare
designedvith 1 to 3 metergresolutionand4 to 40 kilometerswaths.

Eachsatelliteimageundegoesthe procesf georecti cationwhichinvolvestwo steps.geo-
registrationandgeocorrectionGeocorrectiorof theimageis neededsincethe distancesnd
directionsin satelliteimagesdo not correspondo truedistancesanddirectionsontheground
dueto thevariability of satelliteposition. Georgistrationregisterseachimagewith aknown
coordinatesystem(e.g. longitude,latitude) andreferenceunits (e.g. degrees),and assigns
coordinatego theleft, right, top andbottomcornersof theimage.

Satelliteimagescarry temporalinformation, designatinghe time whenthe imagedataare
downloadedrom a satellite.

3 Preliminaries
In this sectionwe introducetheformalismnecessaryo specifyGSAM.

De nition 1 [Literals] Aliterall 2 L =fN [ A[ G[ Tg, whereN isthesetof naturalnumbers,
A thesetof strings,G the setof geospatiatlatatypes,andT thesetof temporaldatatypes.

A temporaldatatype T = T°[ T [ fnow;UCg[ TT whereTis the setof discretetime points
on a continuumof time line which is isomorphicto N with a total orderamongeacht 2 T% T
is antime intenval T = [tp; te], a setof all time pointst 2 T%suchthatt, t  te; fnow, UCg
are symbolictime pointswherenow designateshe time point for currenttime, andUC, 'Until

Change, denoteshetime pointt 2 T°whensomechangeoccurs;andTT is the setof temporal
terms,de ned asbelow. Let TC by the setof constantime points(e.g.,Apr9:2002:17:12:3%nd
Bminutes),TV = ft;;ty; te; Now; UCg bethesetof temporalvariablesandTF = f+; ; ;=g be
the setof temporalfunctions.

De nition 2 [Temporal Term] A temporaltermtt 2 TT is de ned asfollows:
1.if tt 2 TC, thentt is atemporalerm,



2.if tt 2 TV, thentt is atemporalterm,
3. if tt; andtt, aretemporatterms,andf 2 TF isatemporalfunction,thentt f tt, isatemporal
term.

GeospatiablatatypesaredenotedasG = GC [ GT, whereGC is the setof geospatiatonstants
andGT thesetof geospatiaterms,which arede ned below.

De nition 3 [GeospatialConstants]Geospatiatonstant<sC = [ [, where
(i) isthesetof geographigoints(coordinates)whereeach = h;gi 2  suchthatt represents
thelatitudeandg thelongitudeof the earths coordinatesystem;
(i) is the setof geographidines, whereeach 2 s a seriesof orderedgeographigoints
h 1; 2;:; ni,where | = hj;gi, andis denotedby ht; gi representindatitudeandlongitudeof
suchthatt andg aretheweightedaveragesof ftq;t>:::tngandfgi; g2 ::: gng, respecirely; and
(i) isthesetof regions,whereeachl 2 isapolygonrepresentingregionenclosedy aseries
of geographigointsh 1; »;:::; ni suchthat 1 = |, andis denotedasa 4-tupleft; g; h; wi
representinghe minimumboundingbox coveringthe polygon,suchthatt representthelatitude,g
thelongitudeof the earths coordinatesystemo representhe centerof theboundingbox, w for the
width from the centeyandh for the heightfrom the center

Thus,we assumeevery geospatiatonstanigc 2 GC is eithera point, geographidine, bounding
box or polygonwith latitudeandlongitudecoordinatesWe assumefor the sale of corveniencen

specifyingthe geospatiatonstantsthat thereexists a gazetteeservice[4] thatcorvertscanonical
geographicareanamesinto geo-coordinatsystemsij.e., placenamesor geographideaturesto a
gc. For example,a placenamesuchas”Newark, NJ” will be corvertedinto a boundingbox as
de ned abore. Thisgazetteetranslationis achieved by gazetteer(hamdynction. For example ,see
http://wwwgeocode.com/eagheml-ssi.

In addition,we assumehereexistsasetof geospatiavariablesGV =f address;regon; area;place,
anda setof geometricoperationssF = f union, difference intersect,xorg. Weassumd.OP = f=
;6,;<; >, ;g bethesetof logicaloperationsGOP = f contain,equal,overlap,meet) betheset
of geospatiafelationaloperatorsandT OP = f befoe, after during, withing bethe setof temporal
operators.

A geospatiatermgt 2 GT is de ned asfollows:

De nition 4 [Geospatial Term]

1. If gt 2 GC, thengt is ageospatiaterm,

2.1f gt 2 GV, thengt is ageospatiaterm,

3.if gt; andgt, aregeospatiaterms,and 2 GF, then (gty;gt,) is ageospatiaterm.

4 GeospatialData Authorization Model (GSAM)

In thissectionwe formally presentGSAM, anauthorizatiormodelsuitablefor providing controlled
accesso geospatiatlata.Let S = fs;; s, :: :gdenoteasetof subjectsO = fo1;0,:::g asetof ob-
jects,andM =fview, zoom-in, overlay, identify, download, download-data,



update, insert, delete, compose, animate, fly-by, view-thumbnail ,
view-annotation g a nite setof privilege modes.In the following, we formally presenthe
geospatiabbjects,subjectsandprivilege modes andthe authorizatiorspeci cations.

Authorizationspeci cationssupportedhy GSAM arecapableof specifyingaccesgontrol policies
basedon spatio-temporaéttributesin termsof not only on a geospatialbjectas a whole (e.qg.
timestampresolution) put alsoontheareacoveredor containedvithin it. In addition,authorization
policiesin GSAM canbe speci ed basedon the subjectidentitiesand credentials.Credentialsn

turn are associatedvith spatialandtemporalattributesindicating the limits of their validity to a
certainregion andtemporalintenval, respectrely. Following aresomeexamplesof suchpolicies:

p1: Low resolutionimagescanbeviewedby all.

p2: A parcellocatedin "123 JamesStreet Newark,NJ” canbeaccessety thecurrentowner
of this parcel.

p3: 1 meterresolutionimagesover Afghanistamafter Septembet 1,2001shouldnotbemade
availableto non-militarypersonnel.

p4: Only thecurrentpoliceof cers in BergenCountyareallowedto accesd meterresolution
imagesof thenucleampower plantlocatedat [65, 45, 20, 20].

Policy p1 appliego all low resolutionmageobjectsyegardles®f theareacoveredby them.Policies
p2 andps arebasedn bothspatialandtemporalattributes,while p4 appliesto all areaswith certain
geospatiatharacteristicg,e. only areaghatarenuclearmpower plants.Moreover, while policiesp;
andp, areconcernedvith privagy, ps andps areconcernedvith nationalsecurity

4.1 Authorization Subjects

GSAM allows the speci cationof authorizationdasedot only on the useridentity but alsoonthe
usercredentials asin [5]. We assumesachsubjectcredentialtype belongsto a credentialtype
whichin turnform credentialtypehierarchies Figures2 and3 illustratethe policeforceandhome
ownershipcredentialtype hierarchiesyrespecirely. Eachcredentialtypein the credentialtype hi-
erarchyis associatedvith a setof attributesthat are either optional or obligatory For example,
address ,Block# andLot# aretheattributesof theownercredentiatypeproperty  owner .
A subjectmaypossessa setof credentialsyhich areinstantiationf attributesof credentiatypes.
Moreover, asubjectmaypossessredentialghatbelongto differentcredentiatypehierarchiesFor
example,a subjectlohnmayhold credentialghatbelongto boththe policeforceandhomeowner
ship credentiakype hierarchiesywhereasanothersubjectMary may hold only the homeownership
hierarchy In addition,attributesof a supeftype canbeinheritedby the sub-type. For example the
property  owner 'sattributesincludeits own explicitly speci edattributes,address , Block#
andLot# , aswell asthoseinheritedfrom its supertype, person , thatincludename andage.
Following arethede nitions of the credentiatypehierarchyandcredentiatype.

De nition 5 Credential Type Hierarchy: A credentialtype hierarchyH comprisesof a set of
credentialtypesCT = fctq;cty;:::g, which arerelatedby the subtyperelationships. We use
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(cti ct ctj) torepresenthatct; is asubtypeof ctj. Eachcredentiakypect; = hid;; Aii, where
tid; isauniqueidenti er for ct;, andA; = faj1; ai2; :::g is the setof attributesassociatedvith ct;.
Eachattribute a; 2 A; is atriple a; = mame;type;mode wherename is the attribute name,
type 2 L isthevalid datatypeor the attribute values,andmode 2 f opt; oblg denotesvhetherthe
attribute is optionalor obligatoryfor this credentiakype.

In the following, we useA(ct;) to denotethe setof attributesassociateavith ct;j, which includes
both the explicit attributes as well asthoseinherited from its supertypes. Eachattribute is a
typedattribute suchthat it takesa value from allowed types. For example,in Figure 2, attribute
name allows string asits valuetype, while Lot# takesinteger asits allowedtype. An exam-
ple of credentialtypeis: (property-owner, haddress,  string, obl ihBlock#, N,
obl ihLot#, N, obl i).

To allow authorizationspeci ed basedon the credentialpossesselly usersratherthantheir user
identity, in the following, we de ne credentialexpression ce. We specify credentialexpressions
usingliteralsandvariablesandlogical andspatio-temporabperatorsasfollows.

De nition 6 [Credential Variables] Givena setof credentialtypesCT = fcty;cty;:::g, we de-
ne thesetof credentialvariables CV = fA(ct1)[ A(cty)[ :::gwhereA(ct;) isthesetof attributes
associateavith eachct;.

De nition 7 [Credential Expressions]Let CT be the setof credentialtypesandUV be the set
of variablesrangingover subjectidenti ers fsq; sp;:::0. A credentialexpressionceis de ned as
follows:

1. If ct; 2 CT, thenct;j(x) is ace denotingthesetof subjectdelongingto credentiatypect;;

.iffsg;sp;iisng UV, thens;(x) isace

3. if v2 CV isavariableandl 2 L isaliteralandop2 LOP [ GOP [ TOP,thenvoplisa
C€

4. ifv2 CVisavariablett 2 TT isatemporatermandtop 2 TOP, thenvtopttisace

5. if v2 CV isavariable,gt 2 GT is ageospatiatermandgop 2 GOP, thenv gopgtisace
and

6. if ce andce, aretwo credentiakexpressionsthence, * ce, ce; _ ce, : cep, and(cey) are
ce

N

Thecredentialkexpressiongllow usto specifya groupof subjects.
Example 1 Examplesof credentiakxpressionsnclude:

patrol-ofcer(x): Thisis a credentialexpressiondenotingthe setof subjectswho are patrol
of cers.

John(x): This is a credentialcredentialexpression,denotinga subjectwho is identi ed as
John
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cer: (Propertyowner(x)™ (home-address'123 JamesStreetNewark,NJ') * (ownerperiod
=[1999,nav])): This expressiondenotesall propertyownersof '123 JamesStreet,Newark,
NJ' prior to 1999.

ce: (Bemgen-County-poliog) * patrol-areacontain (100,200,10,10))This expressionde-
notesall Bergen County policemenwhosepatrol areais containedin the area(100, 200,
10,10).

Eachsubjects mayholdasetof credentialswhich speci esthesetof credentiatypesthats belongs
to, andthe valuesfor attributesin eachcredentialtype. Thesesubjectcredentialf s areusedto

evaluatethe credentiakexpressionspeci edin theauthorizationsWe de ne asubjecicredentialas
follows:

De nition 8 [Subject Credentials]Let fH;H;:::g bethe setof credentialtype hierarchies.A
subjectcredentialsc = fcy; Cp;:::0, whereeachc, 2 scis de ned asa pair (tid; P) suchthat
tid is the credentialtype identi er of ct 2 CT; in somecredentialtype hierarchyH;, andP =
f(a1;v1); (a2; v2) :::)g the subjectcredentialpro le, whereas;ay::: 2 A(ct) arethe attribute
namesandvy; v, : :: aretheir respectie values.

Example 2 [Subjectcredentials]Thefollowing areexamplesof subjectcredentials.

John= (property-ovner, f (name "J ohnSmith”), (home-addess,”123 JamesStreet,Newark,
NJ"), (ownerperiod,[1999,now) g), (Bemgen-county-potie, f (patrol-area= (123 234, 100, 100),
(work-hour [9pm-6am])g) )

Mary = (Bemgen-county-polie, f (name "Mary Smith”), (work-addess,”123 University
Plaza,Bergen,NJ"), (work-period,[1995,1997]g)

It is importantto notethat, unlike the traditional credentialsthe subjectcredentialdn this paper
compriseof both geospatiahndtemporalattributes,i.e. spatiotemporatredentials Thesecreden-
tials including geospatiabreaandtemporalextentareusedto evaluateaccessontrol policiesthat
referto geospatiategionsandtemporalintenal asspeci edin credentiakexpressionsA userwith

acredentials evaluatedagainsthe credentialexpressionsn anauthorizatiorto gainthe privilege

speci ed in the authorization. For example,considerthe two credentialexpressionse; andce,

in examplel. Note that, while Johnhasthe credentialproperty-evner to satisfyce;, aswell as
the credentialBergen-county-policgo satisfyce,, Mary hasthe credentialBemgen-county-police
but doesnot possesadequateredentialdo satisfyeitherce; or ce,. Thesesubjectcredentialsare
storedin subjectcredentialsbase denotedasCB . The subjectevaluationprocesss discussedn

detailin sectionb.

4.2 GeospatialAuthorization Objects

Geospatialobjectsinclude (i) imagedatasuchassatelliteimages aerialphotographs(ii) scanned
datathat covers earthsurface,and (iii) map dataconsistingof points, lines, and areasthat form
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SHAPE RECNUM FCC  ZIP LF ADD LT ADD RFADD RT ADD PREFIXNAME
Polyline 305784257 A40 07112 260 264 259 265 HOBSONST
Polyline 305771915 A30 07106 182 196 183 197 MOUNT VERNON
Polyline 305771916 A40 07106 84 138 85 139 TUXEDO

Polyline 305784949  A15 07112 178

Polyline 305788161 A63 07112 RAMP

Tablel: Takular Datarepresentingtreetinformationlinkedto VectorObjects

SHAPE ACRE BLOCK LOT USE TOWN ZONE OCCURANT

Polygon  0.52 110 3 commercial  E.Rutherford ~ Zonelll SuperiorPrintingInc.
Polygon  0.17 111 4 openspace  Carlstadt ZonelV ClaudeBambegerPlastics
Polygon  0.89 111 5 vacant Hackensack Zonell Nat'| Mold & Die Co.
Polygon  0.25 110 4 warehouse  Carlstadt Zonel AA Truck Corp.

Polygon  0.46 114 3 hotel E.Rutherford ~ ZoneV ABC Enterprises

Table2: Takular Datarepresentingarcelandzoninginformationlinkedto VectorObjects

shapesandlocationsof mapfeaturessuchasbuildings, streetsor cities. Takular datalinkedto a
mapfeaturelocationsor shapess consideredsthe descriptionof the mapdata,e.g. demographic
informationlinked to the mapof customedocations.Typically, theimagedatais representeavith
rasterdatamodelwherepoint, line, andareasarerepresentedspixels within animage,while the
mapis representedvith vector datawherepointsarerepresentea@s hx; yi, a pair of geographic
coordinateslinesarerepresentedsa seriesof coordinatepairs,andareasarerepresentedsclosed
polygons,asde nedin de nition 3.

A vectorobjectusessereralfeatureclassessuchaspoint (node) line (arc),polygon,labelpointand
annotationto describethe geographideaturessuchasroads,parcels,soil units, or foreststands,
commonly-calledopayraphic coverages or simply vectorcoverages A vector coverage(spatial
data)canbelinkedto atalular datasetto describethematicinformation(so-calledthematiclayer
or thematiccoverage), suchascensugata,propertyownershipdata.

Tablesl and2 shav examplesof thematictabular datarecordsthatcanbelinkedto a vectorobject.
In table1, the vectorobjectconsistf a setof linesrepresentinghe streetinformation. Eachline

featureis attachedvith theleft andright sidestartingandendingaddressiumbersaswell asstreet
nameandzip code. In table 2, the vectorobjectconsistsof a setof polygonsrepresentingarcel
andzoninginformation.

In caseof imageobjectstheimagepixel contentssuchasvegetationindex (NDVI) or waterindex
or otherimagecontentsalongwith the headeinformationarelinkedto theimages.

TheFederalGeographidataCommittee(FGDC) hasestablishedndimplementednetadatastan-
dardgfor sharinganddisseminatiomf geospatiatlata,whichtypically include: (1) Informationused
to identify geographiaata— suchasdescriptionof data,time periodof contentvalidity, bounding
coordinatescovered, keywords, accessand useconstraints and cross-referencdatasets,among
mary others. Accessconstraintsspecifyrestrictionsandlegal prerequisitegor accessinghe data
set. Theseincludeary accesonstraintsappliedto assurehe protectionof privacy or intellectual
property andary specialrestrictionsor limitations on obtainingthe dataset. Use constraintsare
restrictionsandlegal prerequisitegor usingthe datasetafter accesss granted. Similar to access
constraintsthesealsoincludeary useconstraint@ppliedto assurehe protectionof privagy orintel-
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lectualproperty andary specialrestrictionsor limitations on usingthe dataset. Theserestrictions
typically applyfor the entiregeospatiatiatasetasawhole. (2) Informationon spatialdescriptions
of thedatasuchaspointvectorinformation(thetypesandnumberf vectoror pointspatialobjects
in the dataset),andrasterinformation (the typesandnumbersof rasterspatialobjectsin the data
set,suchasthenumberof columnsandrows). (3) Informationcontentof thedataset,includingthe

entity types,their attributes,andthe domainsfrom which attribute valuesmay be assigned.

In this paper we focuson a subsebf thesestandardnetadatdahatarerelevantfor the purposeof
thespeci cationof authorizationsWe assumehe setof geospatiabbjectsbe O = fo1;0y;:::; 00 Q.

De nition 9 [Geospatial Objects] Eachgeospatiabbject,0 2 O, is representedsa tuple com-
prising of its metadatap = hoid; y;t; g; h; w; r; d;li, whereoid is auniqueidenti er, y thetype of
thegeospatiabbject,t, g, h, andw thelatitude longitude height,width, respectiely, thatrepresent
the spatialextentcoveredby o, r theresolutionof o, d thetimestamp(eitherimagedownloadtime
or lastupdatetime), and| thethematidlink to the datasetassociateavith o.

Eachgeospatialobject belongsto a objecttype, y, in a geospatialbjecttype hierarchyas de-
ned in de nition 10. Examplesof objecttypesincluderaw satelliteimages(e.g.,AVHRR, SPOI,
LANDSAT, IKONOS, etc.), processedsatelliteimages(e.g., NDVI-NOAA, Composite-Landsat,
etc.),digital orthophotoquadrangleaerialphotographdigital elevationmodel(e.g.,DM-raw, DM-
hillside, DM-slope, etc.), and type of featuresin vectordata(e.qg., parcels,rivers, parks,schools
etc.). We denotethe setof geospatiabbjecttypesasOT.

De nition 10 [Geospatial Object Type Hierarchy] A geospatiabbjecttype hierarchyS com-
prisesof a setof geospatiabbjecttypesOT =f ot1; oty; : : :g which arerelatedby the subtyperela-
tionships.Weuse(ot; ot otj) to denotethatot; is a subtypeof ot; .

An exampleof the geospatiabbjecttype hierarchyis shavn in Figure4.
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Giventhespatialobjectspeci cation,we de ne spatio-temporabbjectexpressiongor specifyinga
groupof objectsasfollows.

Given a geospatiabbjectvariablex rangingover geospatiabbjectsO, we de ne a setof access
functionsAF = ftype(x),rectangle(x),resolution(x).timestamp(x)data(xy, where (1) ty pe(x)
returnsthetype of x rangingover the geospatiabbjecttypesshavn in the objecttype hierarchyin
gure 4, (2) rectang e(x) returnsaregion(t; g; h; w) of theobjectx, (3) resolution (x) returnsthe
resolution,which is of typereal (R) (4) timestamp (x) returnsthe timestampwhich of typetime
(T), and(5) data(x) returnsthedatasetlinkedto x.

De nition 11 [Spatio-temporal Object Expression]|Givena setof accesgunctionsAF , a setof
geospatiabperator<sOP anda setof temporaloperatorsl OP, a spatio-tempaal objectexpres-
sion ge, is de ned asfollows:

1. if f oidy; oidy; :::g is a subsebf geospatiabbjectidenti ers, thenf oid;; oidy; :::g(X) is age;

2. if type(x) 2 AF andy 2 OT, thentype(x) = yisage;

3. if rectange(x) 2 AF, gt 2 GT ageospatiaterm,andgop 2 GOP, thenrectangle(x)gop
gtisage;

4. if resolution (x) 2 AF,| 2 R arealnumberandop2 LOP, thenresolution(x)opl is age;

5. if timestamp (x) 2 AF, tt 2 TT atemporalterm,andtop 2 TOP, thentimestamp(xjop
ttisage;

6. if data(x) 2 AF,| 2 L aliteral,andop2 LOP, thendata(x)op! is age; and

7. if ge; andge, arespatio-temporabbjectexpressionsthenge; * ges, ge1 _ ge», : ges, and
(ge1) areges.

Example 3 Thefollowing aresomeexamplesof spatio-temporagxpressions.

ger: (type(x)=image* rectangle(xontains (10,20,10,10)" timestamp(xwithin [Feb22002,

Marl:2002] resolution(x) 10m)

gey: (type(x)=parcel rectangle(xpverlap'123 UniversityAve Newark,NJ' * data(x)="property-

ownership’)

ges: fNDVI25, LandSat220d(x)

The spatio-temporaéxpressiorge; speci esasetof imagesvhosespatialextentcontainghe area
of (10,20, 10, 10)downloadedhetweerebruary2, 2002andMarch1, 2002,andwhoseresolutions
arehigherthan10 meter Thespeci cationby theexpressiorge; identi es asetof parcelmapswith
links to the propertyownershipdataandwith spatialextent overlappingthe rectangleareawhose
geographiacoordinate (t; |; w; h), correspondso the address123 University Ave, Newark, NJ!
Theexpressiorge; speci esimageswith identi er NDVI25 andLandSat26.

We useresolutionge) to denotethevalueof theresolutionx) in ge, rectanglede) to denotehearea
of therectangleX) in ge, timestampge) to denotethevalueof thetimestampX) in ge, andtype(@e)
to denotethevalueof type) in ge.
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The spatio-temporaéxpressionallow authorizatiorspeci cationbasedhot only on geospatiabb-
jectsasawhole, but alsoon characteristicer propertieof geospatiabbjects,suchasspatialarea
coveredby or containedin an object, temporalproperty resolution,objecttype and thematicor
contentdatalinked from the geospatiabbjects.

4.3 PrivilegeModes

Theprivilegeswe consideiin theauthorizatioranduserrequesténcludeoperationsgelatedto image
andgeographidatamanipulationsin additionto the corventionaloperationsappliedto wholeim-
ages.In our model,we supporthreetypesof privilege modes- viewing, copyingandmaintenance
Theviewing modesincludestaticanddynamictypes.Staticviewing modesn turnincludeview-
thumbnail, view-annotation andview , whosepurposes to retrieve datafrom the data
sourcesanddeliver themwith basicpost-processingperationssuchascropandmosaicking.Dy-
namicviewing modesinclude zoom-in,  overlay, identify, animate andfly-by
which require,in additionto the basicpost-processingperationsgeo-objecintegrationfrom data
retrieved from the datasources.The copying modes,download anddownload-data , allow
source les to be downloaded. The maintenancenodesincludeinsert, delete, update
andcompose . Unlike thetext datawherethe display privilege impliesthe copying privilege, the
viewing andcopying aredistinguishedisseparatgrivilegeswith geospatiatiata,sincethe objects
displayedon thewebbrowserscreeroftenareimagegif les, but arenottheoriginal sourceles. 3

Theview-annotation privilege grantsa userto view the metadatassociateavith the geospa-
tial objects,suchas geocoordinates,esolution,temporalinformation, headetinfo (e.g. format,

numberof rows andcolumsin theimage,etc.),andthematicdatalinked to the vectorobjects.The

view-thumbnail privilege grantsa visual overview of thegeospatiabbjects,suchthattheuser
couldbrowvseacatalogof images.A thumbnailimageis createdor eachimageattheinsertiontime.

It is ascaleddown imagein termsof the numberof pixels,yet maintainingthe original aspectatio

of row andcolumnpixels. We assumehe scalingfactoris big enoughthat the thumbnailimage
hassigni cantly lower resolutionthanits original image. Theview privilege allows a userto see
animageobjectthathasspeci ¢ characteristicsuchasits areabeingin a speci c topologicalrela-

tionship(e.g. overlap,containedcovered, meet)with ageographi@areaandits resolutionwithin a

speci c level.

The zoom-in privilege allows a userto zoominto a certaingeographiareain higherresolution
images.Unlike corventionalprivilege modesthatallow or dery accessthis privilege speci esthe
level of zoom-inallowed, andis thereforeexpressedvith anassociatedalue,for example,zoom-
in:10 . The accesscontrol algorithm interpretsthis value and determineghe resolutionof the
imagethatis allowedto be viewed by the user Notethatgivenanimage,zooming-incanalsobe
achieredusingzoom-inalgorithms put thequality of theimagedecreasesothattheresultbecomes
uselessif zoomingis donebeyondacertainlevel. Thusthelevel of zoom-inauseris allowedshould
bedeterminedaseddnthelevel (s)hecanattainafterapplyingthezoom-in  algorithm. Thatis, if
auseris alloweda zoom-inlevel of | ,, theaccessontrolalgorithmmustmale surethatthe useris
givenanimagewith aresolutionof atmostr thatcannotbezoomed-into aresolutionhigherthan

3This contrasts clearin caseof audiodata,wherelisteningprivilegeis one-timeprivilege (transient) while copying
privilege allows to have a copy of theaudiodatafor repeatedises.
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I, withoutlosingits content.Thefunctionalityof providing thedesiredevel of zoom-inis achieved
by storingmulti-resolutionmagesof a certainregion. Thus,if auseris allowedto accessregionat
acertainlevel of resolutiorr 5, zooming-inis accomplishedby retrieving a higherresolutionimage,
r,, suchthatr, ra. Thustheauthorizedesolutionr ; senesasthelower boundfor thezoom-in
level.
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Figure5: A 1 meterresolutioncolor Infra-RedAerial Photography

Theoverlay privilege allows usersto integrategeospatiatiataover a certainareaby overlaying
avectorobjectontop of animage,oneimageon top of anotheror avectorobjecton top of another
vectorobject. Thus,theoverlay privilege takesasits parameten setof allowed objectswhosegeo-
graphicareaneedgo beco-ragisteredj.e.,geographicoordinate®f theallowedobjectsneedto be
matched Overlayingwithout matchinggeocoordinatemaynotrevealary meaningfulinformation.
Althougheachindividualimagein isolationcanbeviewedby auser sometimesnoverlayedmage
may reveal moreinformationthanthe useris allowedto accessFor example,Figure6 shavsalm
resolutionaerial orthophotoimageoverlayedwith a zoningvectorcoverage representeih white
lines. While a usercanview both imageand vector coverageindividually, overlayingthe street
mapon a highresolutionimagemay help pin-pointinga persons privatepropertyandviewing it in
realtime.

Figure6: Orthophotamageoverlayedwith a zoningvectormap

The identify privilege allows the userto view the takular (thematic)datalinked to animage
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Type Privilege Semantics
Static view-annotation| displayimagemetadata
Browsing (geocoordinateresolution temporal headetinfo)
view-thumbnail | displaythumbnailimage
view displayanimageor amap
Dynamic zoom-in displayzoomedn images
Browsing overlay displayimageswith vectordata
identify displayoverlayedthematicdata
animate displayanimatedmages
y-by display y-by videocomposedf severalimages
Copying download downloadgeospatiabourceobjects
download-data | downloadtabular dataassociateavith geo-objects
Maintenance| update modify objectsor metadatde.g.formatcorversion)
insert insertgeo-objects
delete deletegeo-objects
compose male valueaddedgeospatiabbjects

Table3: Summaryof Privilege Modes

by overlayinga vectorcoverage,or a pixel valuefor animagelinked to the imagein the lack of
overlayedthematicdata. As canbe seenfrom Table 2, someof the datalinked to the image,for
examplethe ownershipinformation,whenshavn with a high resolutionimagemay provide visual
exposureof apersors privateproperty

Theanimate privilege grantsa userto obtainatime seriesof imagesandintegratethemto shov
thechange® theimages.Thefly-by  privilegegrantsauserto obtaina multi-resolutionbrowsing
of geodatafrom low resolutionimagego high resolutiondataor vice versa[37].

Thedownload privilege grantsa userto obtaina copy of speci ed geospatiabbjectsthatarein
availableformats. Theseprivilegesaregrantedwhenthe geospatiatoverageof imagesJayersand
datais containedin the geospatiakxtent grantedto the user In otherwords,if somepart of an
imageis notallowedfor viewing, thenit is notallowedto bedownloaded.

Whiletheinsert  privilegeallowsausertoinsertgeospatiabbjectsnto thedatabasehedelete
allows herto remove the objects. The update privilege allows a userto replaceoneimagewith
anotherandlink the the tatular dataof the original imageto the replacedmage. The compose
privilege allows a userto make value addedgeospatiaproductswith given setof geospatiabb-
jects,suchascreatingthumbnails NDVI productsanimatedmages.etc. Table3 summarizeshe
differentprivilege modessupportedy our modelandtheir semantics.

The privilegescanhave orderingrelationshipsamongthemaccordingto their inherentsemantics.
Typically, the setof privilegesP forms a partial orderamongprivilege elementscalled privilege
hierarchy, andthe orderingrelationshipcanbe representeavith . A privilegep; p pi means
that privilege p; is subsumedy privilege p;. Thus, the following partial orderingexists: view
thumbnail pview zoom-in ,overlay  jidentify pdownload _data ,delete

p update ,view ,download .Ingeneralprivilegesin dynamicbrovsingcategoriessubsume
privilegesof staticbrowsing. In addition,authoring(maintenanceprivilegesare consideredo be
higherthanotherprivileges.
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4.4 Spatio-temporal Authorizations

Following de nition shavs how anaccesgontrolpolicy canbe speci edasanauthorization.

De nition 12 [Authorization] An authorizationa is a 4 tuple hce;ge;pr; i, wherece s a cre-
dentialexpressiondenotinga groupof authorizedsubjectsge is a geotemporabbjectexpression
denotinga setof authorizedyeospatiabbjectsor geospatiakxtents,pr is a setof privilege modes
inM and isatemporalterm.

A credentiakexpressiorce in the authorizatiordenotesa setof subjectswith the associate@dpatio-
temporalkandothercredentiakttributesspeci edin ce. An objectexpressiorge in ourauthorization
speci cationcanincludea list of geospatiabbjectid's, or a setof objectswhosespatiotemporal
characteristicsatisfy ge. As de ned earlier the geospatialobjectsinclude a geospatialregion
annotatedy x andy coordinate®f longitude latitudeandwidth andlength,or aregion expressed
by suchsystemsasZIP codesor highway mile markers,or by canonicalandmarkssuchas“New
York City”, or by astreetname.The privilege pr in anauthorizatioris a setof operationsallowed.
Thetemporaldatatype speci esthevalid time periodfor authorization Accesss allowedonly if
theaccessequesis duringthetemporalintenal speci edin

Example 4 Following aresomeexamplesof authorizations:

a;= hfJohn(xy, ftype(y)=landsat* rectangle(y)=(50,60110g, f zoom-in:&), [1/1/1999,
now] i

ax=hf Tom(x)g,f type(y)=image® rectangle(ypverlap'New York City' ~ resolution(y)=1m,
type(z)=census-distt * data(z)=census§Z view, overlay, identify g, [2/1/2001,2/1/2005]
[

az=hf Propertyowner(x)* (home-address(x@qual '180 EIm StreetNewark,NJ") * (owership-
periord before '2000"g, fimage(y)™ rectangle(y)="180EIm Street,Newark, NJ' * res-
olution(y)=1m” timestamp(y)before '2000', type(z)=\ector” data(z)=property* times-
tamp(z)before'2000'g, fidentifyg, [-1 , 12/31/2004]

Above authorizationscan be interpretedas follows: a; speci es that Johnis allowed to access
a region centeredat point (50,60)with width and heightof 10 in landsatimages,with a zoom-

in level up to 8 during Januaryl, 1999andnow. a, speci esthat Tom canview the New York

City areain 1 meterresolutionandhe is alsoallowed to overlay census-districtnap andidentify

censusdataassociatedvith the map. The acces9rivilege is valid from Februaryl, 2001 up to

Februaryl, 2005. a3 speci esthatpropertyownersof '180 EIm Street,Newark, NJ' before2000

are authorizedto identify propertyinformationon thataddressn 1 meterresolutionimagesthat

have beendownloadedoefore2000. This is authorizedup to DecembeB1 of 2004.

We usea(ce); a(ge), a(pr), a( ) to denotethe subjectcredentialsgeotemporabbjectexpression,
privilegesof a, andtime intenal duringwhich a is valid, respectiely. We denotethe collectionof
all authorizationsasgeo-spatialauthorizationbase GSAB .
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4.5 Derivation Rulesfor EnhancedAuthorization Base

Dueto theorderingrelationshipsamongprivilege modessubjectcredentiatypes,geospatiabbject
types,resolutionlevels,aswell astemporalcomponentssomeauthorizationganbe implicitly de-

rivedfrom theexplicitly speci edauthorizationsin thefollowing, we presenthedervationrulesto

derive suchimplicit authorizationgrom the explicitly speci ed ones.The geospatiahuthorization
baseGSAB s enhancedby includingthesederved authorizations.

De nition 13 [PrivilegeOrder Derivation Rule] Givenanauthorizatiora =hce;ge;pr; i, andan
orderingrelationshipm  pr, thenthe derived authorizaitora®=hce;ge;m; i.

For example,a =hJohn(x),Newark,zoom-in , 1990i is given,thena®=hJohn(x),Newark, view
i canbederivedsinceview | zoom-in .

De nition 14 [Resolution-basedDerivation Rule] Given an authorizationa =hce;ge;pr; i, a
resolutionlevel r suchthatresolutionge) r, thenthe derived authorizaitora® =rce;ge® m; i,
wherege® = ge suchthatresolutionge®=r .

For example,assumehat thereexists an authorizationto view 1 meterresolutionin GSAB for a
given subject,anda 5 meterresolutionimagein the imagedatabase.The derved authorization
stateghatthe subjectis allowedto view the 5 meterresolutionimage.

De nition 15 [Ar ea-basederivation Rule] Giventwo authorizationsa; =hce ; ge;; pri; ii, and
a =hcq;ge;prj; ji suchthatrectanglege) \ rectanglege;) 6 ;, prj p pri,ce = cg and
i =, thenthederived authorizatiora®=hce;ge pr® i, wherege®=ge \ ge andpr®=pr;.

For example,whena subjectis allowed to view the region representedby (20, 20, 10, 10) with

resolutionlevel of 10 metersaswell asthe region representedby (10, 10, 10, 10) with resolution
level of 2 metersthenthe subjectis given authorizatiorto accesshe overlappingregion, i.e., the
region representedly (15,15,5, 5) with resolutionof 2 meters.

De nition 16 [Image type hierarchy-basedDerivation Rule] Givenanauthorizatiora=hce;ge;pr; i,
andanobjecttype ot suchthatot ot type(ge) andresolutionge) resolutiont), thenthe de-
rivedauthorizatiora®=hce;ge’ pr; i, wherege®= ge suchthattype@e®=ot for all suchot.

For example,if anauthorizatiorsimply speci esthata subjectcanaccessatelliteimagetypesof
upto 2 meterresolution thenthis derivation rule allows accesgo all the subtypeof satelliteimages
whoseresolutionis lower thanor equalto 2 meter Speci cally, if a subjecthasaccesso NOAA
imagesthenaccesss grantedio Landsaimagesof lower resolution,but notto 1 meterresolution
IKONOSimages.
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5 AccesControl

Theaccesgontrolmechanisnevaluatesa userrequesfor accessingeospatiatiatawith a privilege
modeagainstheauthorizatiorhaseGSAB to determinevhethertheuserrequesshouldbegranted
or denied.We de ne the AccessRequesby auser ur, asfollows:

De nition 17 [AccessRequestfin accessequestsatripleur = hu;re;mi, whereu isthesubject
identi er, r ethegeospatiabbjectexpressiorde ned asin de nition 11to denotea setof requested
objects,andm the privilege moderequestednthere.

Accordingto the aborve de nition, a usermay requestto accessbjectswith certaingeospatial,
temporalandresolutioncharacteristicsA requestegrivilegemodem is selectedrom aprede ned
setof privlegemodesM , asde nedin Table3.

Example5 Following areexamplesof differenttypesof userrequests.

ur; =hJohn,f12,24,100(x), view i

ur, = hMary, rectangle(x)=(5060, 10, 10) ~ resolution(x)=1m" timestamp(x)=[8/1/20Chow]
N type=property)identify i

ur3 = hcompute-ndvitype=Ilandsat rectangle<50, 60, 10, 10)" timestamp=[5/1/2000env],
overlayi

urs =hNang, address(x)="Negark, NJ' * type(x)=SPQ, view i

Userrequestur ; statesthat'John wantsto view satelliteimageswith identi ers equalto 12, 24
and100.In ur,, Mary requestgo identify the propertyinformationof a speci ¢ rectangularegion
representedby (50,60,10,10¥rom imagesof 1 meterresolutiondovnloadedbetweenAugust1,
2001andnow. In ur 3, anapplicationprogramcompute-ndvis requestingo overlaythe particular
area(50,60,10,10)n thelandsaimagesdovnloadedbetweerMay 1, 2000andnow. In ur 4, Nang
wantsto view SPO satelliteimagesof Newark, New Jersg area.

As canbe seenfrom the abore examples,the geospatiakcharacteristicef the requestedbjects
canbe expressedn several ways: (1) Objectidenti ers (id) (asin ur 1), which meansthe useris

requestinghe whole areacoveredby the imageidenti ed with ids; (2) A geographiacoordinate
representing rectangle(asin ur, andur 3), which speci esa region or an areathatmay be con-

tainedin animageor that may spanacrosanultiple images;(3) A corventionalgeographimame
suchasalinguistic expression(asin ur 4), thatdesignatesaregion or anarea;and(4) An interactive

selectionof anareaof animageby clicking themouseon amapor animage.

In casethe spatialreferenceof the requestedbjectis expressedn a canonicalgeographicmame,
suchas“Newark, NJ”, the gazetteeservice,describecearlier translateghe nameinto the corre-
spondinggeographicooridatesof the areadesignatedy the name.In caseof interactve pointing
to an area,we assumehatthereis a componenthat translategshe areadesignatedy the mouse
click into geographicoordinatesThis hasbeenimplementedn our accessontrol systemasde-
scribedin section6. Assumingthesetwo serviceghattranslatea placenameor aselectedareainto
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Requeste®bject(re) | AuthorizationObject(ge)
Casel | id id
Case? | id region
Case3 | region id
Case4 | region region

Table4: Casef SpatialSpeci cationsof AccessRequesandAuthorization

a coordinatesystem the accessontrol veri cation processeedsto considerthe casesvherethe
spatialreferencas madeby id's or by spatialcoordinates.

Similarly, theauthorizatiorspeci esthespatialcharacteristicef anauthorizedbjectin termsof ids
or geographicoordinatesThusthe authorizatiorveri cation shouldconsiderfour differentcases
asshavn in table4, dependingn the spatialreferenceof therequeste@ndauthorizedbjects.
Casel: If therequestedbjectandauthorizatiorobjectarespeci edwith imageid's, thentheaccess
controlveri cation checksf therequestedmagesarein theauthorizedsetof imageid's.

Case2: If the spatialreferencdn therequesteabjectis speci ed with imageid andauthorization
objectis speci ed asa region, thenthe veri cation processneedsto checkthe entire authorized
regionthatcontainghespatialextentof theimageid, identify theimageghatcontaintheauthorized
region, andmatchtheid's with therequestedmageid.

Case3: If therequestedbjectis a region, anda(ge) is speci ed in imageid's, the veri cation
processneedsto checkif the authorizedimageid's spatial extent containsor overlapswith the
requestedegion. If theauthorizatiorobjectscontaintherequesteabject,thenaccesss granted.
Case4: If the requestedbjectand authorizationobjectare both expressedas regions, thenthe
intersectingareaof thesetwo regionsis computedthentheimagesthatcover theintersectedarea
arereturned.

Givenur = hu;re;mi andanauthorizatiorbaseGSAB =f a;; ay; :::gwhereeacha; = hce;ge;pr; i,
theaccesgontrolmechanismequiredo identify theauthorizationselevantto ur from GSAB . To
accomplishthis, it hasto identify eachauthorizationa (1) by verifying if the authorizedobjects
speci ed by ge satisfythe requesteabjectcharacteristicssuchasthe geographiarea,resolution
level andtemporalextentspeci edin re, (2) by verifying if the subjectspeci cationin a with the
credentialsof useru, and matchwith the requestprivilege modem andthe authorizedprivilege
pr in a, and(3) by retrieving authorizatiorobjectsand postprocesghemif neededo deliver only
theauthorizedregion. The postprocessingomponenpreparesmagesor othergeo-datdor deliv-
ery, suchascroppingof images,mosaicingof non-overlappingimagesoverlayingof imageswith
otherdata,aswell asothercompositionoperationgo generatdime-serieor y-by animationsof
multi-resolutionimages.

Speci cally, the abore authorizationveri cation processcanbe outlined as consistingof the fol-
lowing steps:(i) Geospatiakexpressionevaluation (ii) Subjectcredentialevaluation (iii) Privilege
evaluation and(iv) Postpiocessinganddelivery
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5.1 AccessControl Algorithm

In thefollowing, we describeeachstepof the evaluationprocessn detail, andpresenthe access
controlalgorithm.

1. GeospatialExpressionEvaluation: Evaluationof geospatiakxpressionin eachauthoriza-
tion needdo considerthe differenttypesof userrequestsi.e. requestsvith imageid's, with
canonicalgeographicmamesandwith aregion.

(a) If theuserrequestsheimageswith speci c id's, thenthe evaluationprocessrst nds

(b)

(©)

the spatialextents,rectangle(id) for eachrequestedmageid. Eachauthorizationa is
evaluatedagainsteitherid, if a is alsospeci edwith theid's, or a is evaluatedwith the
rectanglef) in casea is expressedvith rectangle(gein the geospatiakxpressiorge.

If the userrequestghe imageswith region in a requestexpressionr e, thenthe eval-
uation processeither matchesthe rectanglege) with the rectangle(e), if a contains
rectanglege). If the authorizationobjectis expressedn termsof imageid's, then
rectangle) is retrieved,andmatchedwith therequestedegion.

If theuserrequestheimagewith geographiciame thenthegazetteeserviceis invoked
to corvertthegeographicameinto aregion. Thentheevaluationprocessn step(b) is
used.

2. Subject Credential Evaluation: Subjectcredentialsassociatedvith the users credential
typeid areretrievedfrom thesubjectcredentiabaseCB . Thesystenevaluatesauthorizations
identi ed in step(1) above with subjectcredentials.Algorithm 3 shavs how the credential
expressionsn eachauthorizatiorareevaluatedwith the users credentials.
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3. PrivilegeEvaluation: Theauthorizatiorrulesthataresatis edwith therequesteabjectand
subjectfrom stepsin (1) and(2) arefurtherveri ed with the requestednode. Algorithms 4
and>5 evaluatetherequestnodewith theprivilege modespeci edin theauthorizatiorspeci -
cation,andevaluatevariousspatio-temporabperatorsvith speci ¢ valuesin therequesiand
the authorization.Only objectsthat meetthe object, subject,privilege speci cationsin the
authorizatiorbasearecollectedwith theauthorizedarea.Algorithm 2 returnsthe authorized
objectidenti ers alongwith authorizedareafor eachobjectthat satisfy subject,objectand
privilege request.

4. Postprocessingand Delivery: Oncetheauthorizations evaluatedandtheauthorizedbjects
areidenti ed alongwith theauthorizechreajmagesareretrievedfrom thedatabaseandsent
tothepost-processingomponentForinstancewhentheimagesarelargerthantherequested
andauthorizedareas this postprocessingomponentropsso that only the authorizedand
requestedareasare deliveredto the user The imageprocessingagentcan crop, zoom-in,
overlay animateor createa y-by videoetc.,accordingo therequestegbrivilege.

Algorithm 1 shaws the part of retrieval and postprocessingandchecksvariousrequestmodes. If
therequestednformationis theannotationimetadatajnformation,the metadataf eachauthorized
objectsareretrieved. If therequesis to view animage,thenthe actualimage le is retrieved, but
postprocessetb deliver only the authorizedareain theimage.Alternatvely, if theauthorizedarea
spansseveralimagesthentheauthorizedareaof eachimageis tiled togetherasa mosaicandthen
deliveredto the user If the zoom-inmodeis requestedithe zoom-inlevel is consideredvith the
authorizedresolutionlevel. In the caseof overlay theimageprocessingomponentnay overlay a
authorizedvectoron animage. This algorithmcalls postprocessnodulewhich doescroppingthe
imagestiling theimagesor overlayingimageswith otherobjects.

Algorithm 2 identi es authorizatiorentrieswhoseauthorizatiorareaoverlapswith therequestrea
andthat meettemporal,resolutionand otherrequesteabjectcharacteristicsAlgorithms 3 and5

checkwhetherthe userhasenoughcredentialghat are speci ed in the authorization. Algorithm

4 checksif the requesimodeis speci ed in the authorization.As shavn in thesealgorithms,the
accesxontrolis enforcedusingspatial,temporal resolutioncharacteristicef the geo-objectand
the subjectcredentialsaswell asthe privilege mode.

Algorithm 1 [Authorization Evaluation]

Input: A userrequestur = hu; re;mi
Output: authorizeandreleaseauthorizebbjectsor dery
BEGIN
AO = search-authorizegeooljectqre) /* identify a setof authorizedbjectsandarea(a,o,rectangley/
if AO=; f
return(AccessDenied)g

elsd

caseur(m): 'view-annotation':f

for eachao=ha; o;rectangel 2 AO whereo = hoid;y;t; g;h; w;r;d;li
return(o) g
caseur(m): 'view-thumbnail': f

23



for eachao=ha; o;rectanglei 2 AO whereo = hoid;y;t; g; h;w;r;d;li f
th = retrieve thumbnailimageof oid
return(th) gg
caseur(m): identify' f
for eachao=ha; o;rectangel 2 AO whereo = toid;y;t; g;h;w;r;d;li f
Il = retrieve datalinked by | for oid
return(postproces$yl rectanglegg
caseur(m):'view' _ 'animate’'_ 'y-by" f
for eachao=ha; o;rectangel 2 AO whereo = toid;y;t; g;h;w;r; d;li f
i = retrieve imageof oid
return(postprocess(rectangle)g
caseur(m): 'zoom-in'; f
for eachao=ha; 0;rectangel 2 AO whereo = toid;y;t; g;h;w;r; d;li f
for eacha=hce;ge;pr; i 2 AOf
i =imageof oid where™ r = resolution(ur)
return(postprocess(iectangle)ygg
caseur(p): ‘overlay': f
| =;
for eachao=ha; o;rectanglei 2 AO whereo = hoid;y;t; g; h;w;r;d;li f
I =1[ imageof oid g
return(postprocess(kectangle)y

g
END

Algorithm 2 [Search Authorized GeoObjects]

Proceduresearch-authorizegeooljectyre)

[* SearchAuthorizedGeoObjecidenti ers andauthorizecarea*/

Input: ur=(u,re,m): userrequest

Output: O'= list of imageghatcontaintheregion overlappingwith therequestedrea

case(id(re) exists):
for eacho =hoid; y; t; g; h; w; r; d;li whereoid=id(re) f
for eacha=ce;ge;pr, i in GSABf
if (type(re)=type(ge))* (timestamp(re) timestamp(ge)$ ;
A (resolution(re) resolution(ge)y
if (id(ge)exists)AND id(ge)= oid,
thenAO=AO]| f(a,o, rectangle(op
if(rectangle(gekxists) AND rectangle(gepverlap rectangle(oB ;
thenAO = AO | f(a,o0, rectangle(opverlap rectangle(ged)
if (name(gekxists) AND gazetteer(name(gejyerlap rectangle(oB ;
thenAO = AO [ f(a,0,gazetteer(name(y@verlap rectangle(o)g
ggg
caserectangle(regxists:
for eacho =hoid; y; t; g; h; w;r;d;li whererectangle(opverlap rectanglefe) 6 ; f
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for eacha=a=hce;ge;pr; i in GSABf
if (type(re)==type(ge)* (timestamp(re) timestamp(ge)$ ;
N (resolution(re) resolution(ge)y
if (id(ge)exists)
if oid =id(ge)
AO=AO] f(a,o,rectangle(op
if (rectangle(gegxists)
if rectangle(gedpverlap rectangle(o¥ ;
AO=AO][ f(a,o0,rectanlge(gepverlap (rectangle(opverlap rectangle(re)p
if (address(gegxists)
if gazetteer(name(ge)yerlap rectangle(op ;
AO=AO][ f(a,o0,gazetteer(name(ge)yerlap (rectangle(opverlap rectangle(re)d
S[¢]¢)
casename(reexists
rectangle(rer gazetteer(name(re))
for eacho =hoid; y; t; g; h; w; r; d;li whererectangle(opverlap rectanglefe) 6 ; f
for eacha=a=hce;ge;pr; i in GSABf
if(type(re)==type(ge))* (timestamp(re) timestamp(ge)§ ;
A (resolution(re) resolution(ge)J
if(id(ge) exists)” oid = id(ge)f
AO=AO0U f(a,0, rectangle(op
if (rectangle(gegxists) AND rectangle(gedpverlap rectangle(o¥ ;
AO =AO U f(a,0, rectangle(gedverlap (rectangle(opverlap rectangle(re)p
if(name(ge)exists) AND gazetteer(name(gedyerlap rectangle(op ;
AO =AO cupf (a,o, rectnalge(repverlap (rectangle(opverlap gazetteer(name(ge)y))
g
SC=retri®e credentiald ¢;, 2, ...gof u2 CB
I* SC = c1; Cp; ::: credentialdor u from credentiabaseCB */
for eachao=(a,o0,rectangle) AO wherea = hce;ge;pr; i do
foreachc=(tid, P)2 SCf
if ct(tid) = TRUE wherect(x) 2 ce/* if thecredentiatype matchegshe credentiakypein ce*/
if (Evaluate-subject-credgalqce P)” eval-mode(pim)) = FALSE
/* evaluatecewith personaprofe P andevaluateprivilege mode*/
AO=A0-ao
g
Return(AO) /* returna setof authorizedbjectseachof whichis atriple (a,o,rectangle}/

Algorithm 3 [Evaluate Subject Credentials]
Procedurdcvaluate-subject-creaials (ce,P)
/* Evaluatecredentialkexpressiorce with usercredentiajpro le P */

Input ce,P whereceis credentiakexpressiorandP is usercredentialpro le
OutputTrueor False
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For eachtermt =(varopval) 2 cef
if 9 sc=(at,v) 2 P whereat=var
t = evaluate(v opval) g /* replacesachtermwith truth value,T or F */
S=; I* emptystack*/
While cedof
if ”(", thenpush”(” in stackS;
if t=term,thenpushtin S;
if op=(_ or”), thenpushopin S;
if )", thenf
t1=pops;
op' = popsS;
t; =popS;
popS;/* popleft parenthesisut*/
t3= (t1 op' t2) /* evaluateexpressioraccordingo logical operator*/
pushtzinSgg
result=popS
return(result)

Algorithm 4 [Evaluate Mode]

Procedureval-mode(pr, m)
Input: m userrequesimode,andpr = privilege modesn authorization.
Output: Trueor False

if (m2 pr), return(TRJE)
elsereturn(FALSE)

Algorithm 5 [Evaluate]

Procedurevaluate(t)
/* Evaluatecredentialvaluespeci edin anauthorizatiortermwith
asubjectcredentialvalue*/
Input: atermt = (v opval)
Output: T or F asthevalueafterevaluatingoperatorop on v andval
if op2 LOPf /* LOP=f=,6,>,<, , g *
result= (v opval) g
if op2 GOPf /* GOP=f contain,equal,overlap,meet */
if op="equal’, result= (v = val)
if op="contain' _ ‘overlap’,result=((v\ val)6 ;)
if op="meet’, result= (v\ val)=boundary(yval) g
if op2 TOPf /* TOP=f before,after, withing */
if op="before’, result= (v < val)
if op="after', result= (v > val)
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if op="within', result=(v\ val)6 ; g
Return(result)

6 GSAM Prototype Systemimplementation

We have implementeda Web-basegbrototypesystemfor GSAM (http://cimic.rutgers.edspatial).
The architecturefor the prototypesystemis shavn in gure 7. Ourimagedatabaseomprisesf
satelliteimagesfrom NOAA, Landsatimagesaerialorthophotosywhosegroundresolutiongange
from 1km,28m,10m,1m, 8ft, 4ft, 2ft to 1ft. Much of ourimagedatabasgertaingo the North East
region of USA, speci cally New Jersg, Newark andHaclkensackneadwlandsareaaswe capture
theNOAA satelliteimageddaily usingthedishantenndocatedat CIMIC-RutgersUniversity which
is the NASA-RutgersUniversity Regional Application Center[3]. We have acquiredthe Landsat
imagesfrom the NASA archivesandthe aerialorthophotamagesrom NJMC.

Thesemulti-resolutionimagedatasetsare organizedin sucha way thatthe lowestresolutionim-

agesareplacedatthetop andthehighestresolutionatthebottom,asshavn in gure 8. Speci cally,

theregion coveredby the top level imageis split into four quadrantsvhereeachquadranis repre-
sentedby the next higherlevel resolutionimages.This processs continueduntil the highestlevel

resolutionimagesarereachedso thatthe lowestlevel of the pyramid holdsthe highestresolution
images. As a result, the entireimagedatabasean be visualizedas a pyramid asthereexist less
numberof imagesat the upperlevels whencomparedo the lower levels. To t our structure we
have preprocessetheimagessuchthateachimagebelongsto onequadranbnly, i.e. thereareno
imagesthat cover an areathatbelongsto two or morequadrantsTheimagesat differentlevels of
the pyramidtypically arefrom differentsatellitesensorsvith differentresolutionlevels. Notethat,
our pyramid structures differentfrom thatin the Terraserer systen]10]. In Terraserer, different
resolutionlevels are generatedrom a singleimage,whereadn our pyramid structure eachlevel
hasimagesrom differentsatellitesensorsvith resolutiondifferentfrom thoseat otherlevels.
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Our systemprimarily hastwo componentsthe administratorcomponentandthe useraccesson-
trol component.The administratorromponentontainsinterfacesfor subjectspeci cation, object
speci cation,andauthorizatiorspeci cation. Figure9 shavs theinterfacefor subjectspeci cation.
The subjectis speci ed with a credentialtype. Basedon the credentialtype chosenthe relevant
credentiakttributesareautomaticallydisplayedsothat subjectinformationcanbe capturedrom a
dropdown list of attributes.In our prototype we have consideredatredentiakypesfrom thedomain
of propertyownershipandpolice authority

The objectspeci cationshavn in gure 10 alsorequiresto enterthe type of object,anduponse-
lection of an objecttype from the cateyoriesin the objecttype hierarchy the relevant geospatial,
temporal resolutionandotherattributescanbe entered Notethatour systemalsoallows to specify
an areausingeitherexplicit geographicoordinate®r geographimames.The geocodingcompo-
nentautomaticallytranslateshe geographimamesnto correspondingoordinates.

Once objectsand subjectsare speci ed, the administratorcan specify the authorizationsvhere
subjectexpressionganbe speci ed usinguniquesubjectiD or usingcredentiatype andcredential
expressionspbjectexpressionsanbe speci ed usinga uniquelD or agenereabbjectexpression.
Figurell shaws theinterfacefor authorizatiorspeci cation.

Figure9: SubjectSpeci cation

The useraccesgsontrol componentllows usersto submitaccessequestsisingattributessuchas
geospatialtemporalandresolutionof images,andusingsubjectcredentialexpressionsasshavn
in gure 12. Thesystemthenevaluateghe authorizationgsoutlinedin algorithm1.

In additionto this, our systentacilitatesaccessequestspeci edvia theGUI interfacewhereusers
can specify view and zoom-inrequestsdy simply clicking. As soonasa userclicks on a point,
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Figure10: ObjectSpeci cation

the quadrantregion containingthe point is considered.The systemchecksif the zoom-inrequest
is allowed for that subjectin thatregion (essentiallyerifying if the subjectis allowedto view an

imageatthatlevel of resolution).If so,thenext higherlevel resolutionimagecoveringthe selected
areais presentedFigure 13 shaws the GUI interfacefor this navigationalaccessontrol,wherethe

8ft resolutiontrue color aerialimageis rst zoomed-into shav the imageof 4ft resolutionimage

thatis zoomedn to shav 2ft imageandthenlft image.

Thepostprocessingomponentakestheretrievedimagesandcomputesheoverlapareaallowedby
the subjectandthenselectsheimageghatcover thatareawith the maximumresolutionrequested.
Theseimagesare postprocessedndcut to displayonly the authorizedregion. The postprocessed
imagesare returnedfor viewing or dowvnloading. If the region allowed is coveredby morethan
oneimage,theseimagesaretiled (concatenatedpr display Figure14 shaws the original image
in theright handsideandthe croppedimagethat containsonly the allowed area.Figure 15 shavs
the arearequesteds from four differentimagestiled together We are currently enhancingthe
postprocessingomponentvith featuresof temporalsequencing,e. theimagegeturnedhatcover
the allowed areacanbe from differenttemporalperiod. Theseareputin atemporalsequencend
deliveredasananimatedmages.

7 RelatedWork

Therehasbeensubstantialesearchhatextendsthe basicauthorizatiormodel[19]. Onedirection
dealswith increasinghe expressie power of the authorizatiormodelsanddevelopingappropriate
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Figurell: AuthorizationSpeci cation

tools and mechanismgo supportthesemodels. Theseincludeintroducingnegative authorization
[16], role-basedandtask-base@uthorizationsand separatiorof duties[21, 38, 39, 50], temporal
authorization12] andtemporalextensionsto RBAC [13, 14, 35]. Otherdirectiondealswith ex-
tendingauthorizatiormodelsfor advancedDBMSs suchasobject-oriented30, 48, 40|, distributed
[53, 46] DBMSs, federatedlatabasep!9, 34,18, 26|, temporaldatabasef32, 7], datawarehouses
andderiveddatabasepl4, 7], andto nev domainssuchaswork o w managemergystemg6, 8, 15|
andprivagy preservingsolutionsto web serviceg42]. This classof work is limited to developing
authorizatiormodelsfor traditionaldata,but doesnot supportimagedata.

There have beensomeefforts to develop authorizationmodelsfor semistructuredlatasuchas
WWW andhypertet systemsXML databasegnddigital libraries. Thework in theareaof access
controlfor imagesdatabaseandmaoving objectsis very preliminary In the following, we provide
abrief review of theresearchn thesedirectionswhichis morerelevantto our project.

An accesgontrol modelfor WWW document$asbeenpresentedby SamaratiBertinoandJajo-
dia[45]. In this model,documentsare organizedasunstructuregpagesconnectedy links. This
modelfacilitatesspeci cationof privilegeson documentspartswithin adocumentindonlinks and
providesvarioustypesof privilegessuchasbrowsingandauthoring.Researclin theareaof access
controlto semi-structurediatasuchas XML documentss dueto Damianietal. [23, 22], Bertino
etal. [11, 28], andKudoandHada[36]. All thesethreeproposeaccessontrolmodelsto specify
securitypoliciesfor XML documentaswell asDTDs. Thesethreeapproachearesomavhatsim-
ilar, but differ in theway they propagateuthorizationsandtheway in which they specifysubjects
in theauthorizatiorrangingfrom subjectidenti ers, credentialsgroups roles,or acombinationof
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Figurel2: UserAccessRequest

userid, IP-addressindDNS addressKudoandHadaentertairprovisionalauthorizationsin which
provisional actionsarestated.Accesswill be grantedprovidedtheseprovisional actionsaredone.
In addition, they enhanceauthorizationsvith context sensitve ones,that may take into account
thetime at which the requesibccurred the locationfrom which the requestwasinitiated, andary
argumentdor the speci c action.

In [5], Adametal. proposea content-baseduthorizatioomodelDLAM, suitablefor digital library
ervironments.Thebasicideaof is to allow speci cationof securitypoliciesbasedon userquali -
cationsandcharacteristicsalledsecuritycredentialsatherthanuserghemseles,andbasednthe
conceptsaassociatedavith objectsratherthanthe objectidenti ers, muchlike thosein corventional
paperbasedibraries. In orderto specifythe credentialsandconceptsthey have developedan au-
thorizationspeci cation language.By way of this language subjectcredentialscan be speci ed
asexpressionsn the form of predicatesover subjectattributes,and conceptscanbe speci ed as
conceptexpressionsver objectattributes. The languagehasbeende ned by specifyingits syntax
thatincludesthe variablesandpredicatesandformal semanticsThe useof the Role-basedccess
controlhasbeenexploitedby Gladne [33], wherethey proposeDACM (DocumentAccessControl
Method),an accessontrol schemefor digital libraries. Both DLAM and DACM dealwith only
textualdocuments.

For accesgontrolonimagestherehave beensomeefforts madeto screerandblock objectionable
imagesconsideringshapaletectionpbjectrepresentatioandrecognition peoplerecognition face
recognition,andcontent-base@imageandvideo databaseetrieval. Theseincludeusing lters [31,

24], content-basedeaturevectorindexing [51, 52]. In [20], a preliminaryaccesscontrol model
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Figure13: GUI UserAccessRequestor Zoom-in

for geospatiaatahasbeenproposed.In this paper we extendthatwith temporaland credential
dimensionsaandsupporta numberof advancedprivilege modes.More recently Bertinoetal. have

proposedan accessontrol modelfor spatialdata[29], however, it doesnot take into accountthe

resolutionof theimagessinceit focusegrimarily on vectordata.

8 Conclusionsand Futur e Reseach

In this paper we have aguedthat nearcontinuoussureillancethroughhigh resolutionsatellite
imageswhencombinedwith geographianformationcould be a threatto privagy andnationalse-
curity. In orderto addresghis issue,we have presented suitableaccesscontrol model, called
Geospatialauthorizationmodel (GSAM). GSAM enablesone to specify complex authorization
policies,suchasgeo-spatiahuthorizationresolution-baseduthorizationtemporalauthorizations,
aswell asothermetadata-dependeatithorizationslt supportsprivilege modesincluding view,
zoom-in,  overlay, identify, animate andfly-by thatareessentiafor providing
controlledaccess$o geospatiatlatabasedntheregion coveredby animageaswell asthetemporal
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Figurel4: Theareaallowedfor accesss croppedrom theoriginalimage

attributesassociatedvith it. We have proposedalgorithmsto evaluateaccessequestsand have
implementedhe system.

Our future researchspansa numberof directions. We plan to investigatean XML languagefor
specifyingthe authorizationsn GSAM, whereaccesgulescanbe speci ed alongwith the geo-
datarecords(metadataps XML-documents. The extensiblefeatureof XML would allow more
e xibility andpower of expressrenessor subjectcredentialsand objectconditions. In addition,
the XML authorizatiorspeci cationof geodatavould allow interoperabilityamongdistributedand
proprietarygeodataaccesgpolicies. This necessitatespeci cationof XML speci cationof access
control whendifferentgeospatiabatasets,suchas healthcaredata,censusdataandincomedata
from differentsourcesareintegratedwith imageandmapdata.

We planto extendthe authorizatiormodelto allow the proximity-basedspeci cations.The current
authorizationspeci esthe exactgeospatiabreasput mary authorizationpoliciesare statedbased
on the proximity to variouslandmarks.An exampleof the proximity-basedauthorizatiorcanstate
thattheareal00 metersaroundWorld TradeCenteris allowedto bezoomed-inby law enforcement
forcesin New York City.

Our futurework includesinvestigationof the semanticcontentswithin the geospatiaboundaryto
furtherdistinguishwhetherthe objectscontainedn theboundingarea suchashbuildingsor airplanes
areaccessibler not. The authorizatiorspeci cationon objectswithin a geographiarearequires
semantia@annotation®f objectswithin images.
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Figurel5: Theareaallowedfor accesss tiled from four differentimages
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