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Abstract

Theadventof commercialobservationsatellitesin thenew millenniumprovidesunprece-
dentedaccessto timely informationand imagesof the Earthwith the sharpnessandquality
previously availableonly from U.S., Russian,andFrenchmilitary satellites. Due to the fact
that they arecommercialin nature,a broadrangeof governmentagencies(including interna-
tional), the news media,businesses,andnon-governmentalorganizationscan gain accessto
this information. This mayhave grave implicationson nationalsecurityandpersonalprivacy.
Formal policies for prohibiting the releaseof imagerybeyond a certainresolution,andnoti-
fying whenan imagecrossesan internationalboundaryor whensucha requestis made,are
beginningto emerge. Accesspermissionsin this environmentaredeterminedby boththespa-
tial andtemporalattributesof thedata,suchaslocation,resolutionlevel andthetime of image
download,aswell asthoseof theusercredentials.Sinceexisting authorizationmodelsarenot
adequateto provide accesscontrol basedon spatialandtemporalattributes,in this paper, we
proposea GeospatialData AuthorizationModel (GSAM) whereaccesscontrol canbe speci-
�ed basedontheregioncoveredby animageandthetimeof its captureandsubjectcredentials.
GSAM supportsprivilege modesincluding view, zoom-in, download, overlay,
identify, animate andfly-by , amongothers. We describethe detailsof our access
controlprototypesystemthatenablessubject,objectaswell asauthorizationspeci�cationvia
a web-basedinterface. Whenan accessrequestis made,the accesscontrol systemcomputes
theregion overlappedby theauthorizationandtheaccessrequest.Thezoom-inandzoom-out
requestscansimply bemadethrougha click of themouse,andtheappropriateauthorizations
will beevaluatedwhentheseaccessrequestsaremade.

1 Intr oduction

Until recently, theprincipalconsumerof high-resolutionimageryhasbeenthemilitary. While most
of thatimageryhasbeenprovidedby nationalsatellites,theuseof commercialsatellitesor airborne
high-resolutionimagerywith resolutionlevels rangingfrom 0.5 meter, 1 meteror 2 meters,are
becomingmorecommon.The imagesat theseresolutionlevels carry a high degreeof detail and
accuracy. Even the military hasincreasedits useof commercialsatellitesat the time of national
interests,e.g. during theGulf war andthewar with Afghanistan[43, 17, 41]. With theadvances
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in technology, it is expectedthat thenumberof high-resolutioncommercialsatellitesandimagery
increase.

As thecostof high resolutionimagesdecreases,andthey becomereadilyavailablefor businesses,
governmentandpublic,1 it is not unrealisticin nearfuture to have informationproductssuchas
thatof Microsoft TerraServer [10] in which a datawarehouseof imagepyramidsconstructedfrom
aerial,satellite,andtopographicimagesof theearth.With suchdatawarehousesbuilt with images
taken at closertime intervals, onecanattainnearreal-timesurveillanceof a desiredregion. Also
many commercialentitieshave enteredthe market for resellinghigh resolutionearthimageryas
well asproducingandselling valueaddedproductssuchasvideosconstructedfrom digital aerial
images,e.g.aerial�y-by of theregion (For example,seewww.spaceimaging.com)

Therearenumerousbene�ts to societyin theconstructive useof low costsatelliteimagery. Exam-
plesincludeenvironmentalmonitoring,mapmaking,disasterrelief, transportation,utility mapping,
urbandevelopment,realestateevaluation,infrastructureplanning,nationalsecurity, pin-pointingof
prospectivesitesto aidminersanddrillersin planningaccessto naturalresources,anddetectingdis-
tressedcropsearlyon [1, 47]. Up-to-datesatelliteimagescanalsoassistbusinessesin planningthe
placementof consumeroutletsandmanufacturingfacilities,andhelpdemographicanalystslocate
their targetmarkets.High resolutionimagesfrom IKONOSsatellitecanbeusedto conductdetailed
damageassessmentsof buildingsandinfrastructurefollowing a naturalor man-madedisaster[25].
In this way insuranceappraiserscangaina betterunderstandingof themagnitudeof theproblem,
andfocuson speci�c propertiesof their clients. Also mediumandhigh-resolutionimagerycanbe
usedto createdatabasesthat integratesurfaceandsubsurfacefeaturedatathatcanbe leveragedto
createrisk mapsfor many differentenvironments. This informationcanthenbe usedto identify
potentialinsurancerisks beforean event occurs. The high resolutionimagery, suchasreal-time
OrbView-3 high-resolutionimages[1], alsoallows the intelligence,military andnationalsecurity
organizationsto monitorborders;gatherintelligenceon potentialcon�icts; identify andtargeten-
emy troopsandassets;plan air, groundandnaval missions;deploy resources;andassessbattle
damages.

Moti vation: While high resolutionlow costsatelliteimageryenjoy many bene�ts, its commercial
availability posessigni�cant threatsto nationalsecurityandpersonalprivacy. For example,the
2-meterresolutionimagescapturedin 1998 by the RussianKometasatelliteshow views of the
super-secretArea 51 (a U.S. Air Force testsite) and the NevadaNuclearTestSite. In addition,
Colorado-company SpaceImagingreleasedIKONOSsatellitewith 1 meterresolutionof Area51.
The detailsof imagesincludea runway about3,800meters(2.36 miles), a completerebuilding
andexpansionin sizeof thehousingcomplex for military basepersonnel,a geometrically-shaped
munitionsstoragearea,aswell asfour aircrafthangars.Fig 12 shows anexample,whereonecan
clearlyidentify thepower planttanksandbuilding layoutsandstructures,thepipes,dockingareas.
Revealingsuchdetailedimageryof vital nationalresourcescouldbeathreatto nationalsecurity, and
couldencourageindustrialespionage,terrorismor morecross-bordermilitary attacks.Speci�cally,
the high resolutionimagescan be obtainedby diverseconsumergroupsincluding military and
governmentaswell asunscrupulousindividuals, terrorists,andhostilecountries.Without proper

1Until now, high-resolutionearthimagerywasprohibitively expensive. Now, with theIkonossatellite,1-meterreso-
lution imagerycanbeobtainedfor aslittle as$25-30persquaremile ($1000minimum).

2Thecolor orthophotoat 10 pixel resolutionwastakenby GEODcorporationon September2001,andMERI/NJMC
madeit availablefor us.
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nationalandinternationallaws andtheir enforcementcapabilities,thehigh resolutionimagesmay
endup in thehandsof a wrongparty[27].

Anotherimportantpoint to notehereis that,public entities,suchaslocal governmentsandpublic
utility companies,collect,useanddisseminatelargeamountsof personalinformation.Combination
of this publicly availablepersonaldatapoolswith high resolutionimagedata,coupledwith thein-
tegrationandanalysiscapabilitiesof moderngeographicinformationsystemsproviding geographic
keys suchaslongitudeandlatitude,canresult in a technologicalinvasionof personalprivacy. A
personcan,notonly beidenti�ed by nameandaddress,but canalsobevisuallyexposed.Therefore,
in the nearfuture, it may be technicallyfeasiblefor anyone,in nearreal-time,to observe, record
andmeasuretheoutdooractivities of anyone,atany placein theworld, from backyardpoolsto nu-
clearplants,to military movements.Many scenarioscanbeenvisionedthatmaythreatennational
securityandprivacy; somearelistedbelow.

� Observationof military operationsormovementsof agentsof foreigncountriescanbeachieved
by theclick of amouse[54].

� Unauthorizedsurveillanceof a person's outdooractivities by a stalker or a burglar mayhelp
planninga break-inof a home.Trackingof residentsenteringandleaving thehousethrough
observinghigh resolutionimagesover aperiodof time cansimply bedonethroughhis com-
puter.

� Trackingof the shippingvolumesandpatternsof a company by observingthe numberof
trucksbeingloadedandunloadedcanbevaluablefor acompetingbusinessenterprise.

Thesearesomescenariosthatdepicttheneedfor accesscontrol for high resolutiongeospatialim-
agedata. Formal policiesfor prohibiting the releaseof imagerybeyond a certainresolution,and
notifying whenan imagecrossesan internationalboundaryor whensucha requestis made,are
beginningto emerge[9, 54]. In 1994,a presidentialdirective orderedU.S.satellitecompanieslike
SpaceImagingof Denver, Colorado,to stoptaking picturesin “periodswhennationalsecurityor
internationalobligationsand/orforeignpoliciesmay be compromised.” In 1997,Congressadded
anotherrestrictionthatU.S.companiescouldnot provide imagesof Israelthatweremoredetailed
thanthosealreadyavailablecommerciallyfrom foreign�rms. Recently, theWhite Housereleased
an inter-agency agreementthat allowed the U.S. secretariesof StateandDefenseto restrictcom-
paniesfrom distributing and gatheringimagesover any areadeemedimportantto U.S. national
security.

In fact, commercialorganizationssuchas SpaceImaging [2] currentlyenforcethesepolicies to
control the disseminationof its imagerythat hasan immediateandsubstantialthreatto national
securityor foreign policy commitment. It will not sell imageryto de�ned terrorist nationsand
violate UN or bilateral traderestrictions. For example,it doesnot distribute imagesof Israelat
a resolutionany higherthantwo meters.Suchaccesscontrol is currentlydonemanually. As such
thereis aneedfor asystemthatcaneffectively andautomaticallyimplementandenforcethespeci�c
accesscontrolpoliciesfor disseminatinggeospatialimages.

Our Contribution: To addressthe above, in this paper, we proposean authorizationmodel to
provide accesscontrol for geospatialinformation basedon their spatialand temporalattributes,
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Figure1: A high resolutionimage(1 ft resolutionaerialphoto)

andtheir resolution,calledGeo-SpatialDataAuthorizationModel(GSAM). GSAM caneffectively
implementthesecurityandprivacy policies,suchas,while a low resolutionimagemayberevealed
to theuserregardlessof its locationcoordinates,ahighresolutionimagemaynotbeallowedaccess,
except in the region wherethe userhasaccesspermission. It is importantto note that, not only
high resolutionimagesbut alsogeospatialdatathataredeliveredtogetherthatmight incur privacy
invasion. Our accesscontrolmodelusespublicly availablegeo-referenceduserinformation,such
aspropertyownershipandvoter registrationrecordsto determinethespatialextent thattheuseris
allowed to access,which in turn is usedto determinethe appropriateimage(s),or a portionof it,
from theimagedatabase.

Our researchis novel in thefollowing aspects:

� To our knowledge,theredoesnot exist any work for providing accesscontrol to geospatial
databasesbasedontheirspatialextent,temporalduration,resolutionof theimages,andbased
on the tabular andotherspatio-temporaldata.Previouswork on temporalrole-basedaccess
controlsupportstemporaldependenciesandconstraintson roleactivations[13, 14], but does
notsupportaccessrestrictionsbasedonthespatialandtemporalattributesassociatedwith the
data.

� GSAM allows securitypoliciesto bespeci�edbasedon user's geospatialandtemporalchar-
acteristicsof credentialtypes,andbasedon the geospatialandtemporalextentsassociated
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with the dataobjects. This is similar to [5], which proposesa content-basedauthorization
modelthat speci�essecuritypoliciesbasedon userquali�cations andcharacteristicscalled
securitycredentialsratherthanusersthemselves,andbasedon theconceptsassociatedwith
objects. Our work is different from this work in that, it addressesgeospatialandtemporal
aspectsassociatedwith credentialtypesanddata.

� GSAM supports,in additionto theconventionalprivilegemodessuchasread, insert,
delete andmodify , geospatialimage-relatedprivilege modessuchasview, zoom-
in, overlay, download, identify, animate andfly-by thatcanbede�ned
basedon theallowedresolutionlevel for agivensubject.

Organizationof the paper: Thispaperis organizedasfollows. Section2 providesthebackground
information on satellite imagesand other geospatialdataobjects. In section3, we presentthe
preliminaryconceptsandde�nitions thatareusedin latersectionsof this paper. While Section4
presentsthe proposedauthorizationmodel,GSAM, Section5 presentsthealgorithmsto facilitate
accesscontrol. Section6 presentsthedetailsof our prototypeimplementation.Section7 discusses
therelatedwork and�nally , Section8 presentsconclusionsaswell asfutureresearchwe intendto
pursuein thisarea.

2 Background on GeospatialImages

Geospatialimagescaneitherbe digital raster images that storeimagesaspixels, or digital vec-
tor data that storeimagesas points, lines and polygons. Typically, satelliteimages,digital or-
thophotoimagesandscannedmapsarerasterimages,while maps,digital line graphsandcensus
TIGERR
 dataarevectorimages.TheTIGERdatacreatedby theUSCensusBureauincludesdigital
datafor every countyin theUS describingits geographicfeatures,alsoknown asthematiclayers,
suchas, streetsandhighways, waterbodies,major landmarks,railroads,congressionaldistricts,
schooldistricts,traf�c zones,censustracts,andmany others.In addition,thereareothernon-image
geospatialdatasetsthat carry locationalinformation,suchascensusdata,voter registration,land
ownershipdata,andlandusedata.Thesedatacanbeassociatedwith vectormaps,e.g.aparcelmap
depictinglanduseslinkedwith landownershipdata.

Sincethe main focusof this paperconcernsensuringsecurityandprivacy dueto high-resolution
satellitesurveillance,in thefollowing, weprovidemoredetailsonsatelliteimagery. Satelliteimages
are the productof remotesensing. Remotesensingof the Earth traditionally hasusedre�ected
energy in thevisibleandinfraredandemittedenergy in thethermalinfraredandmicrowaveregions.
It gathersradiationwhosevariationsrepresentdifferent intensitiesof photonsassociatedwith a
rangeof wavelengthsreceivedby thesensor. Therefore,satelliteimagesarepictorial representation
of targetobjectsandfeaturesin differentspectralregions.Eachof thedifferentsensors(commonly
with bandpass�lters) is tunedto acceptandprocessthewavelengthsthatcharacterizearegion. Each
region normallyshows signi�cant differencesin thedistribution of color or graytones.Geospatial
dataareusedto develop informationaboutfeatures,objects,andclasseson Earth's land surface,
oceans,andatmosphere.

Satellitedatahave thefollowing characteristics:
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� Differentsensorsprovide imagesof differentresolutionlevels. For example,theAdvanced
Very High ResolutionRadiometer(AVHRR) is a broad-band,four or � ve channel(depend-
ing on themodel)scanner, sensingthevisible (red,green,blue),near-infrared,andthermal
infraredportionsof theelectro-magneticspectrum.It produces1kmresolutionimages.Land-
satThematicMapper(TM) providesmulti-spectralimageryat25mgroundresolution.Radar
sensorscan transmit5 to 10 meterresolutionimages. Sensorsfrom the IKONOSsatellite
launchedby SpaceImaging/EOSAT promisesto provide1mresolutionPanchromaticand4m
Multispectral(blue,green,red,near-IR) data.

� For any remotelysensedimage,thereis a trade-off betweenspatialresolution,areaof extent,
anddatavolume.If thedatavolumeis tobeheldconstant,ahigherresolutionimagewill cover
smallerarea,while a lower resolutionimagewill cover largerarea.Thesystemsintendedfor
the identi�cation of landcover andlandusehave focusedon moderateresolutionsbetween
5 and30 metersandswathsof 100to 200kilometers,while thehigh resolutionsatellitesare
designedwith 1 to 3 metersresolutionand4 to 40kilometerswaths.

� Eachsatelliteimageundergoestheprocessof georecti�cationwhich involvestwo steps:geo-
registrationandgeocorrection.Geocorrectionof theimageis neededsincethedistancesand
directionsin satelliteimagesdonotcorrespondto truedistancesanddirectionsontheground
dueto thevariability of satelliteposition.Georegistrationregisterseachimagewith aknown
coordinatesystem(e.g. longitude,latitude)andreferenceunits (e.g. degrees),andassigns
coordinatesto theleft, right, topandbottomcornersof theimage.

� Satelliteimagescarry temporalinformation,designatingthe time whenthe imagedataare
downloadedfrom asatellite.

3 Preliminaries

In thissection,we introducetheformalismnecessaryto specifyGSAM.

De�nition 1 [Literals] A literal l 2 L = f N [ A [ G [ Tg, whereN is thesetof naturalnumbers,
A thesetof strings,G thesetof geospatialdatatypes,andT thesetof temporaldatatypes.

A temporaldatatypeT = T 0 [ T [ f now; UCg [ TT whereT 0 is thesetof discretetime points
on a continuumof time line which is isomorphicto N with a total orderamongeacht 2 T 0; T
is an time interval t = [tb; te], a setof all time pointst 2 T 0 suchthat tb � t � te; f now, UCg
aresymbolic time pointswherenow designatesthe time point for currenttime, andUC, 'Until
Change,' denotesthe time point t 2 T 0 whensomechangeoccurs;andTT is thesetof temporal
terms,de�ned asbelow. Let TC by thesetof constanttime points(e.g.,Apr9:2002:17:12:39and
5minutes),TV = f t i ; tb; te; now; UCg bethesetof temporalvariables,andTF = f + ; � ; � ; =g be
thesetof temporalfunctions.

De�nition 2 [Temporal Term] A temporaltermtt 2 TT is de�ned asfollows:
1. if tt 2 TC, thentt is a temporalterm,
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2. if tt 2 TV , thentt is a temporalterm,
3. if tt 1 andtt 2 aretemporalterms,andf 2 TF is a temporalfunction,thentt 1 f tt 2 is a temporal
term.

GeospatialdatatypesaredenotedasG = GC [ GT, whereGC is thesetof geospatialconstants
andGT thesetof geospatialterms,whicharede�ned below.

De�nition 3 [GeospatialConstants]GeospatialconstantsGC = 	 [ � [ 
 , where
(i) 	 is thesetof geographicpoints(coordinates),whereeach = ht; gi 2 	 suchthatt represents
thelatitudeandg thelongitudeof theearth's coordinatesystem;
(ii) � is the setof geographiclines, whereeach� 2 � is a seriesof orderedgeographicpoints
h 1;  2; ::;  n i , where i = ht i ; gi i , andis denotedby ht; gi representinglatitudeandlongitudeof
� suchthatt andg aretheweightedaveragesof f t 1; t2 : : : tng andf g1; g2 : : : gng, respectively; and
(iii) 
 is thesetof regions,whereeach! 2 
 is apolygonrepresentingaregionenclosedby aseries
of geographicpointsh 1;  2; :::;  n i suchthat  1 =  n , andis denotedasa 4-tupleht; g; h; wi
representingtheminimumboundingboxcoveringthepolygon,suchthatt representsthelatitude,g
thelongitudeof theearth's coordinatesystemto representthecenterof theboundingbox,w for the
width from thecenter, andh for theheightfrom thecenter.

Thus,we assumeevery geospatialconstantgc 2 GC is eithera point, geographicline, bounding
box or polygonwith latitudeandlongitudecoordinates.Weassume,for thesake of conveniencein
specifyingthegeospatialconstants,that thereexistsa gazetteerservice[4] thatconvertscanonical
geographicareanamesinto geo-coordinatesystems,i.e., placenamesor geographicfeaturesto a
gc. For example,a placenamesuchas”Newark, NJ” will be convertedinto a boundingbox as
de�ned above. Thisgazetteertranslationis achievedby gazetteer(name)function.For example,see
http://www.geocode.com/eagle.html-ssi.

In addition,weassumethereexistsasetof geospatialvariablesGV = f address;r egion; area;placeg,
andasetof geometricoperationsGF = f union,difference, intersect,xorg. WeassumeLOP = f =
; 6= ; <; >; � ; �g bethesetof logicaloperations,GOP = f contain,equal,overlap,meetg betheset
of geospatialrelationaloperators,andTOP = f before, after, during, withing bethesetof temporal
operators.

A geospatialtermgt 2 GT is de�ned asfollows:

De�nition 4 [GeospatialTerm]
1. If gt 2 GC, thengt is ageospatialterm,
2. If gt 2 GV, thengt is a geospatialterm,
3. if gt1 andgt2 aregeospatialterms,and� 2 GF , then� (gt1; gt2) is ageospatialterm.

4 GeospatialData Authorization Model (GSAM)

In thissection,weformally presentGSAM,anauthorizationmodelsuitablefor providing controlled
accessto geospatialdata.Let S = f s1; s2 : : :g denoteasetof subjects,O = f o1; o2 : : :g asetof ob-
jects,andM =f view, zoom-in, overlay, identify, download, download-data,

7



update, insert, delete, compose, animate, fly-by, view-thumbnail ,
view-annotation g a �nite setof privilege modes.In the following, we formally presentthe
geospatialobjects,subjectsandprivilegemodes,andtheauthorizationspeci�cations.

Authorizationspeci�cationssupportedby GSAM arecapableof specifyingaccesscontrolpolicies
basedon spatio-temporalattributes in termsof not only on a geospatialobject as a whole (e.g.
timestamp,resolution),but alsoontheareacoveredor containedwithin it. In addition,authorization
policiesin GSAM canbe speci�ed basedon thesubjectidentitiesandcredentials.Credentialsin
turn areassociatedwith spatialand temporalattributesindicatingthe limits of their validity to a
certainregion andtemporalinterval, respectively. Following aresomeexamplesof suchpolicies:

� p1: Low resolutionimagescanbeviewedby all.

� p2: A parcellocatedin ”123 JamesStreet,Newark,NJ” canbeaccessedby thecurrentowner
of thisparcel.

� p3: 1 meterresolutionimagesoverAfghanistanafterSeptember11,2001shouldnotbemade
availableto non-militarypersonnel.

� p4: Only thecurrentpoliceof�cers in BergenCountyareallowedto access1 meterresolution
imagesof thenuclearpower plantlocatedat [65, 45,20,20].

Policy p1 appliestoall low resolutionimageobjects,regardlessof theareacoveredby them.Policies
p2 andp3 arebasedonbothspatialandtemporalattributes,while p4 appliesto all areaswith certain
geospatialcharacteristics,i.e. only areasthatarenuclearpower plants.Moreover, while policiesp1

andp2 areconcernedwith privacy, p3 andp4 areconcernedwith nationalsecurity.

4.1 Authorization Subjects

GSAM allows thespeci�cationof authorizationsbasednotonly on theuseridentitybut alsoon the
usercredentials, as in [5]. We assumeeachsubjectcredentialtype belongsto a credentialtype,
which in turn form credentialtypehierarchies. Figures2 and3 illustratethepoliceforceandhome
ownershipcredentialtypehierarchies,respectively. Eachcredentialtype in thecredentialtypehi-
erarchyis associatedwith a setof attributesthat areeitheroptionalor obligatory. For example,
address , Block# andLot# aretheattributesof theownercredentialtypeproperty owner .
A subjectmaypossessasetof credentials,whichareinstantiationsof attributesof credentialtypes.
Moreover, asubjectmaypossesscredentialsthatbelongto differentcredentialtypehierarchies.For
example,asubjectJohnmayhold credentialsthatbelongto boththepoliceforceandhomeowner-
shipcredentialtypehierarchies,whereasanothersubjectMary mayhold only thehomeownership
hierarchy. In addition,attributesof asuper-typecanbeinheritedby thesub-type.For example,the
property owner 'sattributesincludeits own explicitly speci�edattributes,address , Block#
andLot# , aswell asthoseinheritedfrom its super-type, person , that includename andage .
Following arethede�nitions of thecredentialtypehierarchyandcredentialtype.

De�nition 5 Credential Type Hierarchy: A credentialtype hierarchyH comprisesof a setof
credentialtypesCT = f ct1; ct2; : : :g, which are relatedby the subtyperelationships. We use
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(cti � CT ctj ) to representthatcti is a subtypeof ctj . Eachcredentialtypecti = htid i ; A i i , where
tid i is a uniqueidenti�er for cti , andA i = f ai 1; ai 2; :::g is thesetof attributesassociatedwith ct i .
Eachattribute aij 2 A i is a triple aij = hname; type;modei wherename is theattribute name,
type 2 L is thevalid datatypefor theattributevalues,andmode 2 f opt;oblg denoteswhetherthe
attributeis optionalor obligatoryfor this credentialtype.

In the following, we useA(cti ) to denotethesetof attributesassociatedwith ct i , which includes
both the explicit attributes as well as thoseinherited from its super-types. Eachattribute is a
typedattribute suchthat it takesa valuefrom allowed types. For example,in Figure2, attribute
name allows str ing asits valuetype,while Lot# takes integer asits allowed type. An exam-
ple of credentialtype is: (property-owner, haddress, string, obl ihBlock#, N,
obl ihLot#, N, obl i ).

To allow authorizationsspeci�edbasedon thecredentialspossessedby usersratherthantheir user
identity, in the following, we de�ne credentialexpression, ce. We specifycredentialexpressions
usingliteralsandvariables,andlogicalandspatio-temporaloperators,asfollows.

De�nition 6 [Credential Variables] Givena setof credentialtypesCT = f ct1; ct2; : : :g, we de-
�ne thesetof credentialvariables, CV = f A(ct1)[ A(ct2)[ :::g whereA(cti ) is thesetof attributes
associatedwith eachcti .

De�nition 7 [Credential Expressions]Let CT be the setof credentialtypesandUV be the set
of variablesrangingover subjectidenti�ers f s1; s2; : : :g. A credentialexpressionce is de�ned as
follows:

1. If cti 2 CT, thencti (x) is ace, denotingthesetof subjectsbelongingto credentialtypect i ;
2. if f s1; s2; ::; sn g � UV , thensi (x) is ace;
3. if v 2 CV is avariableandl 2 L is a literal andop 2 LOP [ GOP [ TOP, thenv op l is a

ce;
4. if v 2 CV is avariable,tt 2 TT is a temporaltermandtop 2 TOP, thenv top tt is ace;
5. if v 2 CV is avariable,gt 2 GT is ageospatialtermandgop 2 GOP, thenv gopgt is ace;

and
6. if ce1 andce2 aretwo credentialexpressions,thence1 ^ ce2, ce1 _ ce2, : ce1, and(ce1) are

ce.

Thecredentialexpressionsallow usto specifyagroupof subjects.

Example1 Examplesof credentialexpressionsinclude:

� patrol-of�cer(x): This is a credentialexpressiondenotingthesetof subjectswho arepatrol
of�cers.

� John(x): This is a credentialcredentialexpression,denotinga subjectwho is identi�ed as
John.
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� ce1: (Propertyowner(x)^ (home-address= '123 JamesStreet,Newark,NJ') ^ (owner-period
=[1999,now])): This expressiondenotesall propertyownersof '123 JamesStreet,Newark,
NJ' prior to 1999.

� ce2: (Bergen-County-police(x) ^ patrol-areacontain(100,200,10,10)):This expressionde-
notesall Bergen County policemenwhosepatrol areais containedin the area(100, 200,
10,10).

Eachsubjects mayholdasetof credentials, whichspeci�esthesetof credentialtypesthats belongs
to, andthevaluesfor attributesin eachcredentialtype. Thesesubjectcredentialsof s areusedto
evaluatethecredentialexpressionsspeci�edin theauthorizations.Wede�ne asubjectcredentialas
follows:

De�nition 8 [Subject Credentials] Let f H 1; H2; :::g be thesetof credentialtype hierarchies.A
subjectcredentialsc = f c1; c2; :::g, whereeachci 2 sc is de�ned as a pair (tid; P) suchthat
tid is the credentialtype identi�er of ct 2 CTi in somecredentialtype hierarchyH i , andP =
f (a1; v1); (a2; v2) : : :)g the subjectcredentialpro�le, wherea1; a2 : : : 2 A(ct) are the attribute
namesandv1; v2 : : : aretheir respective values.

Example2 [Subjectcredentials]Thefollowing areexamplesof subjectcredentials.

� John= (property-owner, f (name, ”J ohnSmith”), (home-address,”123 JamesStreet,Newark,
NJ”), (owner-period,[1999,now]) g), (Bergen-county-police,f (patrol-area= (123; 234; 100; 100)),
(work-hour, [9pm-6am])g) )

� Mary = (Bergen-county-police, f (name, ”Mary Smith”), (work-address, ”123 University
Plaza,Bergen,NJ”), (work-period,[1995,1997])g)

It is importantto notethat, unlike the traditionalcredentials,the subjectcredentialsin this paper
compriseof bothgeospatialandtemporalattributes,i.e. spatiotemporalcredentials.Thesecreden-
tials includinggeospatialareaandtemporalextentareusedto evaluateaccesscontrolpoliciesthat
referto geospatialregionsandtemporalinterval asspeci�ed in credentialexpressions.A userwith
a credentialis evaluatedagainstthecredentialexpressionsin anauthorizationto gaintheprivilege
speci�ed in the authorization.For example,considerthe two credentialexpressionsce1 andce2

in example1. Note that, while Johnhasthe credentialproperty-owner to satisfyce1, aswell as
the credentialBergen-county-policeto satisfyce2, Mary hasthe credentialBergen-county-police,
but doesnot possessadequatecredentialsto satisfyeitherce1 or ce2. Thesesubjectcredentialsare
storedin subjectcredentialsbase, denotedasCB . Thesubjectevaluationprocessis discussedin
detail in section5.

4.2 GeospatialAuthorization Objects

Geospatialobjectsinclude(i) imagedatasuchassatelliteimages,aerialphotographs,(ii) scanned
datathat coversearthsurface,and(iii) mapdataconsistingof points, lines, andareasthat form
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SHAPE RECNUM FCC ZIP LF ADD LT ADD RFADD RT ADD PREFIXNAME
Polyline 305784257 A40 07112 260 264 259 265 HOBSONST
Polyline 305771915 A30 07106 182 196 183 197 MOUNT VERNON
Polyline 305771916 A40 07106 84 138 85 139 TUXEDO
Polyline 305784949 A15 07112 I78
Polyline 305788161 A63 07112 RAMP

Table1: TabularDatarepresentingstreetinformationlinkedto VectorObjects

SHAPE ACRE BLOCK LOT USE TOWN ZONE OCCUPANT
Polygon 0.52 110 3 commercial E. Rutherford ZoneIII SuperiorPrintingInc.
Polygon 0.17 111 4 openspace Carlstadt ZoneIV ClaudeBambergerPlastics
Polygon 0.89 111 5 vacant Hackensack ZoneII Nat'l Mold & Die Co.
Polygon 0.25 110 4 warehouse Carlstadt ZoneI AA Truck Corp.
Polygon 0.46 114 3 hotel E. Rutherford ZoneV ABC Enterprises

Table2: TabularDatarepresentingparcelandzoninginformationlinkedto VectorObjects

shapesandlocationsof mapfeaturessuchasbuildings,streets,or cities. Tabular datalinked to a
mapfeaturelocationsor shapesis consideredasthedescriptionof themapdata,e.g. demographic
informationlinkedto themapof customerlocations.Typically, theimagedatais representedwith
rasterdatamodelwherepoint, line, andareasarerepresentedaspixelswithin animage,while the
map is representedwith vectordatawherepointsare representedashx; yi , a pair of geographic
coordinates,linesarerepresentedasaseriesof coordinatepairs,andareasarerepresentedasclosed
polygons,asde�ned in de�nition 3.

A vectorobjectusesseveralfeatureclasses,suchaspoint(node),line (arc),polygon,labelpointand
annotation,to describethe geographicfeaturessuchasroads,parcels,soil units,or foreststands,
commonly-calledtopographic coverages or simply vectorcoverages. A vectorcoverage(spatial
data)canbe linked to a tabular datasetto describethematicinformation(so-calledthematiclayer
or thematiccoverage), suchascensusdata,propertyownershipdata.

Tables1 and2 show examplesof thematictabular datarecordsthatcanbelinkedto avectorobject.
In table1, thevectorobjectconsistsof a setof linesrepresentingthestreetinformation.Eachline
featureis attachedwith theleft andright sidestartingandendingaddressnumbersaswell asstreet
nameandzip code. In table2, thevectorobjectconsistsof a setof polygonsrepresentingparcel
andzoninginformation.

In caseof imageobjects,theimagepixel contents,suchasvegetationindex (NDVI) or waterindex
or otherimagecontentsalongwith theheaderinformationarelinkedto theimages.

TheFederalGeographicDataCommittee(FGDC)hasestablishedandimplementedmetadatastan-
dardsfor sharinganddisseminationof geospatialdata,whichtypically include:(1) Informationused
to identify geographicdata– suchasdescriptionof data,time periodof contentvalidity, bounding
coordinatescovered,keywords,accessanduseconstraints,andcross-referencedatasets,among
many others.Accessconstraintsspecifyrestrictionsandlegal prerequisitesfor accessingthedata
set. Theseincludeany accessconstraintsappliedto assuretheprotectionof privacy or intellectual
property, andany specialrestrictionsor limitations on obtainingthe dataset. Useconstraintsare
restrictionsandlegal prerequisitesfor usingthedatasetafteraccessis granted.Similar to access
constraints,thesealsoincludeany useconstraintsappliedto assuretheprotectionof privacy or intel-
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lectualproperty, andany specialrestrictionsor limitationson usingthedataset.Theserestrictions
typically applyfor theentiregeospatialdatasetasa whole. (2) Informationon spatialdescriptions
of thedatasuchaspointvectorinformation(thetypesandnumbersof vectoror pointspatialobjects
in thedataset),andrasterinformation(the typesandnumbersof rasterspatialobjectsin thedata
set,suchasthenumberof columnsandrows). (3) Informationcontentof thedataset,includingthe
entity types,their attributes,andthedomainsfrom whichattributevaluesmaybeassigned.

In this paper, we focuson a subsetof thesestandardmetadatathatarerelevant for thepurposesof
thespeci�cationof authorizations.Weassumethesetof geospatialobjectsbeO = f o1; o2; :::; on g.

De�nition 9 [GeospatialObjects] Eachgeospatialobject,o 2 O, is representedasa tuplecom-
prisingof its metadata,o = hoid; y; t; g; h; w; r; d; l i , whereoid is a uniqueidenti�er, y thetypeof
thegeospatialobject,t, g, h, andw thelatitude, longitude, height,width, respectively, thatrepresent
thespatialextentcoveredby o, r theresolutionof o, d thetimestamp,(eitherimagedownloadtime
or lastupdatetime),andl thethematiclink to thedatasetassociatedwith o.

Eachgeospatialobject belongsto a object type, y, in a geospatialobject type hierarchyas de-
�ned in de�nition 10. Examplesof objecttypesincluderaw satelliteimages(e.g.,AVHRR, SPOT,
LANDSAT, IKONOS,etc.), processedsatelliteimages(e.g.,NDVI-NOAA, Composite-Landsat,
etc.),digital orthophotoquadrangle,aerialphotograph,digital elevationmodel(e.g.,DM-raw, DM-
hillside, DM-slope,etc.), and type of featuresin vectordata(e.g.,parcels,rivers,parks,schools
etc.).Wedenotethesetof geospatialobjecttypesasOT.

De�nition 10 [Geospatial Object Type Hierarchy] A geospatialobject type hierarchyS com-
prisesof a setof geospatialobjecttypesOT=f ot1; ot2; : : :g which arerelatedby thesubtyperela-
tionships.Weuse(oti � OT otj ) to denotethatoti is a subtypeof otj .

An exampleof thegeospatialobjecttypehierarchyis shown in Figure4.
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Giventhespatialobjectspeci�cation,wede�ne spatio-temporalobjectexpressionsfor specifyinga
groupof objectsasfollows.

Given a geospatialobjectvariablex rangingover geospatialobjectsO, we de�ne a setof access
functionsAF = f type(x),rectangle(x),resolution(x),timestamp(x),data(x)g, where(1) type(x)
returnsthetypeof x rangingover thegeospatialobjecttypesshown in theobjecttypehierarchyin
�gure 4, (2) r ectangle(x) returnsaregion(t; g; h; w) of theobjectx, (3) r esolution (x) returnsthe
resolution,which is of typereal (R) (4) timestamp (x) returnsthetimestamp,which of typetime
(T), and(5) data(x) returnsthedatasetlinkedto x.

De�nition 11 [Spatio-temporal Object Expression]Givena setof accessfunctionsAF , a setof
geospatialoperatorsGOP anda setof temporaloperatorsTOP, a spatio-temporal objectexpres-
sion, ge, is de�ned asfollows:

1. if f oid1; oid2; :::g is asubsetof geospatialobjectidenti�ers, thenf oid1; oid2; :::g(x) is age;
2. if type(x) 2 AF andy 2 OT, thentype(x) = y is age;
3. if r ectangle(x) 2 AF , gt 2 GT a geospatialterm,andgop 2 GOP, thenrectangle(x)gop

gt is age;
4. if r esolution (x) 2 AF , l 2 R arealnumber, andop 2 LOP, thenresolution(x)op l is age;
5. if timestamp (x) 2 AF , tt 2 TT a temporalterm,andtop 2 TOP, thentimestamp(x)top

tt is age;
6. if data(x) 2 AF , l 2 L a literal, andop 2 LOP, thendata(x)op l is a ge; and
7. if ge1 andge2 arespatio-temporalobjectexpressions,thenge1 ^ ge2, ge1 _ ge2, : ge1, and

(ge1) areges.

Example3 Thefollowing aresomeexamplesof spatio-temporalexpressions.

� ge1: (type(x)=imagê rectangle(x)contains (10,20,10,10)^ timestamp(x)within [Feb22002,
Mar1:2002]^ resolution(x)� 10m)

� ge2: (type(x)=parcel̂ rectangle(x)overlap '123 UniversityAveNewark,NJ' ^ data(x)='property-
ownership')

� ge3: f NDVI25, LandSat2201g(x)

Thespatio-temporalexpressionge1 speci�esasetof imageswhosespatialextentcontainsthearea
of (10,20,10,10)downloadedbetweenFebruary2,2002andMarch1,2002,andwhoseresolutions
arehigherthan10meter. Thespeci�cationby theexpressionge2 identi�es asetof parcelmapswith
links to the propertyownershipdataandwith spatialextentoverlappingthe rectangleareawhose
geographiccoordinate,(t; l ; w; h), correspondsto the address'123 University Ave, Newark, NJ.'
Theexpressionge3 speci�esimageswith identi�er NDVI25 andLandSat26.

Weuseresolution(ge) to denotethevalueof theresolution(x) in ge, rectangle(ge) to denotethearea
of therectangle(x) in ge, timestamp(ge) to denotethevalueof thetimestamp(x) in ge, andtype(ge)
to denotethevalueof type(x) in ge.
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Thespatio-temporalexpressionsallow authorizationspeci�cationbasednot only on geospatialob-
jectsasa whole,but alsoon characteristicsor propertiesof geospatialobjects,suchasspatialarea
coveredby or containedin an object, temporalproperty, resolution,object type andthematicor
contentdatalinkedfrom thegeospatialobjects.

4.3 PrivilegeModes

Theprivilegesweconsiderin theauthorizationanduserrequestsincludeoperationsrelatedto image
andgeographicdatamanipulations,in additionto theconventionaloperationsappliedto wholeim-
ages.In ourmodel,wesupportthreetypesof privilegemodes– viewing, copyingandmaintenance.
Theviewing modesincludestaticanddynamictypes.Staticviewing modesin turn includeview-
thumbnail, view-annotation andview , whosepurposeis to retrieve datafrom thedata
sourcesanddeliver themwith basicpost-processingoperations,suchascropandmosaicking.Dy-
namicviewing modesincludezoom-in, overlay, identify, animate andfly-by ,
which require,in additionto thebasicpost-processingoperations,geo-objectintegrationfrom data
retrieved from the datasources.The copying modes,download anddownload-data , allow
source�les to be downloaded.The maintenancemodesincludeinsert, delete, update
andcompose . Unlike thetext datawherethedisplayprivilege implies thecopying privilege, the
viewing andcopying aredistinguishedasseparateprivilegeswith geospatialdata,sincetheobjects
displayedon thewebbrowserscreenoftenareimagegif �les, but arenot theoriginalsource�les. 3

Theview-annotation privilegegrantsauserto view themetadataassociatedwith thegeospa-
tial objects,suchas geocoordinates,resolution,temporalinformation, header-info (e.g. format,
numberof rows andcolumsin theimage,etc.),andthematicdatalinkedto thevectorobjects.The
view-thumbnail privilegegrantsa visualoverview of thegeospatialobjects,suchthattheuser
couldbrowseacatalogof images.A thumbnailimageis createdfor eachimageattheinsertiontime.
It is ascaleddown imagein termsof thenumberof pixels,yetmaintainingtheoriginalaspectratio
of row andcolumnpixels. We assumethe scalingfactor is big enoughthat the thumbnailimage
hassigni�cantly lower resolutionthanits original image.Theview privilege allows a userto see
animageobjectthathasspeci�c characteristicssuchasits areabeingin aspeci�c topologicalrela-
tionship(e.g.overlap,contained,covered,meet)with a geographicarea,andits resolutionwithin a
speci�c level.

Thezoom-in privilege allows a userto zoominto a certaingeographicareain higherresolution
images.Unlike conventionalprivilegemodesthatallow or deny access,this privilegespeci�esthe
level of zoom-inallowed,andis thereforeexpressedwith anassociatedvalue,for example,zoom-
in:10 . The accesscontrol algorithm interpretsthis value and determinesthe resolutionof the
imagethat is allowed to beviewedby theuser. Note thatgivenan image,zooming-incanalsobe
achievedusingzoom-inalgorithms,but thequalityof theimagedecreasessothattheresultbecomes
useless,if zoomingis donebeyondacertainlevel. Thusthelevel of zoom-inauserisallowedshould
bedeterminedbasedon thelevel (s)hecanattainafterapplyingthezoom-in algorithm.Thatis, if
a useris alloweda zoom-inlevel of lz, theaccesscontrolalgorithmmustmake surethattheuseris
givenanimagewith a resolutionof at mostr thatcannot bezoomed-into a resolutionhigherthan

3This contrastis clearin caseof audiodata,wherelisteningprivilegeis one-timeprivilege(transient),while copying
privilegeallows to have a copy of theaudiodatafor repeateduses.
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lz without losingits content.Thefunctionalityof providing thedesiredlevel of zoom-inis achieved
by storingmulti-resolutionimagesof acertainregion. Thus,if auseris allowedto accessaregionat
acertainlevel of resolutionr a, zooming-inis accomplishedby retrieving ahigherresolutionimage,
r z, suchthatr z � ra. Thustheauthorizedresolutionr a servesasthelower boundfor thezoom-in
level.

Figure5: A 1 meterresolutioncolor Infra-RedAerial Photography

Theoverlay privilegeallows usersto integrategeospatialdataover a certainareaby overlaying
avectorobjectontopof animage,oneimageon topof another, or avectorobjectontopof another
vectorobject.Thus,theoverlayprivilegetakesasits parameterasetof allowedobjectswhosegeo-
graphicareaneedsto beco-registered,i.e.,geographiccoordinatesof theallowedobjectsneedto be
matched.Overlayingwithoutmatchinggeocoordinatesmaynot revealany meaningfulinformation.
Althougheachindividual imagein isolationcanbeviewedby auser, sometimesanoverlayedimage
mayrevealmoreinformationthantheuseris allowedto access.For example,Figure6 shows a1m
resolutionaerialorthophotoimageoverlayedwith a zoningvectorcoverage,representedin white
lines. While a usercanview both imageandvectorcoverageindividually, overlaying the street
mapon ahigh resolutionimagemayhelppin-pointingaperson's privatepropertyandviewing it in
realtime.

Figure6: Orthophotoimageoverlayedwith a zoningvectormap

The identify privilege allows the userto view the tabular (thematic)datalinked to an image
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Type Privilege Semantics
Static view-annotation displayimagemetadata
Browsing (geocoordinate,resolution,temporal,header-info)

view-thumbnail displaythumbnailimage
view displayanimageor a map

Dynamic zoom-in displayzoomedin images
Browsing overlay displayimageswith vectordata

identify displayoverlayedthematicdata
animate displayanimatedimages
�y-by display�y-by videocomposedof severalimages

Copying download downloadgeospatialsourceobjects
download-data downloadtabulardataassociatedwith geo-objects

Maintenance update modify objectsor metadata(e.g.formatconversion)
insert insertgeo-objects
delete deletegeo-objects
compose make valueaddedgeospatialobjects

Table3: Summaryof PrivilegeModes

by overlayinga vectorcoverage,or a pixel valuefor an imagelinked to the imagein the lack of
overlayedthematicdata. As canbe seenfrom Table2, someof the datalinked to the image,for
exampletheownershipinformation,whenshown with a high resolutionimagemayprovide visual
exposureof aperson's privateproperty.

Theanimate privilegegrantsa userto obtaina time seriesof imagesandintegratethemto show
thechangesin theimages.Thefly-by privilegegrantsausertoobtainamulti-resolutionbrowsing
of geodata,from low resolutionimagesto high resolutiondataor viceversa[37].

Thedownload privilege grantsa userto obtaina copy of speci�ed geospatialobjectsthatarein
availableformats.Theseprivilegesaregrantedwhenthegeospatialcoverageof images,layersand
datais containedin the geospatialextent grantedto the user. In otherwords, if somepart of an
imageis notallowedfor viewing, thenit is notallowedto bedownloaded.

While theinsert privilegeallowsauserto insertgeospatialobjectsinto thedatabase,thedelete
allows her to remove theobjects.Theupdate privilege allows a userto replaceoneimagewith
anotherandlink the the tabular dataof the original imageto the replacedimage. The compose
privilege allows a userto make valueaddedgeospatialproductswith given setof geospatialob-
jects,suchascreatingthumbnails,NDVI products,animatedimages,etc. Table3 summarizesthe
differentprivilegemodessupportedby ourmodelandtheir semantics.

Theprivilegescanhave orderingrelationshipsamongthemaccordingto their inherentsemantics.
Typically, the setof privilegesP forms a partial orderamongprivilege elementscalledprivilege
hierarchy, andthe orderingrelationshipcanbe representedwith � p. A privilege pj � p pi means
that privilege pj is subsumedby privilege pi . Thus, the following partial orderingexists: view
thumbnail � p view � p zoom-in , overlay � p identify � p download data , delete
� p update , view � p download . In general,privilegesin dynamicbrowsingcategoriessubsume
privilegesof staticbrowsing. In addition,authoring(maintenance)privilegesareconsideredto be
higherthanotherprivileges.
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4.4 Spatio-temporalAuthorizations

Following de�nition shows how anaccesscontrolpolicy canbespeci�edasanauthorization.

De�nition 12 [Authorization] An authorizationa is a 4 tuple hce;ge;pr; � i , wherece is a cre-
dentialexpressiondenotinga groupof authorizedsubjects,ge is a geotemporalobjectexpression
denotinga setof authorizedgeospatialobjectsor geospatialextents,pr is a setof privilegemodes
in M and� is a temporalterm.

A credentialexpressioncein theauthorizationdenotesa setof subjectswith theassociatedspatio-
temporalandothercredentialattributesspeci�edin ce. An objectexpressionge in ourauthorization
speci�cationcanincludea list of geospatialobjectid's, or a setof objectswhosespatiotemporal
characteristicssatisfy ge. As de�ned earlier, the geospatialobjectsinclude a geospatialregion
annotatedby x andy coordinatesof longitude,latitudeandwidth andlength,or a region expressed
by suchsystemsasZIP codesor highway mile markers,or by canonicallandmarks,suchas“New
York City”, or by a streetname.Theprivilegepr in anauthorizationis asetof operationsallowed.
Thetemporaldatatype� speci�esthevalid timeperiodfor authorization.Accessis allowedonly if
theaccessrequestis duringthetemporalinterval speci�edin � .

Example4 Following aresomeexamplesof authorizations:

� a1= h f John(x)g, f type(y)=landsat̂ rectangle(y)=(50,60,10,10)g, f zoom-in:8g, [1/1/1999,
now] i

� a2= hf Tom(x)g,f type(y)=imagê rectangle(y)overlap 'New YorkCity' ^ resolution(y)=1m,
type(z)=census-district ^ data(z)=census92g,f view, overlay, identify g, [2/1/2001,2/1/2005]
i

� a3=hf Propertyowner(x)^ (home-address(x)equal '180 ElmStreet,Newark,NJ') ^ (owership-
periord before '2000')g, f image(y)^ rectangle(y)='180Elm Street,Newark, NJ' ^ res-
olution(y)=1m^ timestamp(y)before '2000', type(z)=vector ^ data(z)=propertŷ times-
tamp(z)before '2000'g, f identifyg, [-1 , 12/31/2004]i

Above authorizationscan be interpretedas follows: a1 speci�es that Johnis allowed to access
a region centeredat point (50,60)with width and heightof 10 in landsatimages,with a zoom-
in level up to 8 during January1, 1999andnow. a2 speci�es that Tom canview the New York
City areain 1 meterresolutionandhe is alsoallowed to overlaycensus-districtmapandidentify
censusdataassociatedwith the map. The accessprivilege is valid from February1, 2001up to
February1, 2005. a3 speci�esthatpropertyownersof '180 Elm Street,Newark, NJ' before2000
areauthorizedto identify propertyinformationon that addressin 1 meterresolutionimagesthat
have beendownloadedbefore2000.This is authorizedup to December31of 2004.

We usea(ce); a(ge), a(pr), a(� ) to denotethesubjectcredentials,geotemporalobjectexpression,
privilegesof a, andtime interval duringwhich a is valid, respectively. We denotethecollectionof
all authorizationsasgeo-spatialauthorizationbase, GSAB .
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4.5 Derivation Rulesfor EnhancedAuthorization Base

Dueto theorderingrelationshipsamongprivilegemodes,subjectcredentialtypes,geospatialobject
types,resolutionlevels,aswell astemporalcomponents,someauthorizationscanbeimplicitly de-
rivedfrom theexplicitly speci�edauthorizations.In thefollowing,wepresentthederivationrulesto
derive suchimplicit authorizationsfrom theexplicitly speci�edones.Thegeospatialauthorization
baseGSABis enhancedby includingthesederivedauthorizations.

De�nition 13 [Pri vilegeOrder Derivation Rule] Givenanauthorizationa =hce;ge;pr; � i , andan
orderingrelationshipm � p pr, thenthederivedauthorizaitona0=hce;ge;m; � i .

For example,a =hJohn(x),Newark,zoom-in , 1990i is given,thena0=hJohn(x),Newark,view
i canbederivedsinceview � p zoom-in .

De�nition 14 [Resolution-basedDerivation Rule] Given an authorizationa =hce;ge;pr; � i , a
resolutionlevel r suchthat resolution(ge) � r , thenthe derived authorizaitona0 =hce;ge0; m; � i ,
wherege0= ge suchthatresolution(ge0)=r .

For example,assumethat thereexists an authorizationto view 1 meterresolutionin GSAB for a
given subject,anda 5 meterresolutionimagein the imagedatabase.The derived authorization
statesthatthesubjectis allowedto view the5 meterresolutionimage.

De�nition 15 [Ar ea-basedDerivation Rule] Giventwo authorizations,ai =hcei ; gei ; pr i ; � i i , and
aj =hcej ; gej ; pr j ; � j i suchthat rectangle(gei ) \ rectangle(gej ) 6= ; , pr j � p pr i , cei = cej and
� i = � j , thenthederivedauthorizationa0=hce;ge0; pr0; � i , wherege0= gei \ gej andpr0= pr i .

For example,whena subjectis allowed to view the region representedby (20, 20, 10, 10) with
resolutionlevel of 10 metersaswell astheregion representedby (10, 10, 10, 10) with resolution
level of 2 meters,thenthesubjectis given authorizationto accesstheoverlappingregion, i.e., the
region representedby (15,15,5, 5) with resolutionof 2 meters.

De�nition 16 [Image typehierarchy-basedDerivation Rule] Givenanauthorizationa =hce;ge;pr; � i ,
andanobjecttypeot suchthatot � OT type(ge) andresolution(ge) � resolution(ot), thenthede-
rivedauthorizationa0=hce;ge0; pr; � i , wherege0= ge suchthattype(ge0)=ot for all suchot.

For example,if anauthorizationsimply speci�esthata subjectcanaccesssatelliteimagetypesof
upto2 meterresolution,thenthisderivationrule allows accessto all thesubtypeof satelliteimages
whoseresolutionis lower thanor equalto 2 meter. Speci�cally, if a subjecthasaccessto NOAA
images,thenaccessis grantedto Landsatimagesof lower resolution,but not to 1 meterresolution
IKONOSimages.
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5 AccessControl

Theaccesscontrolmechanismevaluatesauserrequestfor accessinggeospatialdatawith aprivilege
modeagainsttheauthorizationbaseGSABto determinewhethertheuserrequestshouldbegranted
or denied.Wede�ne theAccessRequestby auser, ur , asfollows:

De�nition 17 [AccessRequest]An accessrequestisatripleur = hu; r e;mi , whereu is thesubject
identi�er, r e thegeospatialobjectexpressionde�ned asin de�nition 11 to denoteasetof requested
objects,andm theprivilegemoderequestedon ther e.

According to the above de�nition, a usermay requestto accessobjectswith certaingeospatial,
temporalandresolutioncharacteristics.A requestedprivilegemodem is selectedfrom aprede�ned
setof privilegemodesM , asde�ned in Table3.

Example5 Following areexamplesof differenttypesof userrequests.

ur 1 = hJohn,f 12,24,100g(x), view i
ur 2 = hMary, rectangle(x)=(50,60, 10, 10) ^ resolution(x)=1m̂ timestamp(x)=[8/1/2001-now]

^ type=property),identify i
ur 3 = hcompute-ndvi,type=landsat̂ rectangle=(50, 60, 10, 10) ^ timestamp=[5/1/2000-now],

overlayi
ur 4 = hNancy, address(x)=`Newark, NJ' ^ type(x)=SPOT, view i

User requestur 1 statesthat 'John wantsto view satelliteimageswith identi�ers equalto 12, 24
and100. In ur 2, Mary requeststo identify thepropertyinformationof aspeci�c rectangularregion
representedby (50,60,10,10)from imagesof 1 meterresolutiondownloadedbetweenAugust1,
2001andnow. In ur 3, anapplicationprogramcompute-ndviis requestingto overlaytheparticular
area(50,60,10,10)in thelandsatimagesdownloadedbetweenMay 1, 2000andnow. In ur 4, Nancy
wantsto view SPOT satelliteimagesof Newark,New Jersey area.

As can be seenfrom the above examples,the geospatialcharacteristicsof the requestedobjects
canbe expressedin several ways: (1) Object identi�ers (id) (asin ur 1), which meansthe useris
requestingthe whole areacoveredby the imageidenti�ed with ids; (2) A geographiccoordinate
representinga rectangle(asin ur 2 andur 3), which speci�esa region or anareathatmaybecon-
tainedin an imageor thatmayspanacrossmultiple images;(3) A conventionalgeographicname
suchasa linguisticexpression(asin ur 4), thatdesignatesaregionor anarea;and(4) An interactive
selectionof anareaof animageby clicking themouseon amapor animage.

In casethespatialreferenceof the requestedobjectis expressedin a canonicalgeographicname,
suchas“Newark, NJ”, the gazetteerservice,describedearlier, translatesthe nameinto thecorre-
spondinggeographiccooridatesof theareadesignatedby thename.In caseof interactive pointing
to an area,we assumethat thereis a componentthat translatesthe areadesignatedby the mouse
click into geographiccoordinates.This hasbeenimplementedin our accesscontrolsystemasde-
scribedin section6. Assumingthesetwo servicesthattranslateaplacenameor aselectedareainto
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RequestedObject(r e) AuthorizationObject(ge)
Case1 id id
Case2 id region
Case3 region id
Case4 region region

Table4: Casesof SpatialSpeci�cationsof AccessRequestandAuthorization

a coordinatesystem,theaccesscontrol veri�cation processneedsto considerthecaseswherethe
spatialreferenceis madeby id's or by spatialcoordinates.

Similarly, theauthorizationspeci�esthespatialcharacteristicsof anauthorizedobjectin termsof ids
or geographiccoordinates.Thustheauthorizationveri�cation shouldconsiderfour differentcases
asshown in table4, dependingon thespatialreferenceof therequestedandauthorizedobjects.
Case1: If therequestedobjectandauthorizationobjectarespeci�edwith imageid's,thentheaccess
controlveri�cation checksif therequestedimagesarein theauthorizedsetof imageid's.
Case2: If thespatialreferencein therequestedobjectis speci�edwith imageid andauthorization
object is speci�ed asa region, then the veri�cation processneedsto checkthe entireauthorized
regionthatcontainsthespatialextentof theimageid, identify theimagesthatcontaintheauthorized
region,andmatchtheid's with therequestedimageid.
Case3: If the requestedobject is a region, anda(ge) is speci�ed in imageid's, the veri�cation
processneedsto checkif the authorizedimageid's spatialextent containsor overlapswith the
requestedregion. If theauthorizationobjectscontaintherequestedobject,thenaccessis granted.
Case4: If the requestedobjectand authorizationobjectareboth expressedas regions, then the
intersectingareaof thesetwo regionsis computed,thenthe imagesthatcover the intersectedarea
arereturned.

Givenur = hu; r e;mi andanauthorizationbaseGSAB =f a1; a2; :::g whereeachai = hce;ge;pr; � i ,
theaccesscontrolmechanismrequiresto identify theauthorizationsrelevantto ur from GSAB . To
accomplishthis, it hasto identify eachauthorizationa (1) by verifying if the authorizedobjects
speci�ed by ge satisfytherequestedobjectcharacteristics,suchasthegeographicarea,resolution
level andtemporalextentspeci�ed in r e, (2) by verifying if thesubjectspeci�cationin a with the
credentialsof useru, andmatchwith the requestprivilege modem andthe authorizedprivilege
pr in a, and(3) by retrieving authorizationobjectsandpostprocessthemif neededto deliver only
theauthorizedregion. Thepostprocessingcomponentpreparesimagesor othergeo-datafor deliv-
ery, suchascroppingof images,mosaicingof non-overlappingimages,overlayingof imageswith
otherdata,aswell asothercompositionoperationsto generatetime-seriesor �y-by animationsof
multi-resolutionimages.

Speci�cally, the above authorizationveri�cation processcanbe outlinedasconsistingof the fol-
lowing steps:(i) Geospatialexpressionevaluation, (ii) Subjectcredentialevaluation, (iii) Privilege
evaluation, and(iv) Postprocessinganddelivery.
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5.1 AccessControl Algorithm

In the following, we describeeachstepof theevaluationprocessin detail,andpresenttheaccess
controlalgorithm.

1. GeospatialExpressionEvaluation: Evaluationof geospatialexpressionin eachauthoriza-
tion needsto considerthedifferenttypesof userrequests,i.e. requestswith imageid's, with
canonicalgeographicnames,andwith a region.

(a) If theuserrequeststhe imageswith speci�c id's, thentheevaluationprocess�rst �nds
thespatialextents,rectangle(id),for eachrequestedimageid. Eachauthorizationa is
evaluatedagainsteitherid, if a is alsospeci�edwith theid's,or a is evaluatedwith the
rectangle(id) in casea is expressedwith rectangle(ge)in thegeospatialexpressionge.

(b) If the userrequeststhe imageswith region in a requestexpressionr e, thenthe eval-
uation processeither matchesthe rectangle(ge) with the rectangle(r e), if a contains
rectangle(ge). If the authorizationobject is expressedin termsof image id's, then
rectangle(id) is retrieved,andmatchedwith therequestedregion.

(c) If theuserrequesttheimagewith geographicname,thenthegazetteerserviceis invoked
to convert thegeographicnameinto a region. Thentheevaluationprocessin step(b) is
used.

2. Subject Credential Evaluation: Subjectcredentialsassociatedwith the user's credential
typeid areretrievedfrom thesubjectcredentialbaseCB . Thesystemevaluatesauthorizations
identi�ed in step(1) above with subjectcredentials.Algorithm 3 shows how thecredential
expressionsin eachauthorizationareevaluatedwith theuser's credentials.
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3. PrivilegeEvaluation: Theauthorizationrulesthataresatis�edwith therequestedobjectand
subjectfrom stepsin (1) and(2) arefurtherveri�ed with therequestedmode.Algorithms4
and5 evaluatetherequestmodewith theprivilegemodespeci�edin theauthorizationspeci�-
cation,andevaluatevariousspatio-temporaloperatorswith speci�c valuesin therequestand
the authorization.Only objectsthat meetthe object,subject,privilege speci�cationsin the
authorizationbasearecollectedwith theauthorizedarea.Algorithm 2 returnstheauthorized
objectidenti�ers alongwith authorizedareafor eachobjectthat satisfysubject,objectand
privilegerequest.

4. Postprocessingand Delivery: Oncetheauthorizationis evaluatedandtheauthorizedobjects
areidenti�ed alongwith theauthorizedarea,imagesareretrievedfrom thedatabase,andsent
to thepost-processingcomponent.For instance,whentheimagesarelargerthantherequested
andauthorizedareas,this postprocessingcomponentcropsso that only the authorizedand
requestedareasaredeliveredto the user. The imageprocessingagentcancrop, zoom-in,
overlay, animateor createa �y-by videoetc.,accordingto therequestedprivilege.

Algorithm 1 shows thepartof retrieval andpostprocessing,andchecksvariousrequestmodes.If
therequestedinformationis theannotation(metadata)information,themetadataof eachauthorized
objectsareretrieved. If therequestis to view an image,thentheactualimage�le is retrieved,but
postprocessedto deliver only theauthorizedareain theimage.Alternatively, if theauthorizedarea
spansseveral images,thentheauthorizedareaof eachimageis tiled togetherasa mosaicandthen
deliveredto the user. If the zoom-inmodeis requested,the zoom-inlevel is consideredwith the
authorizedresolutionlevel. In thecaseof overlay, theimageprocessingcomponentmayoverlaya
authorizedvectoron an image.This algorithmcallspostprocessmodulewhich doescroppingthe
images,tiling theimages,or overlayingimageswith otherobjects.

Algorithm 2 identi�es authorizationentrieswhoseauthorizationareaoverlapswith therequestarea
andthat meettemporal,resolutionandotherrequestedobjectcharacteristics.Algorithms3 and5
checkwhetherthe userhasenoughcredentialsthat arespeci�ed in the authorization.Algorithm
4 checksif the requestmodeis speci�ed in the authorization.As shown in thesealgorithms,the
accesscontrol is enforcedusingspatial,temporal,resolutioncharacteristicsof thegeo-objectsand
thesubjectcredentialsaswell astheprivilegemode.

Algorithm 1 [Authorization Evaluation]

Input: A userrequest:ur = hu; r e;mi
Output:authorizeandreleaseauthorizedobjectsor deny
BEGIN
AO = search-authorized-geoobjects(re) /* identify a setof authorizedobjectsandarea(a,o,rectangle)*/
if AO = ; f

return(AccessDenied)g
elsef

caseur(m): 'view-annotation':f
for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i

return(o) g
caseur(m): 'view-thumbnail': f
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for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i f
th = retrieve thumbnailimageof oid

return(th) gg
caseur(m): identify' f

for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i f
ll = retrieve datalinkedby l for oid
return(postprocess(ll), rectanglegg

caseur(m): 'view' _ 'animate'_ '�y-by': f
for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i f

i = retrieve imageof oid
return(postprocess(i,rectangle))gg

caseur(m): 'zoom-in': f
for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i f
for eacha=hce;ge;pr; � i 2 AO f

i = imageof oid where^ r = resolution(ur)
return(postprocess(i, rectangle))ggg

caseur(p): 'overlay': f
I = ;
for eachao=ha;o;r ectanglei 2 AO whereo = hoid; y; t; g; h; w; r; d; l i f

I = I [ imageof oid g
return(postprocess(I,rectangle))g

g
END

Algorithm 2 [Search Authorized GeoObjects]

Proceduresearch-authorized-geoobjects(re)
/* SearchAuthorizedGeoObjectidenti�ers andauthorizedarea*/
Input: ur = (u, re,m) : userrequest
Output:O'= list of imagesthatcontaintheregion overlappingwith therequestedarea

case(id(re)exists):
for eacho =hoid; y; t; g; h; w; r; d; l i whereoid = id(r e) f
for eacha=hce;ge;pr, � i in GSABf

if (type(re)= type(ge))̂ (timestamp(re)\ timestamp(ge))6= ;
^ (resolution(re)� resolution(ge))f
if (id(ge)exists)AND id(ge)= oid,

thenAO = AO [ f (a,o, rectangle(o))g
if(rectangle(ge)exists)AND rectangle(ge)overlap rectangle(o)6= ;

thenAO = AO [ f (a,o, rectangle(o)overlap rectangle(ge))g
if (name(ge)exists)AND gazetteer(name(ge))overlap rectangle(o)6= ;

thenAO = AO [ f (a,o,gazetteer(name(ge)) overlap rectangle(o))g
ggg
caserectangle(re)exists:

for eacho =hoid; y; t; g; h; w; r; d; l i whererectangle(o)overlap rectangle(r e) 6= ; f
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for eacha=a=hce;ge;pr; � i in GSABf
if (type(re)== type(ge))̂ (timestamp(re)\ timestamp(ge))6= ;

^ (resolution(re)� resolution(ge))f
if (id(ge)exists)

if oid = id(ge)
AO = AO [ f (a,o, rectangle(o))g

if (rectangle(ge)exists)
if rectangle(ge)overlap rectangle(o)6= ;

AO = AO [ f (a,o, rectanlge(ge)overlap (rectangle(o)overlap rectangle(re)))g
if (address(ge)exists)

if gazetteer(name(ge))overlap rectangle(o)6= ;
AO = AO [ f (a,o, gazetteer(name(ge))overlap (rectangle(o)overlap rectangle(re)))g

ggg
casename(re)exists

rectangle(re)= gazetteer(name(re))
for eacho =hoid; y; t; g; h; w; r; d; l i whererectangle(o)overlap rectangle(r e) 6= ; f
for eacha=a=hce;ge;pr; � i in GSAB f

if(type(re)== type(ge))̂ (timestamp(re)\ timestamp(ge))6= ;
^ (resolution(re)� resolution(ge))f

if(id(ge) exists)^ oid = id(ge)f
AO = AO U f (a,o, rectangle(o))g

if (rectangle(ge)exists)AND rectangle(ge)overlap rectangle(o)6= ;
AO = AO U f (a,o, rectangle(ge)overlap (rectangle(o)overlap rectangle(re)))g

if(name(ge)exists)AND gazetteer(name(ge))overlap rectangle(o)6= ;
AO = AO cup f (a,o, rectnalge(re)overlap (rectangle(o)overlap gazetteer(name(ge))))g
g

SC=retrieve credentialsf c1, c2, . . . g of u 2 CB
/* SC = c1; c2; ::: credentialsfor u from credentialbaseCB */

for eachao=(a,o,rectangle)2 AO wherea = hce;ge;pr; � i do
foreachc=(tid, P)2 SCf

if ct(tid ) = TRUE wherect(x) 2 ce/* if thecredentialtypematchesthecredentialtypein ce*/
if (Evaluate-subject-credentials(ce, P) ^ eval-mode(pr,m)) = FALSE

/* evaluatecewith personalprofePandevaluateprivilegemode*/
AO = AO - ao

g
Return(AO) /* returnasetof authorizedobjectseachof which is a triple (a,o,rectangle)*/

Algorithm 3 [EvaluateSubjectCredentials]

ProcedureEvaluate-subject-credentials (ce,P)
/* Evaluatecredentialexpressioncewith usercredentialpro�le P */
Input ce,Pwhereceis credentialexpressionandP is usercredentialpro�le
OutputTrueor False
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For eachtermt =(var opval) 2 cef
if 9 sc=(at,v) 2 P whereat=var

t = evaluate(v op val) g /* replaceeachtermwith truthvalue,T or F */
S=; /* emptystack*/
While cedo f

if ”(”, thenpush”(” in stackS;
if t= term,thenpusht in S;
if op = (_ or ^ ), thenpushop in S;
if ”)”, thenf

t1= popS;
op' = popS;
t2 = popS;
popS; /* popleft parenthesisout */
t3= (t1 op' t2) /* evaluateexpressionaccordingto logicaloperator*/
pusht3 in S g g

result= popS
return(result)

Algorithm 4 [EvaluateMode]

Procedureeval-mode(pr, m)
Input: m userrequestmode,andpr = privilegemodesin authorization.
Output:Trueor False

if ( m 2 pr), return(TRUE)
elsereturn(FALSE)

Algorithm 5 [Evaluate]

Procedureevaluate(t)
/* Evaluatecredentialvaluespeci�edin anauthorizationtermwith
asubjectcredentialvalue*/
Input: a termt = (v op val)
Output: T or F asthevalueafterevaluatingoperatorop on v andval
if op2 LOPf /* LOP=f =, 6= , > , < , � , �g */

result= (v opval) g
if op2 GOPf /* GOP=f contain,equal,overlap,meetg */

if op= 'equal', result= (v = val)
if op= 'contain' _ 'overlap', result= ((v \ val) 6= ; )
if op= 'meet', result= (v \ val) = boundary(v, val) g

if op2 TOPf /* TOP=f before,after, withing */
if op= 'before', result= (v < val)
if op= 'after', result= (v > val)
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Figure8: Organizationof Multi-resolutionImageDatabase

if op= 'within', result= (v \ val) 6= ; g
Return(result)

6 GSAM PrototypeSystemImplementation

We have implementeda Web-basedprototypesystemfor GSAM (http://cimic.rutgers.edu/spatial).
The architecturefor the prototypesystemis shown in �gure 7. Our imagedatabasecomprisesof
satelliteimagesfrom NOAA, Landsatimages,aerialorthophotos,whosegroundresolutionsrange
from 1km,28m,10m,1m,8ft, 4ft, 2ft to 1ft. Muchof our imagedatabasepertainsto theNorthEast
region of USA, speci�cally New Jersey, NewarkandHackensackmeadowlandsareaaswe capture
theNOAA satelliteimagesdaily usingthedishantennalocatedatCIMIC-RutgersUniversity, which
is the NASA-RutgersUniversity Regional ApplicationCenter[3]. We have acquiredthe Landsat
imagesfrom theNASA archivesandtheaerialorthophotoimagesfrom NJMC.

Thesemulti-resolutionimagedatasetsareorganizedin sucha way that the lowestresolutionim-
agesareplacedat thetopandthehighestresolutionat thebottom,asshown in �gure 8. Speci�cally,
theregion coveredby thetop level imageis split into four quadrantswhereeachquadrantis repre-
sentedby thenext higherlevel resolutionimages.This processis continueduntil thehighestlevel
resolutionimagesarereached,so that the lowestlevel of thepyramidholdsthehighestresolution
images.As a result, the entire imagedatabasecanbe visualizedasa pyramid asthereexist less
numberof imagesat theupperlevelswhencomparedto the lower levels. To �t our structure,we
have preprocessedthe imagessuchthateachimagebelongsto onequadrantonly, i.e. thereareno
imagesthatcover anareathatbelongsto two or morequadrants.Theimagesat differentlevelsof
thepyramidtypically arefrom differentsatellitesensorswith differentresolutionlevels. Notethat,
our pyramidstructureis differentfrom thatin theTerraserver system[10]. In Terraserver, different
resolutionlevels aregeneratedfrom a singleimage,whereasin our pyramid structure,eachlevel
hasimagesfrom differentsatellitesensorswith resolutionsdifferentfrom thoseatotherlevels.
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Our systemprimarily hastwo components:theadministratorcomponentandtheuseraccesscon-
trol component.Theadministratorcomponentcontainsinterfacesfor subjectspeci�cation,object
speci�cation,andauthorizationspeci�cation.Figure9 shows theinterfacefor subjectspeci�cation.
The subjectis speci�ed with a credentialtype. Basedon the credentialtype chosen,the relevant
credentialattributesareautomaticallydisplayedsothatsubjectinformationcanbecapturedfrom a
dropdown list of attributes.In ourprototype,wehave consideredcredentialtypesfrom thedomain
of propertyownershipandpoliceauthority.

Theobjectspeci�cationshown in �gure 10 alsorequiresto enterthe typeof object,anduponse-
lection of an objecttype from the categoriesin the objecttype hierarchy, the relevant geospatial,
temporal,resolutionandotherattributescanbeentered.Notethatoursystemalsoallows to specify
anareausingeitherexplicit geographiccoordinatesor geographicnames.Thegeocodingcompo-
nentautomaticallytranslatesthegeographicnamesinto correspondingcoordinates.

Onceobjectsand subjectsare speci�ed, the administratorcan specify the authorizationswhere
subjectexpressionscanbespeci�edusinguniquesubjectID or usingcredentialtypeandcredential
expressions,objectexpressionscanbespeci�edusinga uniqueID or a generealobjectexpression.
Figure11 shows theinterfacefor authorizationspeci�cation.

Figure9: SubjectSpeci�cation

Theuseraccesscontrolcomponentallows usersto submitaccessrequestsusingattributessuchas
geospatial,temporalandresolutionof images,andusingsubjectcredentialexpressions,asshown
in �gure 12. Thesystemthenevaluatestheauthorizationsasoutlinedin algorithm1.

In additionto this,oursystemfacilitatesaccessrequestsspeci�edvia theGUI interfacewhereusers
canspecifyview andzoom-inrequestsby simply clicking. As soonasa userclicks on a point,
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Figure10: ObjectSpeci�cation

thequadrantregion containingthepoint is considered.Thesystemchecksif thezoom-inrequest
is allowed for thatsubjectin that region (essentiallyverifying if thesubjectis allowed to view an
imageat thatlevel of resolution).If so,thenext higherlevel resolutionimagecoveringtheselected
areais presented.Figure13shows theGUI interfacefor thisnavigationalaccesscontrol,wherethe
8ft resolutiontruecolor aerialimageis �rst zoomed-into show the imageof 4ft resolutionimage
thatis zoomedin to show 2ft imageandthen1ft image.

Thepostprocessingcomponenttakestheretrievedimagesandcomputestheoverlapareaallowedby
thesubjectandthenselectstheimagesthatcover thatareawith themaximumresolutionrequested.
Theseimagesarepostprocessedandcut to displayonly theauthorizedregion. Thepostprocessed
imagesare returnedfor viewing or downloading. If the region allowed is coveredby morethan
oneimage,theseimagesaretiled (concatenated)for display. Figure14 shows the original image
in theright handsideandthecroppedimagethatcontainsonly theallowedarea.Figure15 shows
the arearequestedis from four different imagestiled together. We are currently enhancingthe
postprocessingcomponentwith featuresof temporalsequencing,i.e. theimagesreturnedthatcover
theallowedareacanbefrom differenttemporalperiod. Theseareput in a temporalsequenceand
deliveredasananimatedimages.

7 RelatedWork

Therehasbeensubstantialresearchthatextendsthebasicauthorizationmodel[19]. Onedirection
dealswith increasingtheexpressive power of theauthorizationmodelsanddevelopingappropriate
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Figure11: AuthorizationSpeci�cation

tools andmechanismsto supportthesemodels. Theseincludeintroducingnegative authorization
[16], role-basedandtask-basedauthorizationsandseparationof duties[21, 38, 39, 50], temporal
authorization[12] andtemporalextensionsto RBAC [13, 14, 35]. Otherdirectiondealswith ex-
tendingauthorizationmodelsfor advancedDBMSssuchasobject-oriented[30, 48, 40], distributed
[53, 46] DBMSs,federateddatabases[49, 34,18, 26], temporaldatabases[32, 7], datawarehouses
andderiveddatabases[44, 7], andto new domainssuchaswork�o w managementsystems[6, 8,15]
andprivacy preservingsolutionsto webservices[42]. This classof work is limited to developing
authorizationmodelsfor traditionaldata,but doesnotsupportimagedata.

Therehave beensomeefforts to develop authorizationmodelsfor semistructureddatasuchas
WWW andhypertext systems,XML databases,anddigital libraries.Thework in theareaof access
control for imagesdatabasesandmoving objectsis very preliminary. In thefollowing, we provide
abrief review of theresearchin thesedirections,which is morerelevantto ourproject.

An accesscontrolmodelfor WWW documentshasbeenpresentedby Samarati,BertinoandJajo-
dia [45]. In this model,documentsareorganizedasunstructuredpagesconnectedby links. This
modelfacilitatesspeci�cationof privilegesondocuments,partswithin adocumentandonlinks and
providesvarioustypesof privilegessuchasbrowsingandauthoring.Researchin theareaof access
control to semi-structureddatasuchasXML documentsis dueto Damianiet al. [23, 22], Bertino
et al. [11, 28], andKudoandHada[36]. All thesethreeproposeaccesscontrolmodelsto specify
securitypoliciesfor XML documentsaswell asDTDs. Thesethreeapproachesaresomewhatsim-
ilar, but differ in theway they propagateauthorizations,andtheway in which they specifysubjects
in theauthorizationrangingfrom subjectidenti�ers, credentials,groups,roles,or acombinationof
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Figure12: UserAccessRequest

user-id, IP-addressandDNSaddress.KudoandHadaentertainprovisionalauthorizations,in which
provisionalactionsarestated.Accesswill begrantedprovided theseprovisionalactionsaredone.
In addition, they enhanceauthorizationswith context sensitive ones,that may take into account
the time at which therequestoccurred,the locationfrom which therequestwasinitiated,andany
argumentsfor thespeci�c action.

In [5], Adamet al. proposea content-basedauthorizationmodelDLAM, suitablefor digital library
environments.Thebasicideaof is to allow speci�cationof securitypoliciesbasedon userquali�-
cationsandcharacteristicscalledsecuritycredentialsratherthanusersthemselves,andbasedonthe
conceptsassociatedwith objectsratherthantheobjectidenti�ers, muchlike thosein conventional
paper-basedlibraries. In orderto specifythecredentialsandconcepts,they have developedanau-
thorizationspeci�cation language.By way of this language,subjectcredentialscanbe speci�ed
asexpressionsin the form of predicatesover subjectattributes,andconceptscanbe speci�ed as
conceptexpressionsover objectattributes.Thelanguagehasbeende�ned by specifyingits syntax
that includesthevariablesandpredicates,andformal semantics.Theuseof theRole-basedaccess
controlhasbeenexploitedby Gladney [33], wherethey proposeDACM (DocumentAccessControl
Method),an accesscontrol schemefor digital libraries. Both DLAM andDACM dealwith only
textualdocuments.

For accesscontrolon images,therehave beensomeefforts madeto screenandblockobjectionable
imagesconsideringshapedetection,objectrepresentationandrecognition,peoplerecognition,face
recognition,andcontent-basedimageandvideodatabaseretrieval. Theseincludeusing�lters [31,
24], content-basedfeaturevector indexing [51, 52]. In [20], a preliminaryaccesscontrol model
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Figure13: GUI UserAccessRequestfor Zoom-in

for geospatialdatahasbeenproposed.In this paper, we extendthatwith temporalandcredential
dimensionsandsupporta numberof advancedprivilegemodes.More recently, Bertinoet al. have
proposedanaccesscontrolmodelfor spatialdata[29], however, it doesnot take into accountthe
resolutionof theimagessinceit focusesprimarily on vectordata.

8 Conclusionsand Futur e Research

In this paper, we have arguedthat near-continuoussurveillancethroughhigh resolutionsatellite
imageswhencombinedwith geographicinformationcouldbea threatto privacy andnationalse-
curity. In order to addressthis issue,we have presenteda suitableaccesscontrol model, called
Geospatialauthorizationmodel (GSAM). GSAM enablesone to specify complex authorization
policies,suchasgeo-spatialauthorization,resolution-basedauthorization,temporalauthorizations,
aswell asothermetadata-dependentauthorizations.It supportsprivilege modesincludingview,
zoom-in, overlay, identify, animate andfly-by that areessentialfor providing
controlledaccessto geospatialdatabasedontheregioncoveredby animageaswell asthetemporal
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Figure14: Theareaallowedfor accessis croppedfrom theoriginal image

attributesassociatedwith it. We have proposedalgorithmsto evaluateaccessrequestsandhave
implementedthesystem.

Our future researchspansa numberof directions. We plan to investigatean XML languagefor
specifyingthe authorizationsin GSAM, whereaccessrulescanbe speci�ed alongwith the geo-
datarecords(metadata)asXML-documents. The extensiblefeatureof XML would allow more
�e xibility andpower of expressivenessfor subjectcredentialsandobjectconditions. In addition,
theXML authorizationspeci�cationof geodatawouldallow interoperabilityamongdistributedand
proprietarygeodataaccesspolicies.This necessitatesspeci�cationof XML speci�cationof access
control whendifferentgeospatialdatasets,suchashealthcaredata,censusdataandincomedata
from differentsourcesareintegratedwith imageandmapdata.

Weplanto extendtheauthorizationmodelto allow theproximity-basedspeci�cations.Thecurrent
authorizationspeci�estheexactgeospatialareas,but many authorizationpoliciesarestatedbased
on theproximity to variouslandmarks.An exampleof theproximity-basedauthorizationcanstate
thatthearea100metersaroundWorld TradeCenteris allowedto bezoomed-inby law enforcement
forcesin New York City.

Our futurework includesinvestigationof thesemanticcontentswithin thegeospatialboundaryto
furtherdistinguishwhethertheobjectscontainedin theboundingarea,suchasbuildingsor airplanes
areaccessibleor not. Theauthorizationspeci�cationon objectswithin a geographicarearequires
semanticannotationsof objectswithin images.
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Figure15: Theareaallowedfor accessis tiled from four differentimages

9 Acknowledgment

We acknowledgeDr. FranciscoArtigas, MERI, New Jersey MeadowlandsCommission,for the
informationon satellitegeo-spatialimages,their analysisandprocessing,Mr. Dom Elefantefor
providing high resolutionimagesover the New Jersey Medowlandsarea,Dr. PeterBaumannat
Rasdaman.comfor numerousdiscussionsand helpful commentson OpenGISstandardsand for
providing Rasdamandatabase,Mr. Qi Guo for his commentson the draft, Ms. Dihua Guo for
preprocessingsatelliteimagesandMr. MukeshSethifor implementingtheGSAM system.

References

[1] http://www.orbimage.com/appl/index.htm.

[2] http://www.spaceimaging.com.

[3] CIMIC Rutgers:NASA RegionalApplicationCenter.http://cimic.rutgers.edu/rac/.

[4] U.S.Gazetteer.http://www.census.gov/cgi-bin/gazetteer.

[5] N. R. Adam,V. Atluri, E. Bertino,andE. Ferrari. A Content-basedAuthorizationModel for
Digital Libraries. IEEE Transactionson Knowledge and Data Engineering, 14(2):296–315,
March2002.

34



[6] V. Atluri and W. Huang. An AuthorizationModel for Work�o ws. In Proceedingsof the
Fifth EuropeanSymposiumon Research in ComputerSecurity, in Lecture Notesin Computer
Science, No.1146,Springer-Verlag, September1996.

[7] V. Atluri andA. Gal. An AuthorizationModel for TemporalandDerivedData: SecuringIn-
formationPortals.ACM Transactionson InformationSystemsSecurity, 5(1):62–94,February
2002.

[8] V. Atluri andW. Huang.EnforcingMandatoryandDiscretionarySecurityin Work�o w Man-
agementSystems.Journal of ComputerSecurity, 5(4),1997.

[9] JohnC. Baker, Kevin M. O'Connell,andRayA. Willamson.Commercial ObservationSatel-
lites. RandEdition,2001.

[10] Tom Barclay, Jim Gray, Eric Strand, Steve Ekblad, and Jeffrey Richter. Ter-
raservice.net: An introduction to web services. Technical report, Microsoft Re-
search,Advanced TechnologyDivision, Technical Report MS-TR-2002-53,June 2002.
ftp://ftp.research.microsoft.com/pub/tr/tr-2002-53.pdf.

[11] E. Bertino, S. Castano,E. Ferrari, and M. Mesiti. ControlledAccessand Dissemination
of XML Documents. In 2nd ACM Workshopon Web Information and Data Management
(WIDM'99), November1999.

[12] Elisa Bertino, ClaudioBettini, ElenaFerrari, and PierangelaSamarati. A temporalaccess
controlmechanismfor databasesystems.IEEE Transactionson Knowledge andData Engi-
neering, 8(1):67–80,1996.

[13] ElisaBertino,PieroAndreaBonatti,andElenaFerrari. Trbac: a temporalrole-basedaccess
controlmodel.In Proceedingsof the�fth ACM workshoponRole-basedaccesscontrol, pages
21–30.ACM Press,2000.

[14] ElisaBertino,PieroAndreaBonatti,andElenaFerrari. Trbac:A temporalrole-basedaccess
controlmodel. ACM Transactionson InformationandSystemSecurity(TISSEC), 4(3):191–
233,2001.

[15] ElisaBertino,ElenaFerrari,andVijayalakshmiAtluri. An Approachfor theSpeci�cationand
Enforcementof AuthorizationConstraintsin Work�o w ManagementSystems.ACM Transac-
tionson InformationSystemsSecurity, 2(1),February1999.

[16] ElisaBertino,PierangelaSamarati,andSushilJajodia.Authorizationsin relationaldatabase
managementsystems. In Proc. First ACM Conferenceon Computerand Communications
Security, Fairfax,VA, November1993.

[17] TodBlack. Commercialsatellites:Futurethreatsor allies? NavalWar College Review, 1999.

[18] B.T. Blaustein,C.D.McCollum,L. Notargiacomo,K.P. Smith,andR.D.Graubart.Autonomy
andcon�dentiality: Securefederateddatamanagement.In Proceedingsof theSecondInter-
nationalWorkshopon Next Generation InformationTechnologiesandSystems(NGITS'95),
pages59–68,Nahariya,Israel,June1995.

35



[19] SilvanaCastano,MariagraziaFugini,GiancarloMartella,andPierangelaSamarati.Database
Security. Addison-Wesley, Reading,MA, 1994.

[20] S.ChunandV. Atluri. ProtectingPrivacy from ContinuousHigh-resolutionSatelliteSurveil-
lance. In Proc. of the 14th IFIP WG 11.3Workshopon DatabaseSecurity, pages399–420,
August2000.

[21] David D. Clark andDavid R. Wilson. A comparisonof commercialandmilitary computer
securitypolicies.In Proc.IEEESymposiumonSecurityandPrivacy, pages184–194,Oakland,
California,April 1987.

[22] E. Damiani,S. De Capitanidi Vimercati,S. Paraboschi,andP. Samarati. Designand Im-
plementationof an AccessControl Processorfor XML Documents. In Proc. of the Ninth
InternationalWorld WideWebConference(WWW9), May 2000.

[23] E. Damiani, S. De Capitanidi Vimercati, S. Paraboschi,and P. Samarati. SecuringXML
Documents.In Proc.of the2000InternationalConferenceonExtendingDatabaseTechnology
(EDBT2000), March2000.

[24] David A. ForsythandJitendraMalik andMargaretM. FleckandHayit GreenspanandThomas
LeungandSergeBelongieandChadCarsonandChrisBregler. Findingpicturesof objectsin
largecollectionsof images.In Proceedingsof InternationalWorkshoponObjectRecognition,
pages69 – 142,1996.

[25] David Buckley. A review of geo-spatialdataandtechnologysolutionsfor addressing�re and
fuel managementrequirements.Technicalreport,GISSolutions,SpaceImagingLLC, 2002.

[26] S. De Capitanidi VimercatiandP. Samarati.Authorizationspeci�cationandenforcementin
federateddatabasesystems.Journalof ComputerSecurity, 5(2):155–188,1997.

[27] BobDrogin. Saleto Publicof SatellitePhotosDebated.LosAngelesTimes, January2000.

[28] E. FerrariE. Bertino, S. CastanoandM. Mesiti. SpecifyingandEnforcingAccessControl
Policiesfor XML DocumentSources,.World WideWebJournal, 3(3),2000.

[29] ElisaBertinoandMaria LuisaDamianiandDavide Momini. An accesscontrolsystemfor a
web mapmanagementservice. In 14th InternationalWorkshopon Research Issuesin Data
Engineering(RIDE-WS-ECEG2004),WebServicesfor E-CommerceandE-GovernmentAp-
plications,28-29March 2004,Boston,MA,USA, pages33–39.IEEEComputerSociety, 2004.

[30] E. B. Fernandez,E. Gudes,andH. Song. A SecurityModel for Object-orientedDatabases.
Proc. IEEESymposiumonSecurityandPrivacy, pages110–115,May 1989.

[31] M. Fleck,D. Forsyth,andC. Bregler. Findingnakedpeople.In Proceedingsof 4th European
ConferenceonComputerVision, pages593–602,1996.

[32] A. Gal andV. Atluri. An AuthorizationModel for TemporalData. In Proc. of the7th ACM
ConferenceonComputerandCommunicationSecurity, November2000.

[33] HenryM. Gladney. SafeguardingDigital Library ContentsandUsers,DocumentAccessCon-
trol. In D-Lib Magazine, June1997.

36



[34] D. JonscherandK.R. Dittrich. An approachfor building securedatabasefederations.In J.B.
Bocca,M. Jarke, andC. Zaniolo, editors,Proceedingsof 20th InternationalConferenceon
Very Large Data Bases(VLDB'94), pages24–35,Santiagode Chile, Chile, 1994.Morgan
Kaufmann.

[35] JamesJoshi,Elisa Bertino,andArif Ghafoor. Temporalhierarchiesandinheritanceseman-
tics for GTRBAC. In Proceedingsof 7th ACM Symposiumon AccessControl Modelsand
Technologies(SACMAT 2002), pages74–83.ACM Press,2002.

[36] M. KudoandS.Hada.XML DocumentSecuritybasedonProvisionalAuthorization.In Proc.
of ACM Conferenceon ComputerandCommunicationSecurity(CCS2000), Nov 2000.

[37] Z. Li, X.S.Wang,M. Kafatos,andR. Yang. A PyramidDataModel for SupportingContent-
basedBrowsing andKnowledgeDiscovery. In Proceedingsof SIGMODConference, pages
170–179,Seattle,Washington,1998.

[38] Proc.of theFirstACM Workshopon Role-basedAccessControl,November1995.

[39] Proc.of theSecondACM Workshopon Role-basedAccessControl,November1998.

[40] F. Rabitti,E. Bertino,W. Kim, andD. Woelk. A Model of Authorizationfor Next-generation
DatabaseSystems.ACM Trans.onDatabaseSystems, 16(1):88–131,March1991.

[41] RenaeMerle. U.S.ProbesMilitary' s Useof CommercialSatellites.WashingtonPost, Decem-
ber2002.

[42] AbdelmounaamRezgui,MouradOuzzani,AthmanBouguettaya,andBrahimMedjahed.Pre-
servingprivacy in webservices.In FourthACM CIKM InternationalWorkshoponWebInfor-
mationandDataManagement(WIDM 2002).

[43] RobertK. Ackerman. Air ForcePlannersExploit CommercialSpaceImagery. Signal, June
1995.

[44] A. Rosenthal,E. Sciore,andV. Doshi. Securityadministrationfor federations,warehouses,
andotherderiveddata.In Research Advancesin DatabaseandInformationSystemsSecurity,
pages209–223,1999.

[45] P. Samarati,E. Bertino,andS. Jajodia.An AuthorizationModel for a DistributedHypertext
System.IEEETransactionson Knowledge andDataEngineering, 8(4):555–562,1996.

[46] PierangelaSamarati,Paul Ammann,and Sushil Jajodia. Propagationof Authorizationsin
DistributedDatabaseSystems.In Proc.SecondACM Conferenceon ComputerandCommu-
nicationsSecurity, Fairfax,VA, November1994.

[47] SpaceImaging. SpaceImagingSolutionsOverview: TransformingVisual Informationinto
OperationalSolutions. Technical report, SpaceImaging: http://www.spaceimaging.com,
2002.http://www.spaceimaging.com/whitepapers pdfs/SISolutionsOverview.pdf.

[48] D. L. Spooner. TheImpactof Inheritanceon Securityin Object-orientedDatabaseSystems.
DatabaseSecurity, II: StatusandProspects,Carl E. Landwehr, ed.,North-Holland,Amster-
dam, pages141–160,1989.

37



[49] M. Templeton,E. Lund, andP. Ward. Pragmaticsof accesscontrol in Mermaid. Data Engi-
neering, 10(3):33–38,September1987.SpecialIssueon FederateddatabaseSystems.

[50] R. K. ThomasandR. S.Sandhu.DiscretionaryAccessControlin Object-orientedDatabases.
In Proc.16thNationalComputerSecurityConference, pages63–74,Baltimore,MD, Septem-
ber1993.

[51] JamesZe Wang,JiaLi, Gio Wiederhold,andOscarFirschein.Systemfor ClassifyingObjec-
tionableWebsites.In Proceedingsof the5thInternationalWorkshoponInteractiveDistributed
MultimediaSystemsandTelcommunicationServices(IDMS '98), volumeLNCS 1483,pages
113–124.SpringerVerlag,September1998.

[52] JamesZe Wang,Gio Wiederhold,andOscarFirschein.Systemfor ScreeningObjectionable
ImagesUsingDaubechies'WaveletsandColor Histograms.In Proceedingsof the4th Euro-
peanWorkshoponInteractiveDistributedMultimediaSystemsandTelcommunicationServices
(IDMS '97), volumeLNCS1309.SpringerVerlag,September1997.

[53] ThomasY.C. Woo andSimonS. Lam. Authorizationin DistributedSystems:A FormalAp-
proach.In Proc.IEEESymposiumonSecurityandPrivacy, pages33–50,Oakland,California,
May 1992.

[54] RobertWright. PrivateEyes.TheNew York TimesMagazine, 1999.

38


