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Cyber-plysical system (CPS) security correctly in order to defend against the attack. As
presents ng problems inasmuch agleer-physical  such, there is no defense that we avera of that
systems are dirent from either information sys- is efective gganst common-mode attacks inas-
tems (IS) or physical control systems (PCS) in thatmuch an attack that can exploit a common vul-
there are interactions between the information pro-nerability to compromisevery node can poten-
cessing elements and the physical control elementsially mount an attack to simultaneously compro-
that neither IS nor PCS alone may inctm com- mise all the nodes and disable all the control net-
putational terms, CPS systems presemisfiadure  work elements.This can happen if for example, a
modes that ha&e mt been anticipated by the bad \ersion of the control software has beewdo
designer of control systems or information pro- loaded into gery node of the system waiting to
cessing systems. An attacker who understandbecome actiated on command of the attaskThis
these interactions mayxgoit the nev failure  type of attack can in theorywercome all knan
modes to cause major system upsets. In partjculadefenses against Byzantine attacks.
the likely use of wireless technology as the infras-
tructure for communication and control opens up a
huge gap for attaeks to mount unceentional
attacks. Nev models and techniques must bede
oped to counter these attacks.

On the other hand, there are characteristics
of CPS systems that are ativageous to the
defenderSome of these characteristics are:

() The dynamics of the physical system under
We an think of these attacks as stgigs to  control is determined by the laws of physics that

disrupt the coordination between the physical stateno attacker can alter.

information flav and the command and control

information flav of the CPS system. Foxample,  (II) The rates of change of the y#ical state ari-

in the Smart Grid of the future, reliable phase mea-ables of the process under control may be sto

surements of the peer generators are critical for comparison to the rate of informationvilan the

the safe and efficient control of the power grid. An control system, and this is usually the case with

attacler of the Smart Grid may insert itself in the mechanical and chemical systems.

information flav infrastructure of the control net-

work and thereby able to createvha. This can be  (lll) The value of information in a CPS system is

done byfor example, jamming the wireless control usually a function of time and may degrade sub-

signals at crucial moments and atfeliént points  stantially with the passage of time.

of the control network, or arse still, an attaek

that has succeeded in impersonating the identity ofAn implication of (I) is that the defender has a

a transmitter can mount Byzantine attacks on thesource of information that of itself is not subject to

Smart Grid. The resulting erroneous phase measubversion by a human advsary through yber

surements could cause serious damage if appropriattacks alone, although the information may be

ate counter measures are notetak Whilethere ~ compromised during transmission and transforma-

has been significant avk in applying defenses tion. If we can devise security checks that use only

agpinst Byzantine attacks in the literature, all the information directly from the physical process

solutions must depend on the assumption that nomeasurements, then such checks cannot be sub-

all the nodes in the nebrk are compromised verted by an adsrsary These checks can be the

simultaneously and that at least some fraction offoundation of of the secure computing base of the

the nodes (ab@ a bwer bound) must function system.



An implication of (ll) is the possibility for the case of CPS systems, theypital measurements
defender to maintain through measurements angerformed by locally controlled physical wees
real-time simulation techniques an approximate b can be hardened, say by hardware means, to detect
sufficiently accurate global we of the plysical timing failures as xhibited by agy unexpected
state of the system or at least be able towkno behaior of the physical processes under control as
within bounded time if sufficient accusabas been  a function of time. A successful attacker musivno
lost, so that the defender can knthat the state coordinate the timing of the attack on theysibal
information cannot be trusted. This is analogous tomeasurement system in order to mask the attack.
the late Flaviu Cristias’ gproach in system This race aginst time turns the timing constraint
design vis-a-vis his timed asynchronous model ofrequirements into an advantage for the defender
computation [4]. The issue is Wwowe can efec- inasmuch as the phics of the processes under
tively leverage the relatiely slower rate of change control help define what is normal beta aginst

in the physical state to increase the probability ofwhich anomalous system bef@ can be com-
attack detection. & tink that this is possible pared. This gies us lope that we can designwe
unless the attacker can corrupt physical state measverhead intrusion detection and peation sys-
surements on a global scale and in a synchronizetems that can defend @igst n&v classes of denial-
fashion. In ag case, it should be possible to design of-service attacks such as afjgrattacks [1] which
detection systems that build on local measurementsvould otherwise hee keen \ery difficult to defend

in a hierarchical fashion and on fdifent time  against.

scales that would makit extremely difficult for an

_ The other half of an #&dctive defense aginst
attacker to synchronize an attack.

attacks is the design of re@y mechanisms,
S . . given that some attacks will succeed. Central to the
An implication of (lll) is that the attacker has lim- 1 4ion of recoery is the idea of failure semantics.

ited time to exploit the information s/he has yore the critical insight is that a system should be
obtained about the physical system state. Thereforgiegigned to function according to specification not
the protection of stateaviable information does only under normal conditionsub that the system

not hare © be prmanent. Specificallyt is only 1,514 also function with high probability in some
necessary for the defender to gehe attacker the specific way when a failure occur§or CPS sys-

information s/he seeks for as long as the informa-g s the traditionalaflure mode classification is

tion has time value. This should open upiveays ot sarisfactory inasmuch as the classificatias w
to look at the de_5|gn of information protection devised with computer (hardware) systems in
methods and architecture. mind. For CPS systems, we need a classification
We kelieve tat the crucial point in mounting system that is more specific with respect to the
an efective cefense is in being able to correlate interaction between the pical components of the
between global control information and locayph  system under control and the computer and com-
ical state measurements in time, and in switchingmunications components that control thenor F
the defensie grategy faster than the attacker can example, we should be able to ¢akdvantage of
incur unacceptable physical damage to the CPSthe fact that mechanical components usualilydn
This assumes that certain real-time constraints cam tme scale in seconds) that is darcompared
be monitored either by the informationvflanfras-  with the reaction time of computer systems (much
tructure itself or by correlation to physical state less than a second) to define a CPS-speadiifigré
measurements. Contrary to common wisdom, weclassification by taking into account the amount of
do not rgard hard timing constraints as a vulnera- time that is wailable for defensie actions. W& may
bility in the design of secure systemse ilke the  for example add a time dimension to ttelure
view that hard timing constraints define the mode classification by includingglicitly a time-
integrity of a system so that failure to meet a hardto-failure parameterThere are also other dimen-
timing constraint means that system integrity hassions that a CPS-specifiailure mode classifica-
been breached, butyaangle timing failure should tion scheme canxploit by focusing on the applica-
not result in total systemailure. This approach to tion domain specifics. For example, when afitvaf
design secure systems is akin to the lateviirla light fails, we do not stop all traffic but instead we
Cristians "timed asynchronous system" design put the lights in a blinking-red mode. This signals
philosoply. The bedrock of this approach is that to all the cars entering the intersection to folla
time synchronization failure is detectable. In the pre-agreed protocol, namelythe intersection



should be rgarded as being gplated by all-vay and engineering foundation for securing our wire-
stop signs. The blinking red lights thus impose aless systems against attackse \Wave taken the
specific type of behdor on all traffic. This sug- first step in this direction in our ongoinguk with
gests a way to generalize failure mode semanticsthe WrelessHAR process control stack [3]. There
we can define failure semantics in terms of proto-is a lot of work that needs to be done including:
cols that the failed system must falloThese pro-

tocols can be formalized by the plethora of tech-(1) Collaboration with the utility industry to under
nigues from computer sciencegtid systems and stand and exploit the domain knowledge that is
other branches of engineering. In otharres, we  required to formulate security checks directly from
can define dilure modes by the protocols that a the sensors to provide a first line of defenssiresy
failed system must follw and these protocols can cyber attacks.

be application-specific as well asvhaa tme

dimension. Nadefense is perfect in that thedfesf- (2) Creating an information system architecture to
tiveness of a defense is necessarily redatb the  exploit the correlation of process and timing infor
assumptions made about the damage that can bmation of both the IS and PCS sides of the utility
caused by an attaek In CPS systems, the damage system, including real-time simulation facilities.

to the system can be quantified by the bairal

deviation from a health system. Since the speed at (3) Engineering domain-specific real-time database
which an efective dtack on a CPS system can be services that are resilient to cyber attacks, espe-
mounted is also limited by the physics of the sys-cially denial-of-service attacks.

tem under control, this alles the defense to define

and enforce application-specific failure semantics(4) Understanding quantitadly the tradedf
that will aid in the design of secure systems. between the cost of timely detection and the dam-

We telieve hat secure CPS design can bene-ade that a utility can s_ustain as a function of time-
fit from the assumption that system failures are!©-detection and the time txeeute countemea-
detectable by local pisical measurements and that SU"€S:
detection of security attacks can be predicated on L . . )
the detection of such failures. \@h this assump- () Investigating what is appropriate failure seman-
tion, the defense against security attacks becomes ¢S that can minimize damage as well as the time
discipline of designing systems with well chosen [0 '€CO/ery.
physical failure semantics and the timely detection o . _
of such failures. What is required are design princi-(6) Exploring information protection methods and
ples for specifying physically induced timing architectures that canxg@oit the _fact t_hat _the
requirements and the tools for monitoring these@ttacker can hae aly a bounded time windin
constraints [2]. The monitoringaility should be  Which to s¥nchron|ze and mask an attack before
incorporated into the secure computing base gf an (€ attackr's data becomes stale and loses its
CPS system. This is the philosgplve have value,_e.g., by imenting light-weight cryptographlc_
adopted in our ongoing research on wireless pro_technlques that can guarantee short-term protection
cess control systems. for ary new cata.

~ Inthe domain of industrial process automa- (7) ynderstanding and exploiting the technical
tion, the most challenging security problems that cparacteristics of wireless protocols and technolo-

we must &ce are related to the introduction of gies for process control tadilitate implementing
wireless technology in process controle \Wave points 1-6 abee.

been working in the software architecture for wire- . . L
less process control in the last four years. In col- The abee issues call for intedisciplinary

laboration with Emerson Process Management, Weresearch by researchers from the control, process
have teen aCﬂer involved in the engineering of automation, computer and communications secu-

the WirelessHAR™ protocol which is one of the rity, real-time system, mathematical optimization
two major industry standards in the process man-and other areas. A sustained effort will be needed
agement area. Mt the expected proliferation of © Male feadvay in securing current and future
wireless technology in industrial process manage-CYPer-physical systems.

ment, it is critical that we @ a slid theoretical
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